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1. Introduction to Radiator® AAA Server

1. Introduction to Radiator® AAA Server

This document describes how to install and configure the Radiator® AAA Server (later Radiator) from Radiator
Software.

RADIUS isthe de facto standard protocol for authenticating users and recording accounting information. It

is commonly used by Wireless Access Points (APs), Terminal Servers, and Network Access Servers (NAS),
whenever auser logs on and off network access devices or dial-up Internet service. It is supported and used

by most vendors, such as Cisco, Ericsson, Huawei, Juniper, Ruckus, Aruba, Alcatel-Lucent, 3Com, and US
Raobotics. See RFCs 2865 and 2866 for more details about the RADIUS protocol.

Radiator isahighly configurable and extensible RADIUS, TACACS+, and Diameter server that allows you

to easily customise and control how to authenticate users and record accounting information. Y ou can easily
integrate Radiator with current and legacy systems and software. Radiator includes special features not found in
other servers, such as user name rewriting and vendor-specific RADIUS attributes.

Radiator can authenticate users from passwords held in:
» Remote RADIUS servers (proxying)

» SQL databases, including Oracle, Microsoft SQL Server, PostgreSQL, MySQL, MariaDB, SQL.ite,
Firebird, Sybase, Informix and others

* SQL databases that support ODBC

* LDAP

» Microsoft Active Directory

* RSA Securid

* VASCO Digipass

* YubiKey

 Duo Security

» SIP2, the 3M Standard Interchange Protocol (SIP) 2.0
e RAdmin, the RADIUS User Administration system from Radiator Software
* Flatfiles

» DBM files

» Unix password files and similar formats

* iPASS Roaming Network

* RSA Mobile

* Freeside billing system

* Platypus ISP billing system from isphilling.com
» Emerad ISP billing system from |EA
 BillMax Unix ISP billing system

 Other ISP hilling packages

* PAM

* TacacsPlus

* Your own legacy user database
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1. Introduction to Radiator® AAA Server

External programs

Any external one-time password system

Most external SOAP-based authentication methods
Hotel Property Management Systems

Other methods contributed by Radiator users

Radiator can record user accounting information in:

Flat filesin standard RADIUS detail file format
Unix wtmp format files

SQL databases, including Oracle, Microsoft SQL Server, PostgreSQL, MySQL, MariaDB, SQL.ite,
Firebird, Sybase, Informix and others

SQL databases that support ODBC

Remote RADIUS servers

RAdmin, the RADIUS User Administration system from Radiator Software
Platypus ISP billing system from isphilling.com

Emerald ISP billing system from |EA

BillMax Unix ISP billing system

Other ISP billing packages

Y our own legacy usage database

External programs

Radiator provides external interfaces for the following protocols:

RADIUS (including WiMAX). A full suite of load balancing modules is included.
TACACS+

SNMP

Telnet

HTTP

Diameter

RadSec

Radiator works with awide range of EAP (Extensible Authentication Protocol) methods, such as the following:

TLS

TTLS

PEAP

pwd

MD5
MSCHAPV2
oTP

GTC
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2. Installing and upgrading Radiator

 LEAP
* FAST
 PAX
* PSK
« SIM
« AKA
o AKA'
Radiator runs on the following platforms:
* Most Unix and Linux hosts
» Windows 7/8/8.1/10/11
» Windows Server 2008/2012/2016/2019/2022
* macOS
Radiator iswritten entirely in Perl and is therefore highly portable. Full source code is supplied.

Y ou need to be familiar with system administration to install Radiator. Y ou also need to have abasic
understanding of RADIUS and your network's authentication and accounting requirements in order to configure
RADIUS.

‘Radiator’ and the Radiator logo are registered trademarks of Open System Consultants Pty. Ltd., a subsidiary
of Radiator Software Oy.

2. Installing and upgrading Radiator

This section provides instructions for installing and upgrading Radiator. Radiator runs on awide range of
platforms and the install ation procedure depends on the platform and the type of package selected.

2.1. System requirements

Radiator requires a number prerequisite packages to be installed before you can install it.

2.1.1. Perl

Thisisthe main program that runs Radiator. It must be installed on your Radiator host. Platform-specific
methods for installing Perl are discussed below. Radiator requires Perl 5.8.8 or better. Install and test Perl before
proceeding further.

Many Unix distributions include Per| as part of the standard installation. Common Windows Perl distributions
include Strawberry Perl.

2.1.2. CPAN

Some of the Radiator features require Perl modules that may not be part of the Perl distribution you are using.
For example, thereis no prebuilt RPM for Red Hat, or the Windows Strawberry Perl distribution does not
include the required module. In this case, you need to install the module from CPAN.

On Windows with Strawberry Perl, review Windows installation on page 11 before continuing. Y ou can use
the tools the Perl distribution provides.

CPAN stands for Comprehensive Per| Archive Network. CPAN isarepository of Perl modulesincluding the
core Perl itself. Y ou can use CPAN to search and download Perl modules, view their documentation, source
code and change logs.
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2. Installing and upgrading Radiator

Y ou can search CPAN for Perl modules with several methods, for example:
» CPAN website [http://www.cpan.org]
» MetaCPAN website [https://metacpan.org]

Perl comes with tools for downloading and building Perl modules automatically. For more information, see
How to install CPAN modules [http://www.cpan.org/modules/INSTALL.html]. cpan and cpanmare the
common tools, they are run from command line:

cpan Di gest:: M5
cpanm Di gest : : MD5
If you do not have network access, the general procedure for installing a Perl moduleis:
1. Unpack the downloaded module in awork area.
tar zxvf Digest-MD5-2.55.tar.gz
2. Moveto the module directory. See README, INSTALL, and similar files for additional information.
cd Di gest-MD5-2.55
3. Create the makefile.
perl Makefile.PL
4. Build the module.
make
5. Runthetests.
make test
6. Install the module.

make i nstall

2.1.3. Digest::MD5

Radiator requires the Digest::MD5 Perl library package (version 2.02 or later). Most modern versions of Perl
already include the Digest::MD5 library.

If it is not present in your Perl distribution, see Section 2.1.2. CPAN on page 3 for how to obtain and
install it.

2.1.4. Digest::SHA

Radiator requires the Digest::SHA Perl library package (version 5 or later). Most modern versions of Perl
already include the Digest::SHA library.

If it isnot present in your Perl distribution, see Section 2.1.2. CPAN on page 3 for how to obtain and
install it.
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2.1.5. MD4 digest for MSCHAP and MSCHAPv2

If MSCHAP, MSCHAPV2 or EAP-MSCHAP-V 2 support is required, Radiator needs a module that provides
support for the MD4 digest. Support for MD4 is provided by Radiator Radius::UtilXS and Digest::MD4. There
isno need to install the both modules. Y ou can choose either one.

M D4 support was added in version Radius::Util XS version 2.0. See Section 2.1.9. Radiator Radius::UtiIXS on
page 6 for more information.

If Digest::MD4 is not present in your Perl distribution, see Section 2.1.2. CPAN on page 3 for how to
obtain and install it.

2.1.6. Net::SSLeay and OpenSSL

If support for EAP-TLS, PEAP, EAP-TTLS, EAP-FAST, or any other modules requiring TLS is required,
Radiator needs the Net::SSL eay Perl library package. The Perl distributions typically include Net : : SSLeay as
a prepackaged module.

CAUTION

Net : : SSLeay 1.83 or later isrequired if you use Radiator with SSL/TLS library that has TLSv1.3
enabled. Net : : SSLeay 1.92 or later is recommended for all TLS features. Radiator has been tested with
TLSv1.3 but TLSv1.3 remains disabled by default.

On Windows with Strawberry Perl, see Section 2.8. Installing and upgrading on Windows on page 11 for
more about installing Net : : SSLeay on Windows.

If it isnot present in your Perl distribution, see Section 2.1.2. CPAN on page 3 for how to obtain and
install it.

Many TL S-based configurations al so require message digest modules. See Section 2.1.5. MD4 digest for
MSCHAP and MSCHAPV2 on page 5.

2.1.7. SQL

To use Radiator's modules that utilise SQL for authenticating, recording, accounting, and other purposes, install
the DBI Perl library, the DBD Perl library for your particular SQL database. Radiator does not include an SQL
database server. Operating system vendors and Windows Perl distributions typically include DBI and DBD
libraries for the common SQL databases as prepackaged modules.

Touse SQL:
1. Install and test your chosen SQL database server.
2. Install and test DBI.
3. Install and test the DBD Perl module for the installed database server
On Windows with Strawberry Perl, you can use the cpan or cpanm commands to install the appropriate DBD

support for your SQL server.

2.1.8. Memory requirements

The Radiator installation requires approximately 32Mb of disk space. RAM requirements depend strongly on
your Radiator configuration and the types of authentication methods being used.

If EAP authentication is not used, Radiator typically starts running at about 20Mb and may grow to around
50Mb and plateau as RADIUS requests are received.
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If EAP authentication types, such as TLS, TTLS or PEAP, are used, more memory is needed. Thisis because
Radiator must cache per-user TL S session information in its process memory. If you are handling large numbers
of TLS authentications, you aso need more memory.

2.1.9. Radiator Radius::UtilXS

Radiator's Radi us: : Ut i | XS package contains functionality that is not readily available as pre-built modules.
Thisincludes an aternative for Di gest : : MD4 for MSCHAP based authentication methods and SCTP extended
API support. Radiator SIM Pack requires special SHA transformation and IM S| decryption support, which are
aso availablein Radi us: : Uti | XS.

Radiator's Radi us: : Ut i | XS package is available from the same location where you can download Radiator
from. This package is supported directly by Radiator Software. Availability of Radi us: : Uti | XSislogged
during r adi usd startup when logging level is set to info (Trace 3 or higher numbe).

2.1.10. SCTP

Stream Control Transmission Protocol (SCTP) support depends on operating system Radiator runs on. When the
OS supports SCTP, you can configure Radiator to use one-to-one style sockets.

If you install Radiator's Radius::Util XS package for SCTP extended API support, SCTP multihoming is
automatically enabled for Stream based clauses, such as AuthBy RADSEC and ServerDIAMETER. Multiple
addresses configured with parameters BindAddress on page 389, Local Address on page 96 and

SCTPPeer on page 347 are used with the extended API to bind and connect to all addresses with one call.

Radiator's Radius::Util X S package is available from the same location where you can download Radiator
from. See Section 2.1.9. Radiator Radius::UtiIX S on page 6 for more information. Availability of SCTP
extended API islogged during r adi usd startup when logging level is set to debug (Trace 4 or higher number).

2.2. Updating from demo or locked version to full version

If your locked version was installed from Linux el 9, el 8, el 7 RPM, Linux suse RPM, Linux deb, or
Windows M SI package, update as follows:

Red Hat EnterpriseLinux 9 RPM: r adi at or - | ocked- 4. xx-nn. el 9. noar ch. r pm
update by installing r adi at or - 4. xx- nn. el 9. noar ch. rpm

Red Hat EnterpriseLinux 8 RPM: r adi at or - | ocked- 4. xx- nn. el 8. noar ch. r pm
update by installing r adi at or - 4. xx- nn. el 8. noarch. rpm

Red Hat EnterpriseLinux 7 RPM: r adi at or - | ocked- 4. xx-nn. el 7. noar ch. r pm
update by installing r adi at or - 4. xx- nn. el 7. noar ch. r pm

SUSE Linux Enterprise Server 15 SP3 or openSUSE Leap 15.3 RPM: r adi at or - | ocked- 4. xx-
nn. suse. noar ch. r pm
update by installing r adi at or - 4. xx- nn. suse. noar ch. r pm

Linux Ubuntu 16.04, 18.04, 20.04, 22.04, Debian 9, 10 or 11 deb: r adi at or - | ocked_4. xx-nn_al | . deb
update by installing r adi at or _4. xx-nn_al | . deb

Windows M Sl: Radi at or - Locked- 4. xx. nn. nsi
update by installing Radi at or - 4. xx. nn. nsi

If you have installed Radiator from . zi p or . t gz source code package, update by doing source code
installation using a full version source code package.

If your locked version was running during update, you need to restart Radiator

sudo systenct| restart radiator
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2.3. Installing and upgrading on Linux: Red Hat Enterprise Linux,
CentOS, Oracle Linux, AlmaLinux and Rocky Linux

These packages have been tested on Red Hat Enterprise Linux 7, 8 and 9, and compatible systems such as
CentOS, Oracle Linux, AlmaLinux and Rocky Linux.

Toinstall Radiator:

1. Download the distribution package for your operating system from Radiator downloads [https://
downloads.radiatorsoftware.com/packages/]

2. Ingtall the package. On RHEL 7 and compatible systems use package that ends with el 7. noar ch. r pm
sudo yuminstall ./radiator-4.xx-nn.el7.noarch.rpm
On RHEL 8 and compatible systems use package that ends with el 8. noar ch. r pm
sudo yuminstall ./radiator-4.xx-nn.el8.noarch.rpm
On RHEL 9 and compatible systems use package that ends with el 9. noar ch. r pm
sudo yuminstall ./radiator-4.xx-nn.el9.noarch.rpm
3. Start Radiator and set it to start automatically after you reboot your Linux server.

sudo systenctl start radiator
sudo systenctl enabl e radiator

4. Test authentication. Y ou should see OK printed to the screen 3 times.
/ opt/radi at or/radiator/radpw st

5. Edit/ etc/radi ator/radi at or. conf tosuit your site and needs. Remember to restart Radiator after
configuration change with syst entct| restart radi at or. Thisreference manua describes the options
and parameters.

The package creates the following system user, system group and an empty home directory for Radiator service:
* radi at or
* radi at or
e /var/lib/radiator

By default, it creates the following directories for configuration, logs, Radiator itself, its utilities and other files.
See/ opt/radi at or/ radi at or/ goodi es/ for configuration samples:

* /etc/radiator/
e /var/| og/radiator/
e /opt/radiator/
e /usr/share/ doc/ radi at or
Default log rotate configuration isinstalled as
e /etc/logrotate.d/radi ator

Y ou can find documentation, additional dictionaries, and the goodies collectionin/ opt / r adi at or/
radi at or/ directory.
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Upgrading from a generic, non-el RPM to an el7 RPM

To upgrade from generic non-el RPM packaged Radiator Radi at or - x. yy- z. noar ch. r pmto el7 RPM, you
need to do the following:

1.

Stop the old Radiator instance.

sudo /etc/init.d/radiator stop

. Download the distribution package for your operating system from Radiator downloads [https.//

downl oads.radiatorsoftware.com/packages/]

Install the new el7 RPM. The installer removes non-el RPM and notes that old Radiator files are
removed. Configuration files installed by the old package will be saved asdi cti onary. r pnsave,
radi us. cf g. rpnmsave and user s. r pnsave. Only filesthat were locally changed are saved as

. rpnsave files.

sudo yuminstall ./radiator-4.22-nnn.el7.noarch.rpm

. Copy r adi us. cf g. rpnsave tor adi at or . conf . Thisisthe configuration file used by new RPMs.

Review log file path, dictionary file name and to match the new RPM. See if the possible other . r pnsave
files need to be addressed.

. Start the server.

sudo systenctl start radiator

Upgrading from an el7, el8 or el9 RPM

Upgrades between el 7 and €l8 and €l 8 and el9 packages do not require any special commands. Useyum
i nstal | orany other commands that you typically use to upgrade packages. Note: remember to restart radiator
after each upgrade.

2.4. Installing and upgrading on Linux: SUSE Linux Enterprise
Server and openSUSE Leap

These packages have been tested on SUSE Linux Enterprise Server 15 SP3 and openSUSE Leap 15.3.

Toinstal Radiator:

1.

Download the distribution package for your operating system from Radiator downloads [https://
downloads.radiatorsoftware.com/packages/]

. Install the package. Use package that ends with . suse. noar ch. r pm

sudo zypper install ./radiator-4.xx-nn.suse.noarch.rpm

. Start Radiator and set it to start automatically after you reboot your Linux server.

sudo systenctl start radiator
sudo systenctl enabl e radiator

. Test authentication. Y ou should see OK printed to the screen 3 times.

/opt/radiator/radi at or/ radpwt st

. Edit/etc/radiator/radiat or. conf tosuit your site and needs. Remember to restart Radiator after

configuration change with syst enct| restart radi ator. Thisreference manual describes the options
and parameters.

Installation and reference manual for Radiator® 8 of 522
4.28. Last revised on December 19, 2023


https://downloads.radiatorsoftware.com/packages/
https://downloads.radiatorsoftware.com/packages/
https://downloads.radiatorsoftware.com/packages/
https://downloads.radiatorsoftware.com/packages/

2. Installing and upgrading Radiator

The package creates the following system user, system group and an empty home directory for Radiator service:
e radi at or
e radi at or
e /var/lib/radiator

By default, it creates the following directories for configuration, logs, Radiator itself, its utilities and other files.
See/ opt/radi at or/ r adi at or/ goodi es/ for configuration samples:

* /etc/radiator/
e /var/log/radiator/
e /opt/radiator/
* /usr/share/ doc/ packages/ r adi at or
Default log rotate configuration isinstalled as
* /etc/logrotate.d/radi ator
Y ou can find documentation, additional dictionaries, and the goodies collectionin/ opt / r adi at or/
radi at or/ directory.
Upgrading from an RPM

Upgrades between SUSE/openSUSE packages do not require any special commands. Use zypper instal | or
any other commands that you typically use to upgrade packages. Note: remember to restart radiator after each
upgrade.

2.5. Installing and upgrading on Linux: Ubuntu and Debian

These packages have been tested on Ubuntu 16.04, 18.04, 20.04, 22.04 and Debian 9, 10, 11 and 12.
Toinstall Radiator:

1. Download the distribution package for your operating system from Radiator downloads [https://
downloads.radiatorsoftware.com/packages/]

2. Install the package. On Ubuntu 16.04, 18.04, 20.04, 22.04 and Debian 9 (Stretch), 10 (Buster), 11
(Bullseye) or 12 (Bookworm) the package is named asr adi at or _4. xx- nn_al | . deb:

sudo apt install ./radiator_4.xx-nn_all.deb
3. Start Radiator and set it to start automatically after you reboot your Linux server.

sudo systenctl start radiator
sudo systenctl enabl e radiator

4. Test authentication. Y ou should see OK printed to the screen 3 times.
/ opt/radi ator/radiator/radpw st

5. Edit/ etc/radi ator/radi at or. conf to suit your site and needs. Remember to restart Radiator after
configuration change with syst enct| restart radi ator. Thisreference manual describes the options
and parameters.

The package creates the following system user, system group and an empty home directory for Radiator service:

e radi at or
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e radi ator
e /var/lib/radiator

By default, it creates the following directories for configuration, logs, Radiator itself, its utilities and other files.
See/ opt/radi at or/ radi at or/ goodi es/ for configuration samples:

* /etc/radiator/
e /var/log/radiator/
e /opt/radiator/
* /usr/share/ doc/radi at or
Default log rotate configuration isinstalled as
e /etc/logrotate.d/radi ator
Y ou can find documentation, additional dictionaries, and the goodies collectionin/ opt / r adi at or/
radi at or/ directory.
Upgrading from a deb

Upgrades between deb packages do not require any special commands. Use 'apt install’ or any other commands
that you typically use to upgrade packages. Note: remember to restart radiator after each upgrade.

2.6. Installing and upgrading on Linux: generic RPM package

This RPM should only be used on legacy systems that do not have their specific packages. It is not
recommended for new installations. Prerequisite is Perl 5.8.8 or better and Digest-M D5 version 2.02 or better,
which are both installed by default in most recent Linux versions.

Important

In Radiator 4.21 and earlier, this was the only type of RPM package available. If you run a system that
has a specific RPM available, such as CentOS 7, consider using it instead.

Toinstall Radiator:
1. Login asroot.

2. Install the package. Make sure you have the correct package: the package name starts with Radi at or and
ends with noar ch. r pm The name starts with an upper case R and it must not have any distribution part,
suchasel 7.

rpm - Uvh Radi at or - x. yy-z. noarch. rpm

3. Start the server.
letc/init.d/radiator start

4. Test authentication. Y ou should see OK printed to the screen 3 times.
radpwt st

5. Edit/ etc/radi ator/radi us. cf g to suit your site and needs. This reference manual describes the
options and parameters.
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The RPM package will arrange for Radiator to start automatically each time you reboot your Linux host.
Systemd users may want to see goodi es/ r adi at or . ser vi ce for an aternative startup method. By default, it
creates the following directories:

e /etc/radiator/
e [usr/libl/perl5/site_perl/Radius/
e /var/| og/ radi us/
* /usr/shar e/ doc/ packages/ Radi at or - x. yy/
Y ou can find documentation, additional dictionaries, and the goodies collectionin/ usr/ shar e/ doc/
packages/ Radi at or - x. yy.
Upgrading generic RPM package
To upgrade, use RPM and restart radiusd:

rpm - Wh Radi at or-x. yy-z. noarch.rpm
/etc/init.d/radiator restart

Check Radiator log file after installation for any errors or other |og messages that may require further action.

2.7. Installing and upgrading from repository

Follow the installation instructions from Radiator repository pages available in Radiator Linux package
repositories [https://downl oads.radiatorsoftware.com/repo/]

Upgrading from repository

Upgrades from repository do not require any special commands, use commands that you typically useto
upgrade packages. Note: remember to restart radiator after each upgrade.

2.8. Installing and upgrading on Windows

Radiator works on Windows 7/8/8.1/10/11 and Server 2008/2012/2016/2019/2022. We recommend installing
Radiator with a M S| package that bundles Radiator and Strawberry Perl.

An alternative optionisto first install a Perl distribution and then install Radiator from a source code package.
Thisissimilar to using a process that is similar to full source distribution installation. For more information, see
Section 2.9. Installing and upgrading with full source distribution on page 15.

If you'd like to use Radiator source code package, we recommend using Strawberry Perl. For installation
packages and support, see their website Strawberry Perl website [http://strawberryperl.com]. Strawberry Perl is
also quick and easy to install with alarge number of optional modules.

Radiator comes with precompiled Perl modules required for <Aut hBy LSA> authentication. <Aut hBy ACE>
and Digipass authentication require a separate binary module. If you require one of these authentication
methods, it limits your choice of Perl version to install.

If you require RSA <Aut hBy ACE> support, download Aut hen: : ACE4 from CPAN and compileit for your
chosen Perl distribution. For more information, see Section 2.1.2. CPAN on page 3. In case you need help
with Aut hen: : ACE4 setup, contact Radiator Software.

If you require Digipass module for your chosen Perl distribution, contact Radiator Software.

Radiator currently comes with precompiled modules for W n32: : LSA that have been tested with Strawberry
Perl. This module comes pre-installed with Radiator M S| packages.

Installation and reference manual for Radiator® 11 of 522
4.28. Last revised on December 19, 2023


https://downloads.radiatorsoftware.com/repo/
https://downloads.radiatorsoftware.com/repo/
http://strawberryperl.com

2. Installing and upgrading Radiator

2.8.1. Tips for Radiator on Windows

This section lists some useful notes for installing and using Radiator in Windows environment:

* Radiator can be installed as a Windows Service. See file:/data/
radiator-reference-manual/source/HighAvailabilityradiusd/
SystemServiceWindows_HighAvailability.dita#SystemServiceWindows _HighAvailability for more
information.

* Perl on Windows automatically maps Unix style file names to DOS style (for example, changes/ to\),
so when you specify file names in the Radiator configuration file on Windows, you can use either Unix or
Windows style. To avoid conflicts, choose one and use it consistently.

Notes for special configurations:

» Some ODBC drivers (notably Oracle) intercept the SIGINT handler, which makesit hard to kill r adi usd
with Control-C from within an Command Prompt window. To avoid this, create a shortcut to runr adi usd,
then you can always shut the window to kill r adi usd.

» Some DBM file formats produced by AnyDBM _File on a PC and used by <Aut hBy DBM> are not
compatible with DBM files formats produced by Unix. If you create them with bui | ddbmon one host,
they may not be readable by Radiator on a different host. If in doubt, build the DBM file in the similar
environment as the target host.

* radpwt st in-gui mode does not work properly on Windows, dueto abugin Tk.

2.8.2. Installing and upgrading on Windows with MSI package

Radiator MSI package includes Strawberry Perl for convenience. No separate installation of Perl is needed.
However, if your environment already has a Perl installation, Strawberry Perl in the package does not disturb it.
Supported Windows versions are Windows Server 2012 or newer, but older Windows Server versions can also
be used provided they have at least PowerShell 3.0 installed.

Toinstall Radiator, double click the MSI file, approve licence screens, and the installation is done. It is not
possible to select where Radiator isinstalled, it will automatically install to the drive with most space available
under \ Radi at or \ Radi at or . The package will arrange for Radiator service to start automatically asa
Windows service each time you reboot your host.

Totest your installation, user adpwt st to send authentication and accounting messages to Radiator:

1. Click "Radiator Software" ->"Radiator configuration" on Windows Start menu. This opens a Windows
Explorer window that shows the contents of Radiator configuration and log directory under "Program
Files' folder.

2. Double click "Perl command line" to open a Command Prompt window

3. Runradpw st to send one authentication request and two accounting requests.
perl radpw st

Y ou see OK for al requests. The default configuration accepts all authentication attempts from the host
Radiator runs on. Use Windows Explorer to open and view Radiator log files and configuration.

4. Optiona step: If you send authentication requests from a remote host, these requests will be logged but
rejected by the default configuration.

Radiator MSI package also supports silent operations, so it is possible to start the installation, upgrade, or
uninstallation from command line without any Uls.
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NOTICE
Radiator MSI packageis not signed.

By default, the installer creates the following directories for configuration, logs, Radiator itself, its utilities and
other files. See\ Radi at or \ Radi at or\ goodi es\ for configuration samples:

\ Program Fi | es\ Radi at or\
Configuration, logs and other possible files configuration requires

\ Radi at or\ Radi at or\
Radiator configuration samplesin goodi es\ directory, dictionary file and Radiator itself

\ Radi at or\ St rawberryPer| - Radi at or\
Strawberry Perl distribution that comes with a Radiator M S| package

Y ou can find documentation, additional dictionaries, and the goodies collection in\ Radi at or \ Radi at or\
directory. For quick access to the above locations, Radiator Software is added to Start menu.

Upgrading and uninstalling the Windows MSI Package

Upgrading works similar way, double clicking the MSI file on the target machine will launch the upgrade
functionality. Upgrade will not remove anything from\ Pr ogr am Fi | es\ Radi at or\ , and Radiator Windows
Service will be available as it was after the upgrade.

Uninstalling can be done either from double clicking the MSI file used to install the software or from Control
Panel - Add/Remove Programs. When uninstalling viaM Sl file, the only option available is Remove. Repair
or Changeis not available. All Radiator Software specific items are cleared out during the uninstall, except the
\ Program Fi | es\ Radi at or\ folder. Thisisto ensure your configurations are not lost.

2.8.3. Installing and upgrading on Windows using Strawberry Perl

Toinstall Strawberry Perl and Radiator:
1. Download and install Strawberry Perl from StrawberryPerl website [ http://strawberryperl.com/]

During installation, we recommend installing itin C: \ St r awber ry. Thisis the default for the MS|
package.

2. Connect your computer to the Internet so you are able download any required Perl modules from CPAN.
For more information, see Section 2.1.2. CPAN on page 3.

3. Open a Command Prompt window. Install the prerequisite Perl modules.

cd \
cpan W n32:: Daenon
cpan Digest:: M4

4. If you are going to use SQL authentication, find the database specific DBD module(s) from CPAN. For
example, toinstall DBD::ODBC:

cpan DBD: : ODBC
5. If you are going to use LDAP for authentication and accounting, obtain and install Net::LDAP:;
cpan Net::LDAP

6. If youaregoingtouse EAPTLS, TTLS or PEAP for 802.1x authentication obtain and install Net::SS| eay:
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10.

11.

12.

13.

14.

15.

cpan Net:: SSLeay

. Download Radiator Zip file from Radiator downloads [ https://radiatorsoftware.com/downloads/]. Unpack

it to the default location, C: \ Radi at or . When using the default location, Radiator distributionisin C:
\ Radi at or\ Radi at or - x. yy where X.yy is the version number.

. Open a Command Prompt window with administrator access and move to the distribution directory.

. Check that your distribution is complete:

perl Makefile.PL
Run the regression tests
perl test.pl

You seelots of lineslike ok xx, and none saying not ok xx.

Install Radiator:
perl Makefile.PL install

Thisinstalls the Radiator programs and librariesin the standard places. It also creates a basic Radiator
configuration filein C: \ Pr ogr am Fi | es\ Radi at or\ r adi us. cf g and asample usersfilein C:
\ Program Fi | es\ Radi at or\ users.

Run Radiator to test the sample configuration:
perl c:\strawberry\perl\bin\radiusd

Y ou see some messages, followed by NOTI CE:  Server st art ed: . Radiator is now waiting for RADIUS
regquests.

In another Command Prompt window run the test client program:
perl c:\strawberry\perl\bin\radpwtst -user m kem -password fred

Y ou see OK for al requests. This proves that Radiator has correctly authenticated the user mikem, whose
login detailsareinthe usersfilein C:\ Progr am Fi | es\ Radi at or\ users.

Rerun radpwitst, this time with the wrong password for mikem:
perl c:\strawberry\perl\bin\radpwtst -user nikem -password w ong

You seeRej ect ed: for Access-Reguest.

If you configure atest NAS to use this server, you areto log in as the user mikem with password fred.

Upgrading Radiator

To upgrade Radiator, repeat the installation using the a Radiator distribution package file. The files in the new
distribution will overwrite any filesin the old distribution

2.8.4. Troubleshooting Windows service

Windows service does not start

When Windows service does not start at al, the problem can be caused by a missing Perl module. The exact
error can be usually found from the Radiator log file, search aline with ERR information or line specifying
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missing Perl module, for example Can't | ocate W n32/ Net Admin.pmin @NC (you nay need to
install the Wn32:: Net Adnmi n nodul e).

Windows service does not stay up

When Windows service does start but stops after awhile, the problem might also be a missing Perl module.

In this case the module isloaded only when it istried to be used instead of loading the module during startup.
Radiator log file can contain information why the service stopped, but this situation can also be troubleshooted
with command line.

 Stop Radiator Windows serviceiif it is running.

 Start Radiator manually from command line window. Use the shortcut for elevated command line window
\ Program Fi | es\ Radi ator\ Per| command |ine El evat ed to get Perl environment and have
Radiator log file permissions. Radiator |og file permissions are needed because debug information is both
logged to file and printed to command line window.

e Todtart r adi usd typefor example: per! C:\ Radi at or\ Radi at or\radi usd -1o0g_stdout -
foreground -trace 4 -config file "C/ \Program Fil es\Radi ator\radi ator.conf" The
default configuration from the command can be changed to suit the troubleshooting needs.

Thiswill start r adi usd and print al the debug information to the command line window and to Radiator log
file. Once the request that caused Radiator Windows service to stop is sent to the server again, it islikely that
the command line window will show the exact problem.

SE_TCB_PRIVILEGE errors when using command line

When Radiator is run from command line in Windows and <Aut hBy LSA> isused, following error might
appear: ERR: Coul d not AdjustPrivilege SE_ TCB PRI VILECE: A required privilege is not
hel d by the client. onthecommand line. This meansthat Radiator must be run on Windows as a user
that hasthe * Act as part of the operating system'’s security policy' (SE_TCB_PRIVILEGE) enabled. The'Local
System' account that the Radiator Windows service runs as has this privilege by default. If all the other errors
have been cleared by troubleshooting with command line and only this error is left, Radiator Windows service
will work.

2.9. Installing and upgrading with full source distribution

Also known asthe tar or zip package, thisisthe general and widely portable procedure for installing Radiator.
However, anumber of platform-specific installation methods are also available.

Thisinstallation method requires Ext Ut i | s: : MakeMaker , which is part of Perl. Some recent Linux
distributions, such as Red Hat Enterprise Linux, may not have Ext Uti | s: : MakeMaker installed by default.
Install it with the following command:

yuminstall perl-ExtUils-MkeMaker

The minimum prerequisiteis Perl Di gest : : SHA module, which is part of core Perl since Perl 5.10.0. For
example, on Red Hat Enterprise Linux, it is packaged separately as per | - Di gest - SHA and can beinstalled
with yum. For more information, see Section 2.1.2. CPAN on page 3.

The Radiator full source distribution is supplied as a gzipped, tarred distribution file. The standard distribution
filenameisRadi at or - x. yy. t gz, where"x. yy" isthe revision number. Radiator zip distribution is named
similarly with file name ending as zip instead of tgz. Save the distribution archive somewhere suitable, such as/
usr /1 ocal / src/, and unpack it asfollows:

zcat Radiator-x.yy.tgz | tar xvf -

In this case, zcat is the GNU zcat command. If your path does not include the GNU zcat:
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cat Radiator-x.yy.tgz | gunzip -c| tar xvf -
To unpack azip distribution, use a GUI tool or command line:
unzi p Radi ator-x.yy.zip
In either case, this creates adirectory Radi at or - x. yy into the current directory:

cd Radi ator-x.yy
perl Makefile.PL
make test

Thisruns afairly exhaustive test suite on your RADIUS server. It can take few minutes.
make install

This optional command installs the RADIUS modules that Radiator requires in your site-Perl directory (for
example/usr/ 1 ocal /i b/ perl5/site_perl/).Itinstalsthe RADIUS daemon (r adi usd, the command
line password test program r adpwt st , the DBM file builder bui | ddbm and the SQL database builder

bui | dsqgl inyour default directory for local executables, which istypically / usr/ 1 ocal / bi n/ .

You can omit make i nstal | command and run your Radiator directly in the distribution directory.

Upgrading

To upgrade Radiator with . zi p or . t gz package, repeat the installation using the new distribution package file.
Thefilesin the new distribution will overwrite any filesin the old distribution.

2.10. Installing and upgrading on Solaris

On Solaris, we recommend install and upgrade from the tar or zip distribution as described above. Previous
Radiator versions were packaged for Solaris, but required Perl from Sunfreeware [http://www.sunfreeware.com]
to find the correct installation locations. We now recommend to install Perl from your preferred source and then
use the Radiator tar package for Radiator installation.

2.11. Installing and upgrading on macOS

On macOS, we recommend install and upgrade from the tar or zip distribution as described above. We
recommend installing X code and Perl installation management tool, such as Perlbrew, which can be used to
install, for example, cpanmto obtain modules from CPAN. For more information, see Section 2.1.2. CPAN on
page 3. Thisalows you to start working with Radiator without modifying the Perl installation that comes

with macOS.

Perl that comes with macOS works with Radiator, but may not have all the modules your configuration might
require.

2.12. Installing, upgrading and managing with Ansible

To help manage and install Radiator with a more automatic way, Radiator Software Ansible playbooks are
availablein goodi es directory. On RPM and deb based installations see/ opt / r adi at or/ r adi at or/
goodi es/ Ansi bl e. A file named READVME. nd in this directory contains the latest information about the
available playbooks. These playbooks make it easy to:

* Install Radiator and its basic prerequisites to multiple servers with a single command
» Upgrade or downgrade Radiator on multiple servers with a single command

» Deploy with a single command:
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— Multiple Radiator configurations to multiple servers

— One Radiator configuration to a single server running multiple Radiator instances
» Rollback the latest Radiator configuration deployment quickly to the previous Radiator configuration
* Restart, start or stop all Radiator instances on multiple servers with a single command

The playbooks require Ansible 2.7 or later on the Ansible control node. Supported Linux distributions are
Ubuntu 18.04, Debian 10, Red Hat Enterprise Linux 7 and compatible systems such as CentOS, Oracle Linux,
AlmalLinux and Rocky Linux. All newer versions of these distributions are also supported.

2.13. Docker containers for Radiator

Radiator Software Dockerfiles for building Docker containers with Radiator are available in goodi es directory.
On RPM and deb based installations see/ opt / r adi at or / r adi at or/ goodi es/ Docker . A file named
README. nd in this directory contains the latest information about the available Dockerfiles. Currently available
installation source and target variations are:

» From Radiator public repository to an AlmaLinux 8 and 9 container

» From Radiator public repository to a Ubuntu 20.04 and 22.04 container

» From Radiator local RPM packagesto an AlmaLinux 8 and 9 container

» From Radiator local deb packages to a Ubuntu 20.04 and 22.04 container

» From Radiator local M Sl package to a Windows Server Core 2019 and 2022 container

Each Dockerfile has acommand ready, but commented out, for copying your own Radiator configuration into
the container image during the build phase. Linux based Dockerfiles use ENTRYPQO NT for running Radiator.
Windows containers run Radiator as a Windows service. See the README. nd file for tips and ideas on how to
customise the Dockerfiles for your own requirements.

2.14. Troubleshooting

If you have trouble installing or running Radiator, see the Radiator log file for hints. For more information about
getting help, see Section 21. Getting help on page 520.

3. Configuring Radiator

This section describes the Radiator configuration file and the statements that control the behaviour of the
Radiator server, r adi usd.

Whenr adi usd starts, it reads the configuration file. The default file name and path for the configuration file
depends on the operating system and how Radiator isinstalled.

* Unix and macOS: / et ¢/ r adi at or / r adi us. cf g or radi at or . conf
» Windows: C:\ Progr am Fi | es\ Radi at or\ r adi us. cf g or r adi at or. conf

Radiator deb, RPM and Windows MSI packages use startup configuration that usesr adi at or . conf to be
consistent with log directory, package name and other names.

Y ou can specify an alternate configuration file with radiusd's - conf i g_f i | e command line parameter. There
isatest configuration file (r adi us. cf g) in the Radiator distribution that shows most of parameters and clauses
that you can use in a configuration file, and examples of how to use them. Thereis also avery simple example
(si mpl e. cf g) inthegoodi es/ directory in the Radiator distribution. It isagood starting point for your own
configuration file.

In general terms, the configuration file allows you control the following things:
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 Behaviour of the server in general, including logging

» Which RADIUS clients the server responds to

» Which RADIUS realms the server works with

» Handlersfor specifying special ways to handle requests

* For each realm, what methods are used for authenticating users and storing accounting information
* For each authentication method for each realm, the configuration of the authentication module

» Custom Perl hooks that are run during the processing of each request. For more information, see
Section 14. Execution sequence and hook processing on page 499

The configuration fileis an ASCI| text file, it can be edited by any text editor. Leading white space in each line
isignored, so you can use indentation to make your configuration file easier to read. Case isimportant in al
parameter names and clauses.

Tip

An alternative to editing the configuration file directly isto use the ServerHTTP clause (for more
information, see Section 3.121. <ServerHTTP> on page 412 and Section 10. Configuring Radiator
with GUI on page 481) which allows you to connect to Radiator with standard web browser and
examine, change and test the configuration with an easy to use point and click web interface.

The configuration file consist of the following things:
» Comment line

The comment line starts with a# asthe first character. Anything including and after the # isignored. Blank
lines are also ignored. Here is an example:

# This is a comment

CAUTION

Comments that do not start at the beginning of the line are likely to be taken as part of a parameter
value:

SonePar anet er xxxxxx # | NCORRECT:this is not a coment

 Parameter setting

Thefirst word is the name of the parameter to set, all the following words and digits are the value to
be used for the parameter. All the parameters you can set in the configuration file are described in this
document. Here is an example:

Trace 4

 Parameter setting from file

Parameter values can be retrieved from an external file. The line consist of the parameter name and
filename, hereisthe format:

parameter file:"fil ename"
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Thisisauseful feature for putting long parameters, such as a hook, in an external file. Here is an example
that loads the code for Pr eAut hHook from the external file hook. pl :

Pr eAut hHook fil e: "hook. pl "

» Parameter setting from SQL database query.

Parameter values can be retrieved from an SQL database. The line consist of the parameter name, SQL
identifier, and SQL query, hereisthe format:

Par amet er Name sql :identifier:query

It looks for apreviously defined <Aut hBy SQL> clause with an Identifier and runs the given SQL query.
Thefirst row in the result is used to set the parameter. The SQL database lookup is only done once at
startup time. Here is an example of using the SQL query:

<Aut hBy SQL>

Identifier nyi dentifier
DBSour ce dbi : mysql : r adi us
DBUser nane m kem
DBAut h fred
</ Aut hBy>
Trace sql :nyidentifier:select value fromconfigurati on where\
name = 'Trace'

 Start or end of clause

A clause isacollection of parameter settings related to asingle feature in the server. Thefirstlinein a
clause is surrounded by angle brackets, for example < i ent f r ed>, which marks the beginning of the
configuration for client with the DNS name "fred". Subsequent lines are interpreted as parameter settings
for the feature, until the end of the clause is seen. The end of the clause is surrounded by angle brackets
with aslash. Hereis a usage example:

<Cli ent DEFAULT>
# Configuration parameters for the dient go here

</dient>

3.1. Tips for using Radiator configuration files

This section discusses some practical tips for using Radiator configuration files.

Security

The configuration file usually contains the shared secrets that allow your RADIUS clients to communicate with
the Radiator RADIUS server. It can also contain passwords for access to databases and such. This means that
for security reasons, keep the configuration file as secure as possible. On Unix, make sure that it is readable only
by the user that r adi usd runsas.

Enabling and disabling flags

Parameters that are on/off flags, such asLogSuccess or LogFai | ur e, can be enabled or disabled in a number
of ways. Values of 0, no, or f al se (caseinsensitive) turn the flag off, whereas any other value, including the
empty string, turn the flag on.

These turn the flag parameter off:
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I gnor eAcct Si gnature 0

I gnor eAcct Si gnat ure no

I gnor eAcct Si gnat ure NO

I gnor eAcct Si gnature fal se
I gnor eAcct Si gnat ure FALSE

These turn the flag parameter on:

I gnor eAcct Si gnat ur e

I gnor eAcct Si gnature 1

I gnor eAcct Si gnature yes

I gnor eAcct Si gnat ure anyt hi ngat al |

Def i ned obal Var nyspeci al fl ag yes

I gnor eAcct Si gnat ure % d obal Var: nyspeci al fl ag}

Splitting lines

Long linesin your configuration file can be split over multiple lines by using the\ character at the end of each
line except the last:

Aut hSel ect sel ect s.password, g.session_tinmeout \
s.check_itens s.reply_itenms \
fromsubscribers s, groups g \
wher e username=? and s.group \
= g. nane

Escaped octal characters

Parameter values can contain escaped octal characters. Here is an example how to specify an
Acct LogFi | eFor mat with newline (octal 012) separated lines:

Acct LogFi | eFormat % Ti mest anp}\ 012% Acct - Sessi on- | d}\
\ 012% User - Nane}\ 012

Clause order

The order of clausesin the Radiator configuration file is significant. All the clauses are parsed and internal data
structures constructed during the initial parse of the configuration file. They are constructed in the order they
appear in the configuration file. For example, if a<Log xxxxxx> clause is encountered, that logger is created
immediately and used to log all subsequent parsing and startup errors. Thismeansthat if a<Log xxxxxx>
clause is encountered in the configuration file, only errorsin clauses that appear after the Log clauseislogged
using that method.

3.2. Including parts of configuration from external files

Theinclude directive in the Radiator configuration file is followed by afile name. That external file is opened
and read to the end as a configuration file before processing of the current configuration file continues. Special
filename characters are permitted (for more information, see Section 3.3. Special formatters on page 21).

Files can be recursively included to any depth. The include keyword is case insensitive, here are examples,
which are both correct:

include %/ clients.cfg
I nclude %/ real ms. cfg
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Filename can include csh(1) style wildcards and expansionssuch as*, 2, [...], {....}, ~, and so on. Files whose
first character isa'." areignored unless explicitly matched. Wildcard files are included in lexicographic order of
their filename. Here are examples of using wildcards:

# Reads all files with a .cfg extension:
include %O/ *.cfg

# Matches radiatorl.cfg, radiator2.cfg etc:
include /etc/radiator/radi ator[ 0123456] . cfg

Y ou can a'so use the include mechanism to capture the output of a script. A program name followed by a
vertical bar runs the named program and includes its output into the configuration file. Thisis a useful way for
generating some or all of your Radiator configuration programmatically. For example, you can write a script
to generate all your <d i ent > clauses by processing some external description of all your NASs. Hereisan
example of running a program:

include %/ mydientScript.pl]|

3.3. Special formatters

Wherever you can specify afile namein the Radiator configuration file, you can use some special formatters
in the path name. These special formatters can also be used in a number of other configuration file parameters.
These specia formatters will be replaced at startup or run time, so you can dynamically change file paths and
the like so they depend on such things as the date, realm, user name, and so on.

Specia formatters are introduced by a %, followed by a single character or aformat namein curly brackets.
The following formatters are available:

Table 1. Special characters, which are replaced from the current time according to the Radiator host

Specifier Replacement

%l Current timein long format, for example, Thu Jul 1 08:38:21 1999

%B Current time in common SQL date time format, for example, Sep 12, 2003 15:48

%G Current time in extended SQL date format including seconds, for example, Sep 12, 2003
15:48:59

%ot Current time in seconds since Jan 1, 1970

%S Current second (00-59)

%M Current minute (00-59)

%H Current hour (00-23)

%d Current day of the month (2 digits)

%m Current month number (2 digits, 01-12)

%Y Current year (4 digits)

%y Last 2 digits of the current year (2 digits)

%0q Day of the week, abbreviated (for example, Sun, Mon, Tue)

%Q Day of the week (for example, Sunday, Monday, Tuesday)

%v Month of the year, abbreviated (for example, Jan, Feb, Mar)

%V Month of the year (for example, January, February, March)
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Specifier

Replacement

%s

Microseconds in the current second

Note

Timestamp is only available with Accounting-Request messages. For more about Timestamp, see
Section 3.41.11. AcctColumnDef on page 195

Table 2. Special characters, which are replaced from the Timestamp of the current Accounting-Request packet

Specifier Replacement
%0 Timestamp in long format, for example, Thu Jul 1 08:38:21 1999
%A Timestamp in common SQL date time format, for example, Sep 12, 2003 15:48
%J Timestamp in another common SQL date time format, for example, 2003-09-12 15:48:00
%F Timestamp in extended SQL date format including seconds, for example, Sep 12, 2003
15:48:59
%b Timestamp in seconds since Jan 1 1970
%p Timestamp second (0-59)
%k Timestamp minute (0-59)
%] Timestamp hour (0-23)
%o Timestamp day of the month (2 digits)
%qg Timestamp month number (2 digits)
%f Timestamp year (4 digits)
%e Last 2 digits of the Timestamp year (2 digits)
%E The elapsed time in seconds since the packet was received. Can be used, for example, to log
processing time for proxied packets.
Table 3. Special characters, which are replaced with other information of the current request
Specifier Replacement
%cC IP address of the client who sent the current request, if any
%C Client name of the client who sent the current request, if any.
Note
This does a reverse name lookup on the address and depending on your
environment, this may take a number of secondsto resolve.
%R The realm of the user name in the current request, if any, after any Rewr i t eUser nane is

applied. Thisiseverything following the first @ sign in the User - Nane
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Specifier Replacement

%K The trailing realm of the user name named in the current request, if any, after any
Rewr i t eUser nane is applied. Thisis everything following the last @ sign inthe User -
Narme

%N NAS-IP-Addressin the current request, if any

%n Full User - Narre, including the realm, currently being authenticated, after any
Rewr i t eUser nane is applied

%U User - Nane currently being authenticated with the realm, if any, stripped off, after any
Rewri t eUser nane is applied

%u Full original User - Nane that was received, before any Rewr i t eUser nane is applied

%ow User name part of the full original user name before any Rewr i t eUser nane rules were
applied

%W Realm part of the full original user name before any Rewr i t eUser nane rules were applied

%P Decrypted User - Passwor d from the current request

%T Request type of the current request, if any. This may be, for example, Access- Request or
Accounti ng- Request.

%z User - Nane in the current packet, hashed with MD5.

%l NAS identifier as an integer instead of dotted decimal character string, useful for speeding up
SQL queries

%X EAP identity of the EAP request, with any trailing @ eal mstripped off

%ox EAP identity of the EAP request

%Z The RADIUS Identifier of the incoming request

%{ attr} The value of the named attribute in the current packet (if any). For example, %{ User-Name}

isthe same as %n

Table 4. Miscellaneous special characters and format hames

ecifier Replacement
ep
%% Percent character
%or Literal newline character
%D Vaue of DbDi r asconfigured in your Radiator configuration file
%L Vaueof LogDi r asconfigured in your Radiator configuration file
%h Hostname this server is running on
%0 The server instance number, when FarmSize is used to specify a server
farm. 0 isthe main (supervising) server.
%f{ Special: X} Same as %, where X is any of the single special characters listed above.
For example, % Speci al : a} will produce the same result as just %a
%({ GlobalVar:name} The value of the global variable called name. Global variables
can be set with name=val ue on the command line, or with
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Specifier Replacement
“Def i neFor mat t edd obal Var namevalue’ in the configuration file. If
the variable "name" has not been defined, replaced with an empty string.
%a Framed-1P-Address in the reply message being created, if any
%({ Request:name} Value of the named attribute in the current request, if any. Thisisthe same

asjust %4 name} , but may be used instead for clarity.

%({ OuterReguest:name}

Value of the named attribute in the outer request, of the current request,
if any. May be used where the request has been tunnelled using PEAP or
TTLS.

%({ Reply:name}

Value of the named attribute in the reply currently being created, if any.
For example, % Repl y: Fr amed- | P- Addr ess} isthe same as %a. If there
isno current reply, or the attribute is not present in the reply, replaced with
an empty string

%f{ RequestAttrs:name}

All values of the named attribute in the current request, separated by
commas

%f{ OuterRequestAttrs:name}

All values of the named attribute in the outer request of the current request,
separated by commas

%f{ ReplyAttrs:name}

All values of the named attribute in the current reply, separated by commas

%f{ Client:name}

Value of the named parameter from the Client clause that accepted the
current packet, if any.

%({ Handler:name}

Value of the named parameter from the Handler clause that is handling the
current packet, if any.

%f{ AuthBy:name}

Value of the named parameter from the AuthBy clause that is handling the
current packet, if any.

%({ Server:name}

Value of the named parameter from the global server configuration, for
example, % Ser ver : Tr ace} isreplaced by the current value of the global
Trace parameter.

%f{ RequestV ar:name}

Value of the current request object similar to Client, Handler, and AuthBy
specials above.

%({ ReplyV ar:name}

Value of the current reply object similar to Client, Handler, and AuthBy
specials above.

%f{ IntegerVal:name}

Value of the named attribute in the current packet, if any, expressed as
an integer, instead of as a value name from the dictionary, for example,

% I nt eger Val : Tunnel - Type} isreplaced by 3 if the Tunnel-Type is
L2TP.

%({ TimestampV al :number}

Value of the current Unix time stamp + the number. Number can be a
positive or negative integer, request attribute name ,or a special character.
For example, %{ TimestampV al:3000} , %{ TimestampV al: Session-
Timeout} or %{ TimestampV al:%{ Reply:Session-Timeout} }. Thisis useful
for replacing hooks with formatters for cal culating time stamps.

%f{ HexAddress:name}

Replaced by the named 1Pv4 attribute in the current packet, if any,
expressed as a hexadecimal string. For example, % HexAddr ess: NAS-
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Specifier

Replacement

| P- Addr ess} isreplaced by CB3F9AO01 if the NAS-IP-Addressin the
current request is203. 63. 154. 1.

%f{ Quote:somestring}

When used with SQL modules, replaced by sonest ri ng quoted with

the appropriate quoting style for the SQL database in use. For example,
when used with amysgl database, %{ Quot e: sonest ri ng} isreplaced by
somest ring.

%({ LDAPDN:somestring}

Replaced by sonest ri ng escaped with LDAP DN rules. Requires Perl
Net::LDAP module.

%({ L DA PFilter:somestring}

Replaced by somest ri ng escaped with LDAP filter rules. Requires Perl
Net::LDAP module.

%({ SQL :identifier:query}

Replaced with a value fetched from an SQL database. Looks for a
previously defined AuthBy SQL clause with the Identifier of i denti fi er
and runs the SQL query given by quer y. Thefirst row in the result will
be used as the value of the specia character. This type of lookup is done
whenever the specia character is evaluated.

%{ EAPTL S:name}

Value of named TL S session parameter for the current TLS-based EAP
authentication. The valid parameter names are: Pr ot ocol , G pher,
Session_I D, Start _Ti me, and Ti meout . For more information, see
OpenSSL sess id [https://www.openssl.org/docs/manmaster/manl/openssl -
sess_id.html].

%({ URIEncode:somestring}

Replaced by somest ri ng escaped with RFC 3986 percent-encoding rules.
Requires Perl URI::Escape module.

%({ URIEncodeUTF8:somestring}

Replaced by sonest ri ng escaped with RFC 3986 percent-encoding rules.
Encodes sonest ri ng as UTF-8 before percent-encoding. Requires Perl
URI::Escape module.

%0 - %99

Depending on the context, these may be replaced with context-specific
values, which are documented in this reference manual.

Note that some of these specifiers

are only valid when aRADIUS message is being processed. In any other

context, such a specifier will be replaced by an empty string.

In the following example, the log file will be stored in LogDir, with aname that starts with the current year. If
LogDir is/ var /| og and the current year was 1998, thiswould result in alog file name of / var / | og/ 1998-

I ogfile.
LogFile 9%/ %v-1ogfile

Specia characters of the form 9% x
asSU x: % y:z}},or A x: %} Th
dest host nane. cont

Def i neFor mat t edd obal Var
Def i neFor mat t edd obal Var
Def i neFor mat t edd obal Var

Host % d obal Var: % G obal

: y} may be nested and contain other %{ a: b} or %h specia forms, such
is can be useful in an example, where the resulting Host parameter will be

host nane nyhost nane
rol e nyrol enane
myhost name_nmnyr ol enane dest host nanme. com

Var : host nane} _% d obal Var:rol e}}
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3.4. Date formatting

When Radiator is required to format a date for use with SQL and other databases it uses a configurable

DateFormat on page 195. A DateFormat can include specia characters which are interpreted according to the
following table. Any other characters will be used verbatim.

Table 5. DateFormat special characters

Specifier Replacement

%% Percent character

%a Day of the week, abbreviated

%A Day of the week

%b Month, of the year, abbreviated

%B Month of the year

%cC Ctime format, for example, Sat Nov 19 21:05:57 1994
%d Current day of the month (2 digits)

%e Numeric day of the month, no leading O
%D MM/DD/YY

%h Month of year, abbreviated

%H Current hour (00-23)

%l Hour, 12-hour clock, leading O

%j Day of the year

%k Hour

%l Hour, 12-hour clock

%m Current month number (2 digits, 01-12)
%M Current minute (00-59)

%n NEWLINE character

%0 Ornate day of month, for example, 1st, 2nd, 25th
%p AM or PM

%r Time format: 09:05:57 PM

%R Time format: 21:05

%S Current second (00-59)

%t TAB character

%T Time format: 21:05:57

%U Week number, Sunday as first day of week
%w Day of the week, numerically, Sunday = 0
%W Week number, Monday asfirst day of week
%X Date format: 11/19/94
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Specifier Replacement

%X Time format: 21:05:57

%y Last 2 digits of the current year (2 digits)
%Y Current year (4 digits)

%Z Timezonein ASCII. eg: PST

For example, DateFormat %% %, % % %Mwould format adate and timelike: Sep 3, 1995 13: 37.

3.5. Address binding

One of the main functions of Radiator isto listen for UDP packets and TCP connections from other systems
according to the Radiator configuration. The various Radiator clauses that can accept packets or connections
from other systems all support the BindAddress parameter, which controls which | P addresses Radiator will
listen on. I P packets sent to an IP address which is on the Radiator host, but which Radiator has not bound with
BindAddress will not be received by Radiator.

Thedriver for thisisthat a single host may have multiple IP addresses, and those addresses may be |Pv4, IPv6
and/or 1Pv6-over-1Pv4. Y ou may require Radiator to only honour requests directed to one of or a subset of the
I P addresses for the host.

With BindAddress you can control which destination | P addresses Radiator will accept. Y ou can specify one
or more |Pv4 or |Pv6 addresses, including wildcard addresses, with the BindAddress parameter. The following
forms may be used:

* 0.0.0.0 (the default) Any |Pv4 address on the host
» 1.2.3.4 A specific |Pv4 address on the host

* .. Any IPv6 address on the host (and this may include any 1Pv4 address too, depending on how the host is
configured)

» 2001:db8:148:100::31 A specific IPv6 address on the host

They may be combined in one BindAddress parameter like so:

Bi ndAddress 0.0.0.0
Bi ndAddress 192. 87. 30. 31, 2001: db8: 148: 100: : 31
Bi ndAddress ::, 0.0.0.0

For more information about 1Pv6 support and | Pv6 wildcard addresses, see Section 3.6. |Pv6 support on page
27.

CAUTION

Wildcard addresses may require specia attention. When a host is multihomed or uses alias | P addresses,
the Radius replies from that host typically use the main address of the outgoing interface. In other words,
reguests sent to a certain address may be replied from a different address. Y ou can work around this by
configuring the addresses individually with BindAddress instead of using the wildcard address.

3.6. IPv6 support

Radiator supports |Pv6 transport for RADIUS over UDP, RadSec (RFC 6614), DIAMETER, and TACACS+.
This means that Radiator can send, receive, and proxy requests over |Pv6.

Installation and reference manual for Radiator® 27 of 522
4.28. Last revised on December 19, 2023



3. Configuring Radiator

Note

Older Perl versions require Socket6.pm for 1Pv6 support. If Radiator cannot find working 1Pv6 support
during the startup, it logs an INFO level message. If thereis no working |Pv6 support, RADIUS
attributes with 1Pv6 types are available as binary values, and |Pv6 sockets are not supported.

Note

Radiator 4.13 does not require ipv6:-prefix for IPv6 addresses anymore. It is still allowed but should be
avoided in new configurations. This prefix can be used to request |Pv6 address resolution for names. By
default, the names are currently resolved to |Pv4 addresses only.

Various modules describe their 1Pv6 support in more detail. For example, <Aut hBy LDAP2> can connect to
LDAP servers over |Pv6 with detailed | Pv6 information. For more information, see Section 3.47. <AuthBy
LDAP2> on page 224. Another example is the Resolver clause for <Aut hBy DNSROAM>, which can query
DNS servers over |Pv6 and optionally fetch IPv6 records if configured to do so.

For more information about SNM P support for |Pv6, see Section 3.29. <SNMPAgent> on page 145.
Supported RADIUS specific IPv6 RFCs include:

» RFC 3162 which defines Framed-1Pv6-Prefix and such

» RFC 4818 which defines Del egated-I Pv6-Prefix

RFCs 4669 and 4671 which define IPv6 RADIUS server MIBs

RFC 6911 which defines Framed-1Pv6-Address and uch

RFC 6930 which defines the 6rd 1Pv6 deployment mechanism

Many protocols, such as DIAMETER, do not require specifically IPv4 or IPv6. Radiator supports these
protocols over both |P versions as long as the underlying operating system and Perl modules offer support for
the both protocols.

3.6.1. IPv6 Clients

IPv6 Client clauses support single IPv6 addresses and |Pv6 CIDR notation. When 1Pv6 CIDR client clauses
are used, you may want to consider installing Math::Biglnt:: GMP or Math::Bigint::Pari Perl modules for more
efficient 1Pv6 network mask cal cul ation.

3.6.2. IPv6 wildcard listen address

If you are using recent Perl or Socket.pm you can configure separate |Pv4 and 1Pv6 wildcard listen sockets by
specifying both 1Pv6 and 1Pv4 wildcard addresses and turning on IPV6_V60ONLY socket option:

Bi ndAddress ::,0.0.0.0
Bi ndV6Onl y

For more information about this parameter, see Section 3.7.10. BindV60nly on page 33.
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Note

There are differences between operating systems. For example, on Linux IPV6_V60NLY is off by
default. When it is off, the following will BindAddress parameter not work as expected. The bind to
IPv6 wildcard address is done first and this does not alow binding to 1Pv4 wildcard address afterwards:

Bi ndAddress ::, 0.0.0.0

If IPV6_VGB0ONLY issetto 1, the IPv6 bind will not affect the IPv4 bind and the example BindAddress
will work as expected. On OS X 10.9 it is possible to bind to I Pv4 wildcard address first followed by
IPv6 wildcard address. On Windows IPV6_V60ONLY behaviour isthe default.

Note

Linux has a sysctl kernel parameter net.ipv6.bindv6only and specia file to control the system wide
behaviour: / proc/ sys/ net/i pvé/ bi ndv6only.

3.6.3. IPv4-mapped IPv6 address

When IPv4 packets are received by a system that uses IPv6 wildcard listen sockets, the client addresses may
show as IPv4-mapped | Pv6 addresses. See Section 3.7.10. BindV60nly on page 33 for more info about this
feature and how to control 1Pv4 mapped | Pv6 addresses.

Tip
Configuring the operating system or Radiator to not use | Pv4-mapped | Pv6 addresses allows you to keep
IPv4 and IPV6 clearly separate.

3.7. Global parameters

These parameters apply to the server as awhole, and do not appear inside a clause. They are used to control the
behaviour of the server asawhole.

3.7.1. Foreground

If this parameter is set, it makes the server run in the foreground instead of as a detached daemon.

No argument is required. The default behaviour isto run as adaemon. Y ou must run in the

foreground if you want to run Radiator in a console window, from inetd or restartWrapper. For

more information, see file:/data/radiator-ref erence-manual/source/HighAvail abilityradiusd/

Usinglnetd HighAvailahility.dita#Usinglnit_HighAvailability and file:/data/radiator-reference-manual /source/
HighAvailabilityradiusd/UsingRestartWrapper_HighAvailability.dita#UsingRestartWrapper_HighAvailamility.

# Run in the foreground
For egr ound

3.7.2. LogStdout

If this parameter appears, it makes all logging output appear on STDOUT aswell asin thelog file. No argument
isrequired. The default behaviour isnot to log to STDOUT. Y ou must be running in Foreground mode for this
to have an effect.
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# Log to stdout
LogSt dout

3.7.3. Trace

Setsthe priority level of trace messages to be logged in the log file (and printed on stdout if LogStdout is
defined). The argument is an integer from 0 to 5, with the following meanings:

» 0 ERR. Error conditions. Serious and unexpected failures

1 WARNING. Warning conditions. Unexpected failures

2 NOTICE. Normal but significant conditions

3 INFO. Informational messages

4 DEBUG. Debugging messages

5 EXTRA_DEBUG. Incoming raw packet dumps in hexadecimal

A trace level of 4 or more will produce al the possible tracing messages, including dumps of every RADIUS
message received and sent: you probably do not want that in a production environment. The default tracing level
is 0. You can change the current tracing level while Radiator is running on Unix platforms by signalling it with
SIGUSRL1 and SIGUSR2. For more information, see Section 4. Running radiusd on page 429.

# Show everything up to and including | NFO | evel
Trace 3

3.7.4. LogTraceld

LogTr acel d flag parameter allows logging messages related to an authentication exchange and to its
subsequent accounting session with atracing identifier. LogTr acel d can be configured for global level and Log
clauselevel. LogTr acel d enables prepending atracing ID to messages logged to STDOUT, when LogSt dout
is enabled, and to log file configured with <Log FI LE> and <Log SYSLOG>. For more information, see
Section 3.7.2. LogStdout on page 29.

Tip
Support for using the same tracing identifier with accounting messages requires enabling parameter in
the authenticating Handler clause. For more information, see Section 3.31.38. AutoClass on page 162.

Tracing ID works in conjunction with the Radiator load balancer allowing coordinated log message indexing
and lookup between frontend load balancers and backend workers.

# Prepend tracing id to | og nessages
LogTracel d

3.7.5. LogRejectLevel

Log level for rejected authentication attempts. Can be overridden by Handler. Defaultsto 3 (INFO).

3.7.6. AuthPort

Specifies which port(s) Radiator will listen on for RADIUS authentication requests. The argument may be either
anumeric port number or an alphanumeric service name as specified in/ et c/ ser vi ces/ (or itsequivalent
on your system). Multiple comma-separated ports may be specified. The default port is 1645. Note that the
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officially assigned port number for RADIUS authentication has been changed to 1812. AuthPort may contain
special formatting characters. A typical use of specia formatting charactersis with GlobalVar and command
line arguments.

# Listen for authentication requests on port 1812 as per RFC
# 2865
Aut hPort 1812

Note

Actually Radiator will also service accounting requests received on the authentication port without
complaint.

Tip
Y ou can prevent Radiator from binding to an authentication port by undefining AuthPort:

# Do not bind to an auth port:
Aut hPor t

Tip
Y ou can pass any port number as acommand line argument to radiusd with a configuration like this:
Aut hPort 9% G obal Var: aut hport}

and then run radiusd with an argument to set the port number like this:

radi usd aut hport=1810 ...

Tip
Y ou could listen for requests on the 2 most common RADIUS authentication port numbers with

Aut hPort 1645, 1812

Tip
Radiator will listen for requests on each given AuthPort (default 1645), on each IP address specified by
BindAddress (default 0.0.0.0). For more information, see Section 3.5. Address binding on page 27.

3.7.7. AcctPort

Specifies which port Radiator will listen on for RADIUS accounting requests. The argument may be either
anumeric port number or an alphanumeric service name as specified in/ et c/ ser vi ces (or equivaent
on your system). Multiple comma-separated ports may be specified. The default port is 1646. Note that the
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officially assigned port number for RADIUS accounting has been changed to 1813. AcctPort may contain
special formatting characters. A typical use of specia formatting charactersis with GlobalVar and command
line arguments.

# Listen for accounting requests on port 1813 as
# per RFC 2866
Acct Port 1813

Note

Actually Radiator will also service authentication requests received on the accounting port without
complaint.

Tip
Y ou can prevent Radiator from binding to an accounting port by undefining Acct- Port:

# Do not bind to an accounting port:
Acct Port

Tip
Y ou could listen for requests on the 2 most common RADIUS accounting port numbers with

Acct Port 1646, 1813

Tip
Radiator will listen for requests on each given AcctPort (default 1646), on each I P address specified by
BindAddress (default 0.0.0.0). For more information, see Section 3.5. Address binding on page 27.

3.7.8. KeepSocketsOnReload

Note
This option was introduced in Radiator 4.13 and is currently considered experimental.

This optional flag controls whether opened RADIUS listen sockets should be |eft intact on areload request.
When enabled, the changes in BindAddress, AuthPort and AcctPort are ignored during reload. Y ou may
consider enabling this option when incoming RADIUS requests should be buffered during the reload instead of
ICMP unreachable messages being sent back to the RADIUS clients.

3.7.9. BindAddress

This optional parameter specifies one or more IPv4 and |Pv6 addresses to listen for RADIUS requests on. It
isonly useful if you are running Radiator on a multi-homed host (i.e. a host that has more than one network
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address). Defaultsto 0.0.0.0 (i.e. listens on all 1Pv4 networks connected to the host). Multiple addresses can be
separated with acomma. Radiator will listen for requests on each AuthPort and AcctPort on each BindAddress
address.

Using this parameter, you can run multiple instances of Radiator on the one computer, where each Radiator
listensto RADIUS requests directed to a different host address. BindAddress can include special formatting
characters and multiple IPv4 and 1Pv6 addresses.

# Only listen on one network address
Bi ndAddr ess 203. 63. 154. 1

Y ou can listen for requests on only some of many multi-homed addresses on this host:
Bi ndAddress 200. 10.5.4,200.10.7.3,::1

You can listen for requests directed to a particular IPv6 address:
Bi ndAddr ess 2001: db8: 0100: f 101: 0210: a4f f: f ee3: 9566

For more information, see Section 3.6. IPv6 support on page 27. Also see Section 3.7.10. BindV60nly on
page 33 for more about | Pv6 wildcard address :: specia handling.

3.7.10. BindVv60Only

This optional parameter allows you to explicitly set the | PV6_V6ONLY option for the sockets listening to I1Pv6
wildcard address.

RFC 3493 “Basic Socket Interface Extensions for IPv6” specifies a boolean socket option | PV6_V6ONLY.
When this option is turned off, IPv6 wildcard listen socket can receive both 1Pv6 and | Pv4 packets. Received

I Pv4 packets use special |Pv4-mapped address format where the IPv4 address is encoded after the 96-bit prefix
0:0:0:0:FFFF.

For example, request from 1Pv4 address 172.16.172.2 is mapped to | Pv6 address ::ffff:172.16.172.2. In this case
you may need to configureyour Cl i ent clauseas<Cient ::ffff:172.16.172.2>

I PV6_V6ONLY socket option is by default turned on by some operating systems and off by some others.
Perl 5.16 or later or recent enough Socket . pmCPAN module is required for this parameter.

For more information about | Pv6 support and address binding, see Section 3.6. |Pv6 support on page 27 and
Section 3.7.9. BindAddress on page 32.

Note

This parameter covers only RADIUS authentication and accounting sockets up to Radiator 4.24. Starting
with 4.25 it was expanded to other TCP, SCTP and UDP listen sockets Radiator creates.

3.7.11. DbDir

Specifies the directory to be used for user database files. Defaultsto/ usr /| ocal / et ¢/ r addb on Unix and
Windows. For convenience, the DbDir directory name can be referred to as %D in any file name path in this
configuration file.

# Look in /opt/etc/raddb for usernane database
DbDir /opt/etc/raddb
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3.7.12. LogDir

Specifies the directory to be used to store log files. Defaultsto/ var / | og/ r adi us on Unix and Windows. For
convenience, the LogDir directory name can be referred to as %L in any file name path in this configuration
file.

# Put log files in /opt/radius instead
LogDi r /opt/radius

3.7.13. LogFile

This defines the name of the log file. All logging messages are time stamped and written to this file. Each time
thisfileiswritten to by Radiator, it opens, writes, and then closes the file. This means that you can safely rotate
thelog file at any time. The file name can include specia path name characters. For more information about
special characters, see Section 3.3. Special formatters on page 21. The default is%./ | ogfi | e, i.e. afile

named | ogfi | e inLogDi r. For more information, see Section 3.7.12. LogDir on page 34.

Here is an example of using LogFile and specia characters:

# Log file goes in /var/log, with year nunber
LogFil e /var/| og/ %/-radi us.| og

You can disable all logging to the log file by setting LogFi | e to be the empty string:

# Disable logging to log file conpletely
LogFil e

If the file name starts with avertical bar character | then the rest of the filename is assumed to be a program to
which the output is to be piped. Otherwise the output is appended to the named file.

# Pipe to nmy-1og-prog
LogFile |/usr/local/bin/ny-1og-prog

Note

If LogFi | e isdefined in your configuration file, <Log FI LE> isinvisibly created to handleit. For more
information, see Section 3.25. <Log FILE> on page 134. Y ou can customise the logging format, and
also log microseconds by using <Log FI LE> and its parameters instead of LogFi | e.

3.7.14. LogMicroseconds

For al configured loggers and the L ogStdout logger, enables microseconds in the time stamp.

LogM croseconds requires Ti me: : Hi Res Perl module. If this module is not installed, the microseconds part
in the time stamp will be al zeroes000000. Ti ne: : Hi Res istypically part of the Perl default installation or
packaged separately on some systems such as Red Hat derived systems where the RPM iscalled per | - Ti ne-
H Res

Tip
LogMicroseconds can also be enabled separately for specific loggers using the LogM cr oseconds
parameter in the respective Log clause.
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3.7.15. PidFile

The name of the file wherer adi usd will writeits process ID (PID) at start-up. Defaultsto %/ r adi usd. pi d
on Unix and Windows. The file name can include special path name characters as defined in Section 3.3.
Specia formatters on page 21. If the directory containing the file does not exist, it will attempt to create the
directory first.

If Pi dFi | e isdefined in configuration with no value, no file is written.

# So we do not conflict with another radi usd
Pi dFil e /tnp/radi usd2. pid

3.7.16. DictionaryFile

The name of the RADIUS dictionary file. The dictionary file defines the namesto be used for RADIUS
attributes and their values. Its format is described in Section 9.1. Dictionary file on page 473. Thefile
name can include special path name characters as defined in Section 3.3. Special formatters on page 21.

It can also include multiple comma-separated file names. The default is% di cti onary, i.e. afile called
“dictionary” in DbDir. A dictionary file called “dictionary” that will work with most NASs and Terminal
Serversisincluded in the Radiator distribution.

# Dictionary file is in the default installation directory
Di ctionaryFile /opt/radiator/radiator/dictionary

Y ou can load the normal dictionary and locally configured dictionary with something like this:

# Need the ol d Ascend non-vendor-specific attributes too
Di ctionaryFile /opt/radiator/radiator/dictionary, % dictionary.|ocal

3.7.17. ProxyUnknownAttributes

If this optional parameter is set, Radiator will forward attributes that are not present in the dictionary. Unknown
attributes are not proxied by default.

3.7.18. DiameterDictionaryFile

This optional parameter specifies additional Diameter dictionary entries. The entriesin

Di anet er Di cti onar yFi | e can replace or override any of the default entries hardwired into Di aDi ct . pm
UnlikeDi cti onar yFi | e, only one dictionary file name can be specified. The Diameter dictionary isonly used
if you have a Ser ver DI AMETER clause in your configuration file. The file name can include special path name
characters as defined in Section 3.3. Specia formatters on page 21. The default isto use only the hardwired
dictionary in Di aDi ct. pm

Di aneterDictionaryFile %O/ my_private_di aneter_attrs. dat

3.7.19. DictionaryReloadInterval

DictionaryReloadInterval is an optional parameter that sets an interval in seconds for checking whether the files
defined by DictionaryFile on page 35 have changed. If there are changes, al files are reloaded. Not enabled
by default and the files are only loaded during server initialisation.

# Check every 30 minutes for dictionary changes
Di cti onaryRel oadl nterval 1800
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3.7.20. Syslog

This parameter is now obsolete, and is replaced by the <Log SY SLOG> clause. For more information, see
Section 3.26. <Log SY SLOG> on page 137.

3.7.21. LicenseFile

The name of the file from which r adi usd reads its license configuration parameters. Thereis no default. The
file name can include special path name characters as defined in Section 3.3. Special formatters on page 21.
If the file does not exist, or Radiator isfully licensed, Li censeFi | e and its contents are ignored.

License configuration parameters are not needed with fully licensed Radiator. Only certain evaluation or locked
configurations need these parameters, as instructed by Radiator sales.

# Read custom paranmeters for this evaluation |icense
Li censeFile %/ |icense. conf

3.7.22. SnmpgetProg

Specifies the full path name to the snmpget program. This optional parameter is only used if you are using
Simultaneous-Use with a NasType of Livingston or any other NAS type that uses SNMP (seetablein
Section 3.14.34. NasType on page 108) in one of your Client clauses. Defaultsto/ usr/ bi n/ snnpget .

Tip
Y ou should use the snmpget from Net-SNMP [http://www.net-snmp.org/]. Do not use the snmpget from
CMU: its style of output is not understood by Radiator.

Snnpget Prog /usr/ | ocal / bi n/ snnpget

3.7.23. SnmpwalkProg

Specifies the full path name to the snmpwalk program. This optional parameter is only used if you are using
Simultaneous-Use with a NasType of Ascend, CiscoVPDN or TigrisOld in one of your Client clauses. Defaults
to/ usr/ bi n/ snmpwal k.

Tip
Y ou should use the snmpwalk from Net-SNMP [http://www.net-snmp.org/]. Do not use the snmpwalk
from CMU: its style of output is not understood by Radiator.

Snmpwal kProg /usr/ | ocal / bi n/ snnpwal k

3.7.24. FingerProg

Specifies the full path name to an external finger program. This optional parameter isonly used if you are using
Simultaneous-Use with a NasType of Portslave, Ascend, Shiva, Computone or any other NAS type that uses
finger (seetable in Section 3.14.34. NasType on page 108) in any of your Client clauses. Defaults to using

the standard Perl Net::Finger client that does not require an external program.

Fi nger Prog /usr/ 1 ocal / bi n/finger
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3.7.25. PmwhoProg

Specifies the full path name to the pmwho program. This optional parameter isonly used if you are using
Simultaneous-Use with a NasType of Total Control or any other NAS type that uses pmwho (see tablein
Section 3.14.34. NasType on page 108) in one of your Client clauses. Defaultsto/ usr/ | ocal / shi n/
pmaho.

PmavhoProg /usr/ 1 ocal / bi n/ prmho

3.7.26. LivingstonMIB

This optional parameter specifies the name of the Livingston SNMP MIB. It isonly used if you
are using Simultaneous-Use with a NasType of Livingston in one of your Client clauses. Defaults
to .iso.org.dod.internet.private.enterprises.307

This parameter is deprecated and will not be supported in the future.

3.7.27. LivingstonOffs

Specifies the global default value of wherethelast S port is before the one or two ports specified in
LivingstonHole are skipped (usually 22 for US, 29 for Europe). This optional parameter isonly used if you are
using Simultaneous-Use with a NasType of Livingston in one of your Client clauses. Defaultsto 29.This value
can be overridden on a per-Client basis by using LivingstonHole in a Client clause. For more information, see
Section 3.14.42. LivingstonOffs on page 114.

3.7.28. LivingstonHole

Specifies the global default value of the size of the hole in the port list (usually 1 for US, 2 for Europe) that
occurs at LivingstonOffs. This optional parameter is only used if you are using Simultaneous-Use with a
NasType of Livingston in one of your Client clauses. Defaults to 2. This value can be overridden on a per-Client
basis by using LivingstonHole in a Client clause. For more information, see Section 3.14.43. LivingstonHole on
page 114.

3.7.29. RewriteUsername

Thisisan optional parameter. It enables you to alter the username in authentication and accounting requests. For
more details and examples, see Section 8. Rewriting user names on page 472.

3.7.30. SocketQueuelLength

This optional parameter allows you to ater the lengths of the radius socket queues from their default Operating
System specific value. Y ou may wish to set the queue lengths to be longer than the default if your Radiator
server is handling very large numbers of requests, and is near its performance limits. Y ou should never need to
set them to shorter than the default. SocketQueuel ength affects the length of both the authentication and the
accounting socket queues. SocketQueuelength has no effect on Windows.

Tip

Y ou may need special privileges, or you may need to change your Operating System configuration to
permit longer queue lengths than the default. Consult your operating system manuals for details on how
to do this.

# Make a | ong queue |ength
Socket QueueLengt h 1000000
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3.7.31. DefineFormattedGlobalVar

Defines avalue for aglobal variable that can be accessed anywhere special formatting characters are permitted.
The syntax is:

Def i neFor mat t edd obal Var vari abl enane val ue

This example defines the global variable called var i abl enane to be the string val ue. The value can be
accessed where special formatting characters are permitted with %4 @ obal Var : vari abl enane} .

Within value, special formatting characters are permitted, so you can have one global variable that depends on
another global variable.

In the following example, the log file will becalled . / det ai | - server 1:

Def i neFor mat t edd obal Var servernane serverl
LogFil e ./detail-% d obal Var: server nane}

3.7.32. DefineGlobalVar

Similar to Def i neFor mat t edd obal Var, except that special formatting characters in value are not honoured.

3.7.33. StartupHook

This optional parameter allows you to define a Perl function that will be called during server startup and restarts.
Only one argument is passed to the hook: $ [0] will be set to undef during startup and 1 for arestart (usually
dueto a SIGHUP).

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code will be
reported to the log file at start-up time. Runtime errors in your hook will also be reported to the log file when
your hook executes. Multiline hooks (i.e. with trailing backslashes (\)) are parsed by Radiator into one long line.
Therefore you should not use trailing commentsin your hook.

StartupHook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change or set up environment variables, umasks etc.

# Set up a umask to use for the life of this process
St artupHook sub { umask(0222);}

3.7.34. ShutdownHook

This optional parameter allows you to define a Perl function that will be called just before exiting after receiving
a SIGTERM. No arguments are passed.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code will be
reported to the log file at start-up time. Runtime errors in your hook will also be reported to the log file when
your hook executes. Multiline hooks (i.e. with trailing backslashes (\)) are parsed by Radiator into one long line.
Therefore you should not use trailing commentsin your hook.

ShutdownHook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change or set up environment variables, umasks etc.

# Delete a lock file
Shut downHook sub { unlink '/tnp/xyzzy.|ck';}

Installation and reference manual for Radiator® 38 of 522
4.28. Last revised on December 19, 2023



3. Configuring Radiator

3.7.35. DelayedShutdownTime

DelayedshutdownTimeinstructs r adi usd to delay restart or termination for the configured time. When the
configured time has passed, restart or termination is done when there are no more requests to serve from the
sockets.

The delay has two phases:
1. Wait for the configured amount of seconds before the requested restart or termination action is started.
2. Serve the remaining requests from the incoming sockets.

Thisallowsr adi usd to process any queued requests before restart or termination.

For more information, see Section 3.7.36. DelayedShutdownHook on page 39.

# When shutdown is triggered, wait for Radius clients to stop sending
Del ayedShut downTi ne 5

3.7.36. DelayedShutdownHook

DelayedshutdownHook is called immediately when r adi usd issignalled to restart or terminate, and
Del ayedShut downTi me has been set. This hook can, for example, signal upstream proxies about the
impending shutdown.

For more information, see Section 3.7.35. DelayedShutdownTime on page 39. Del ayedShut downHook is
passed the following argument:

* String variable that defines the action. Either restart ortermi nati on

# Tell NASes to stop sending traffic to us
Del ayedShut downHook fil e: " %) del ayed- shut down- hook. pl "

3.7.37. PreClientHook

This optional parameter alows you to define a Perl function that will be called during packet processing.
PreClientHook is called for each request before it passed to a Client clause. A reference to the current request is
passed as the only argument.

CAUTION

At the time this hook is run, integer attributes have not yet been unpacked and decoded, and encrypted
attributes have not yet been decrypted. If you need unpacked, decrypted versions of these attributes,
consider using a per-client ClientHook instead.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code will be
reported to the log file at start-up time. Runtime errors in your hook will also be reported to the log file when
your hook executes. Multiline hooks (i.e. with trailing backslashes (\)) are parsed by Radiator into one long line.
Therefore you should not use trailing commentsin your hook.

PreClientHook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current request or many other things. The current request has its { Client}
member set to a pointer to the Client clause handling the request.

# Fake a new attribute into the request
PreCl i ent Hook sub { ${$_[0]}->add_attr('test-attr', \
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"test-value');}

3.7.38. ClientHook

This hook will be called for each request after the request has been decoded but before any other per-Client
processing is done. A reference to the current request is passed as the first argument and the Client object as the
second argument.

3.7.39. HandlerFindHook

Specifies an optional Perl hook that can be used to avoid linear Handler lookup when there are multiple
Handlers. Thisis advantageous for configurations, such as proxying based on realm, where maximum packet
throughput is required. The hook is expected to return the Handler to use or nothing. If nothing is returned,
lookup continues as defined by Section 3.31. <Handler attribute=value,attribute=value, ....> on page 149.

The hook is passed the following arguments
* $ [0] A reference to the current RADIUS request
* $ [1] Current username without realm part
* $ [2] Realm part of the username, if any

HandlerFindHook is not set by default. See goodi es/ handl er - f i nd- hook. cf g for aconfiguration sample.

3.7.40. USR1Hook

This optional parameter alows you to define a Perl function that will be called when a SIGUSR1 signal
isreceived by Radiator. On Unix, SIGUSR1 normally increases the logging level by 1. If you define a
USR1Hook, your hook will be called instead.

3.7.41. USR2Hook

This optional parameter alows you to define a Perl function that will be called when a SIGUSR2 signal
isreceived by Radiator. On Unix, SIGUSR2 normally decreases the logging level by 1. If you define a
USR2Hook, your hook will be called instead.

3.7.42. WINCHHook

This optional parameter alows you to define a Perl function that will be called when a SIGWINCH signal is
received by Radiator.

3.7.43. MainLoopHook

This optional parameter allows you to define a Perl function that will be called once per second from within the
main dispatch loop.

3.7.44. UsernameCharset

This optional parameter checks that every user name consists only of the characters in the specified character
set. This can be useful to reject requests that have user names that cannot be valid. The value of the parameter
is aPerl character set specification. See your Perl reference manual for details about how to construct Perl
character set specifications. Note that the some special characters must be escaped with a backslash. This
parameter is not set by default and no character set check is done.

User naneChar set isavailable asagloba and Handler level parameter. The character set checks are done for
both User-Name attribute and EAP identity.
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When arequest is processed by a Handler, User-Name attribute must pass both global and per Handler

User naneChar set checks. When an EAP-Response/ldentity message is handled by an AuthBy, the EAP
identity must pass both global and per Handler User nameChar set checks. The Handler is the last Handler that
processed the request before it was passed to the AuthBy.

This example permits only alphanumeric, period, underscore, the @-sign, and dash. Note that a dash at the end
of character class needs not to be escaped with a backslash:

User naneCharset a-zA-Z0-9. @

3.7.45. User

On Unix, this optional parameter sets both the effective and real user ID (UID) that r adi usd runs as, provided
radi usd starts as a suitably privileged user, such asroot. The value can be avalid Unix user name or an integer
uID.

3.7.46. Group

On Unix, this optional parameter sets both the effective and real group ID (GID) and supplementary groups
that r adi usd runsas, provided r adi usd starts as a suitably privileged user, such as root. The value can be a
comma-separated list of valid Unix group names or integer GIDs. Thefirst group is set as the effective group
ID.

If any of the group names fail to resolve, the call to change the groupsis not done.

3.7.47. MaxChildren

Specifies the maximum number of Fork children permitted at any one time. Any attempt by an AuthBy to
Fork (if so configured) will fail and the RADIUS request will be ignored if there are already that many Forked
children in existence. Defaults to 0, meaning no limit.

3.7.48. SnmpNASErrorTimeout

This optional parameter specifies for how long (in seconds) SNM P simultaneous use checks will be blocked
after an SNMP error during communications with a given NAS. Defaults to 60 seconds.

3.7.49. ForkClosesFDs

This optional parameter tells Radiator to forcibly close all the child processes files descriptors after afork() on
Unix. Thisisonly necessary in very unusual circumstances where child processes interfere with the parents
connectionsto an SQL database.

3.7.50. ResponseTimeThreshold

ResponseTimeThreshold tells Radiator to log a warning when the processing time exceeds configured
millisecond threshold. The warning contains the request's User-Name and information about the Client, Handler,
and the AuthBy that processes the request.

# Log if request handling takes nore than 0.1 seconds
ResponseTi neThreshol d 100

3.7.51. GlobalMessagelLog

This optional parameter defines the Identifier of global Messagel og clause to log all Radius, Diameter, and
TACACS+ protocol requests. This parameter is not set by default and no message logging is done.
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Y ou can specify multiple G obal Messagelog parameters, typically one for each protocol. The general format
is:

d obal MessagelLog protocol, identifier[, extras ...]
* protocol definesthe protocol. The possible values are:

— radi us

radsec

di anet er

tacacspl us
e identifier istheldentifier or the MessagelLog clause that does the logging.
 extras iscurrently unused.
For more information about Messagelog clauses, see Section 3.130. <Messagel. og Xxxxxxx> on page 421.

Here isan example of using @ obal Messagelog:

# Log all RADIUS and Di aneter messages with separage Messagelog cl auses
d obal MessagelLog radi us, nessagel ogr ad
G obal MessagelLog di anet er, nessagel ogdi a

Note

In Radiator 4.20 or later, radius protocol does not include the messages sent and received over RadSec.
To log these messages, define the protocol asr adsec.

3.7.52. FarmSize

This optional parameter allows you to specify how many server instances to createin a server farm. A server
farm can improve performance in some cases on Unix platforms that support fork system call.

A server farm isaset of identical Radiator servers, al monitoring the same RADIUS sockets. Incoming
RADIUS requests are distributed among the child serversin the server farm. The main server actsasa
supervisor, and restarts children that die or are terminated. Defaults to not set, which means no server farm,
and only asingle instance of Radiator is run. When Far nSi ze is configured, a shared duplicate cache is also
strongly recommended. For more information, see DupCache on page 43.

Tip
To log server farm instance, see special formatting parameter %0 on page 21 and configuration
parameter LogFarmlinstance on page 43.

CAUTION

This parameter, and the use of server farmsis not compatible with many EAP protocols, such as EAP-
TLS, EAP-TTLS, PEAP etc. Thisis because such protocols rely in authentication state being held within
each server process, and it is necessary for all the requests for such protocols to go to the same Radiator
instance.
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3.7.53. LogFarminstance

LogFar m nst ance flag parameter allows logging server farm instance number of aworker.

LogFar m nst ance can be configured for global level and Log clause level. LogFar ml nst ance enables
prepending server farm instance number to the messages logged to STDOUT, when LogSt dout is enabled,
and to log file configured with <Log FI LE> and <Log SYSLOG>. For more information, see Section 3.7.2.
LogStdout on page 29.

Tip
This parameter istypically enabled when Far nSi ze parameter is set. When Far nSi ze is set, the farm
supervisor logs with instance number 0. When Far nSi ze isnot set, instance number is aways 0.

# Enabl e server farm and prepend farminstance nunber to | og nessages
FarnSi ze 5
LogFar m nst ance

3.7.54. FarmChildHook

Perl hook that is run in each child when FarmSize is used. The hook is run when the child is started or restarted.

3.7.55. DupCache

This optional parameter defines if duplicate cache isimplemented locally within the process, shared between
processes with mmapped memory or if a Gossip cluster will provide a global shared cache for detecting
duplicate requests. When FarmSize on page 42 is configured, using a shared duplicate cacheis strongly
recommended. Defaultsto | ocal .

For more about Gossip, see Section 3.133. <GossipRedis> on page 427 and the configuration sample
goodi es/ f ar nsi ze. cfg.

Possible values are:
* | ocal : Local to each process. The duplicate cache is not shared
* shar ed: Shared between processes on the same server. Requires Cache: : Fast Mrap Perl module.

* gl obal : Shared between processes using the Gossip framework

# See DupCacheFile for the shared file |ocation
DupCache shared

3.7.56. DupCacheFile

DupCacheFile sets the shared memory based cache file name. Specia characters are allowed. %0 is replaced by
- pi d-ti mest anp- r andomwhere the actual values are generated dynamically. Perl module Cache- Fast Mrap
isrequired.

Defaultsto/ t np/ r adi at or - dupcache-sharefi | e¥® or C:\ radi at or - dupcache-sharefi | e%® on
Windows.
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CAUTION

DupCacheFile should be readable only by Radiator process. It contains the sent RADIUS reply messages
which may include sensitive information.

# For exanple: /var/run/radi at or/ hashbal ance- dupcache- 38479- 1473082581- 9264
DupCacheFi | e /var/run/radi at or/ hashbal ance- dupcache%®

3.7.57. EAP_UseState

EAP_UseSt at e, currently set to off by default, enables or disables the use of St at e attribute with EAP for the
whole server.

If your configuration uses <Aut hBy EAPBALANCE>, consider switching to another AuthBy, such as <Aut hBy
HASHAL ANCE>, to avoid adding a second St at e in the proxied requests.

Here isan example of using EAP_UseSt at e:

# Use State attribute for identifying all EAP authentication conversations
EAP_UseSt at e

3.7.58. Identifier

This allows you to assign a symbolic nameto ar adi usd server instance, similar to Identifier for an AuthBy,
Handler, and any other clause. This allows hooks, logging, Gossip framework, and other code to use a name that
uniquely identifiesar adi usd instance. The global Instance parameter does not have a value by default. Special
formatting characters are supported.

# Set identifier based on the hostnane and server farminstance nunber
I dentifier Radiator-%-%0D

Note

A 32 hex character long hash is calculated from the formatted I dentifier for possible later use. This fixed
length value can be accessed from hooks and other custom code.

3.7.59. DisableMTUDiscovery

If this optional parameter is set, it disables MTU discovery on platforms that support that behaviour (currently
Linux only). This can be used to prevent discarding of certain large RADIUS packet fragments on supporting
operating systems.

3.7.60. PacketDumpOmitAttributes

This optional parameter specifies acomma separated list of RADIUS attribute names which will be omitted
from RADIUS packet dumpsin logs.

Packet DunpOni t Attri but es EAP- Message, User - Passwor d
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3.7.61. StatusServer

Normally, when a Status-Server request is received, Radiator replies with some statistics including the total
number of requests handled, the current request rate and so on. Y ou can control Status-Server response by
setting St at usSer ver to one of the following values:

e of f

Status-Server requests are ignored.
* i ni mal

Reply without any attributes.
e defaul t

Reply with statistics.

3.7.62. DisabledRuntimeChecks

Radiator tries to check for commonly required but missing modules, some known security vulnerabilities
and possible other runtime parameters when it starts up. Any Hooks may also call the runtime check module
functions, as required by the Hook authors. Special formatting characters are supported.

Any checks that do not pass are logged but no other action is taken.
The currently recognised built-in checks are:
* CVE- 2014- 0160 - the OpenSSL vulnerability commonly called Heartbleed
* Di gest:: MM - MD4 isrequired by MSCHAP and MSCHAP-v2 and their derivatives
The optional DisabledRuntimeChecks parameter allows you to define the checks that should not be run.

Check for CVE-2014-0160 is done by trying to load Net::SSL eay and using the functions it provides to check
for vulnerable OpenSSL versions. Many vendors have patched their OpenSSL for CV E-2014-0160 without
changing the OpenSSL version number. For this reason the check may report your OpenSSL as vulnerable. The
Net::SSL eay functions for reporting OpenSSL version are only present in recent Net::SSLeay versions. For this
reason Radiator may |og a message about version check not being able to determine OpenSSL version.

Digest::MD4 isrequired by MSCHAP, MSCHAP-V 2 and their derivatives such as EAP-MSHCHAP-V 2.
We recommend having Radiator Radius::UtilXS or Digest::MD4 installed unless you are sure you will never
need to support these authentication protocols. See Section 2.1.9. Radiator Radius::Util XS on page 6 and
Section 2.1.5. MD4 digest for MSCHAP and MSCHAPv2 on page 5 for more information.

# Qur OpenSSL is patched but still reports vul nerabl e version
Di sabl edRunt i neChecks CVE-2014-0160

3.7.63. PBKDF2_MinRounds

Thisis an integer that defines the minimum number of rounds PBKDF2 algorithm. If the stored user password
uses less rounds than this parameter specifies, the password check fails. The default valueis 100.

3.7.64. PBKDF2_MaxRounds

Thisis an integer that defines the maximum number of rounds PBKDF2 algorithm. If the stored user password
uses more rounds than this parameter specifies, the password check fails. The default value is200000.
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3.8. SQL configuration

SQL clauses use the Perl DBI/DBD interface to connect to your database. Y ou can therefore use SQL clauses
with alarge number of commercia and free SQL database systems. In order to use SQL, the minimum
installation to get your SQL system towork is:

» Database software
» Matching Perl DBD module
 Perl DBI module

The SQL parameters DBSour ce, DBUser name, and DBAut h are passed to DBI like this;
DBI - >connect ( DBSour ce, DBUser nane, DBAut h)

DBSour ce is a specification, which usualy startswith dbi : dri ver nane: . . . , but the exact meaning of
these variables depends on the Perl DBD driver you use. For more information about the syntax of DBSour ce,
DBUser name, and DBAut h for different database vendors, see Section 19. Using SQL with various database
vendors on page 515.

Y ou can specify multiple databases by using multiple DBSour ce, DBUser nane, and DBAut h parameters.
Whenever Radiator tries to connect to a database, SQL triesto connect to the first DBSour ce listed, using
the first DBUser name and DBAut h parameters. If that connection fails, it tries the second, third and so on,
until all the databases are tried, and finally gives up without replying to the NAS. This gives your NAS the
opportunity to fall back to another RADIUS server if all your SQL databases are down. Y ou can change this
default behaviour with the RoundRobi nOnFai | ur e configuration parameter. For more information, see
Section 3.8.8. RoundRohinOnFailure on page 50.

SQL clauses are tolerant of database failures. If the database server goes down, Radiator tries to reconnect

to a database as described above, starting again at the first database or using round robin, depending on the
configuration. Whichever database Radiator connects to, it stays connected to it until that database becomes
unreachable, at which time it searches again for a database, starting at the first. If Radiator is not able to connect
to any SQL server, it returns an IGNORE, which causes Radiator to ignore the request. This causes most NASs
to fall back to a secondary RADIUS server.

Tip
Remember the SQL database needs maintenance. Make sure you have someone who is knowledgeable
about installing, configuring, maintaining, and backing up your SQL database.

Tip

In some cases SQL database server use a significant number of CPU cycles and become the performance
bottleneck. For example, doing a simple lookup on a user/password database with a simple index on the
user nameis usually very quick, in the order of milliseconds per lookup, even if the table has millions of
rows. However, an insert into a large accounting table with a complicated index can be very slow. Make
sure you understand how to design and tune your database tables, otherwise it could have a significant
effect on SQL performance.

The following clauses utilise SQL.:
» <AcctLog SQL> on page 369
e <AddressAllocator SQL> on page 372
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» <AuthBy PRESENCESQL > on page 328
» <AuthBy RADMIN> on page 220
» <AuthBy SQL> on page 190
» <AuthBy SQLAUTHBY > on page 339
« <AuthBy SQLFAILUREPOLICY > on page 357
» <AuthBy SQLHOTP> on page 335
» <AuthBy SQLRADIUS> on page 247
» <AuthBy SQLTOTP> on page 337
» <AuthBy SQLYUBIKEY > on page 330
» <AuthLog SQL> on page 361
e <ClientList SQL> on page 117
» <Log SQL> on page 142
» <SessionDatabase SQL> on page 121
* <ServiceDatabase SQL> on page 132
o <StatsLog SQL> on page 419
The following clauses utilise AuthBy SQL and thus support all the common SQL parameters:
» <AuthBy SQLDIGIPASS> on page 269

<AuthBy EMERALD4> on page 222

<AuthBy FREERADIUSSQL > on page 309

<AuthBy RADMIN> on page 220

<AuthBy WIMAX> on page 328

3.8.1. SQL bind variables

Most SQL servers support the use of bind variables. Bind variables are used by the SQL server to do adynamic
replacement of variablesin an SQL statement. In some SQL servers this can increase query performance by
allowing the server to compile and reuse the SQL compiled SQL query many times.

With Radiator SQL clause query parameters that support bind variables, you can specify the query separately
from the values for the bind variables. With most SQL servers, the position of each bound variable is marked
by a question mark (‘?) character. The bound variables will be replaced (after special characters are replaced)
at run-time one by one in the order of the question marksin the query, and in the order of the bound variable
specifications.

For example, <AuthBy SQL > supports bound variables with the AuthSelect query parameter. In this sample
configuration fragment:

Aut hSel ect sel ect PASSWORD from SUBSCRI BERS where USERNAVME=? and CLI ENT=?
Aut hSel ect Par am %©
Aut hSel ect Par am %N

90 (user name) will be used to replace the first ? (the one for the USERNAME column), and 9N (NAS id) will be
used to replace the second (the one for the CLI ENT column).

Some SQL queries are cached when configured with bind variables. By default as much as 32 queries can be
cached. This can be changed in SqlDb.pm if required.
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Note

Most SQL servers and their Perl DBD modules support bound variables. Check the documentation for
your SQL server, and the Perl DBD module for your server.

3.8.2. DBSource

This parameter is used by Perl DBI to specify the database driver and database system to connect to. It usually
beginswith dbi : dri ver name: . Thereis no standard for the text following the driver name, consult the
details for your DBD (database driver) documentation. Y ou can use any of the special characters described in
Section 3.3. Special formatters on page 21. Here are some examples.

# Connect to MySQL database called radius. Typically defaults to Uni x socket
DBSour ce dbi : nmysql : dat abase=r adi us

# Or... Use SQLIte file called users.db located in the DoDir directory
DBSour ce dbi: SQLite: % users. db

# Or... Connect to the Oracle SID call ed users
DBSour ce dbi: Oracl e: users

# O... Connect to PostgreSQ. database called radius on |ocal host, default port
DBSour ce dbi : Pg: dbnanme=r adi us; host =127. 0. 0. 1

Tip
For some applications, it is useful to usead obal Var to specify the name of the SQL database. That
way your Radiator can be parameterised from the command line:

DBSour ce dbi : mysql : %4 A obal Var : dat abasenane}
radi usd -config_file xxxxxx.cfg databasenanme=radi us

3.8.3. DBUsername

For most database types, this specifies the user name to log in to the database. For some databases, this has a
different meaning. For example, for SQLite user name is meaningless. Y ou can use any of the special characters
described in Section 3.3. Special formatters on page 21.

# For SQLite, it is ignored
DBUser name i gnor ed

# For Oracle, it is the name of the Oracle user to log in as
DBUser name scott

3.8.4. DBAuth

This parameter is usually used by Perl DBI to specify the password for the user specified in DBUser nane. For
some databases, this has a different meaning. For example, for SQLite it is meaningless and can be ignored. You
can use any of the special characters described in Section 3.3. Special formatters on page 21.

# For SQLite, it is ignored
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DBAut h i gnor ed

# For Oracle, it is Oracle password for DBUsernanme
DBAut h ti ger

3.8.5. Timeout

This optional parameter specifies atimeout interval in seconds that Radiator waits for SQL queries. When a
guery times out, it isretried until SQLRet ri es limit is reached. For more information about SQLRet ri es, see
Section 3.8.7. SQL Retries on page 49.

If Connect Ti meout isnot defined, Ti neout isalso be used when trying to connect or disconnect an SQL
database specified by DBSour ce.

If the server does not respond within the Ti meout period, Radiator considers the SQL server to be failed,
and stops trying to contact the SQL server until the Fai | ur eBackof f Ti me isexpired. The default value for
Ti meout iS60 seconds. If you set Timeout to 0, no timeouts are implemented, and Radiator relies on the
underlying implementation to timeout any SQL operations.

# Set the tinmeout to two seconds
Ti meout 2

Note

Ti neout isnot supported on Perl for Windows. On Windows platforms, the timeout usually is
determined by the TCP timeouts built in to your Windows TCP stack.

Note

When DBD supports defining connection or query timeouts, those driver-specific timeout options
must be used in DBSour ce. In this case, the value of Ti meout must be larger than the timeout value in
DBSour ce.

Tip
Set Ti meout to 0 If you are using Sybase ODBC libraries.

3.8.6. FailureBackoffTime

If Radiator detects an SQL server failure, it waits for this number of seconds before trying to contact the SQL
server again. The default valueis 600 (10 minutes).

# Try again after 3 mnutes
Fai | ur eBackof f Ti me 180

3.8.7. SQLRetries

If Radiator detects certain SQL errors while running a query, it will reconnect and retry until it has tried
SQL Retries times, then declares an SQL server failure. The default value is 2. Appliesto SQL errors other than
primary key violations, or Oracle error 'ORA-00001".
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CAUTION

If SQLRetriesis set to 0, no connection is made and no queries are executed.

3.8.8. RoundRobinOnFailure

This optional flag helps with some types of overloaded database that can be connected but then time out when a
guery is sent. It causes the next database in the DBSour ce list to be tried next instead of the first one.

# Try to skip databases that have becone slow to respond
RoundRobi nOnFai | ur e

3.8.9. ConnectTimeout

This optional parameter specifies atimeout interval in seconds that Radiator waits for when trying to connect
or disconnect an SQL server specified by DBSour ce. If this parameter is not set, value of Ti neout isused for
connection handling. For more information about Ti meout , see Section 3.8.5. Timeout on page 49.

Some databases may leak resources, such as file descriptors, when Radiator times out a connection before the
DB driver does. With Connect Ti meout , SQL connection timeout can different than Ti meout that is used for
SQL queries.

# DB driver connect tinmeout is shorter than 20 seconds
# but we want 2 second query tinmeout

Connect Ti meout 20

Ti meout 2

3.8.10. SQLRecoveryFile

Note

This feature is known not to work as expected with some types of database. Its use is deprecated: you are
strongly discouraged from using this feature. Support for it may be removed in future versions.

This optional parameter specifies the name of afile where any failed SQL do queries aree logged, perhaps for
later recovery. The default is no logging. The SQLRecovery-Filefile is always opened written and closed for
each failed SQL do query, so you can safely rotate it at any time.

Tip
Make the file name depend on the date. This way, all the missed accounting records per day are located
inasinglefile.

Hereis an example of using SQLRecover yFi | e and logging all failed queries of one day into a onefile:

# Log all failed SQL queries to a log file per day
SQLRecoveryFil e %/ sql fail ures-%- %n %l

Installation and reference manual for Radiator® 50 of 522
4.28. Last revised on December 19, 2023



3. Configuring Radiator

3.8.11. ConnectionHook

This optional parameter specifies aHook that isrun every time this clause connects or reconnects to the SQL
database. Thisis most useful for executing f unc() to configure the database connection in customised ways.
The hook is called with 2 arguments. The first is areference to the clause object that is making the connection.
The second argument is the DBH handle to the newly connected database.

In the following example, the hook calls DBI func() to configure an Interbase database connection for custom
requirements:

Connect i onHook sub {$_[1]->func(-access_node => 'read wite',\
-isolation_level => 'read committed',\
-lock_resolution => "wait',\
"ib_set _tx_param)}

3.8.12. ConnectionAttemptFailedHook

Y ou can run this hook whenever Radiator attempts to connect to an SQL database and fails to connect. The
default isto log the failure. The hook is called with 4 arguments. $obj ect , $dbsour ce, $dbuser name,
$dbaut h. $obj ect isthe SgIDb object trying to connect. The other parameters are the currently used values for
DBSour ce, DBUser nane, and DBAut h.

In the following example the default hook is replaced with a hook that 1ogs unobscured password.

Connect i onAtt enpt Fai | edHook sub { \

ny $self = $ [0]; ny $dbsource = $_[1]; \

ny $dbusernane = $ [2]; ny $dbauth = $ [3]; \

$sel f->l og($mai n: : LOG_ ERR, "Could not connect to SQ. database with DBI->connect \
$dbsource, $dbusernanme, $dbauth: $@$DBI::errstr"); }

3.8.13. NoConnectionsHook

Y ou can run this hook whenever Radiator fails connect to any SQL server. The default isto log the failure. The
hook is called with 1 argument: $obj ect . $obj ect isthe SglDb object that was trying to connect.

In the following example the default hook is replaced with a hook that 1ogs a very short message.

NoConnecti onsHook sub { \
ny $self = $ [0]; \
$sel f->l og($mai n: : LOG ERR, "Coul d not connect to any SQL dat abase"); }

3.8.14. ConnectSQLAtStartup

This optional flag parameter causes radiusd to connect to SQL database immediately when Radiator starts. This
flag is not set by default and the connection to SQL isfirst made when the first SQL query is done.

See AsynchronousSQL on page 51 and goodi es/ addr essal | ocat or. sql for aconfiguration sample.

3.8.15. AsynchronousSQL

This optional flag parameter tellsr adi usd to use asynchronous SQL queries. Thisflag is not set by default
and the queries are synchronous which means no processing is done before the reply, or timeout, is received
from the SQL database. With asynchronous queries, r adi usd can do other processing while the query is being
processed by the database. When the the database result is ready, r adi usd continues from the point where the
asynchronous query was started.
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Starting with Radiator 4.18, asynchronous queries are supported with MySQL, MariaDB and PostgreSQL .
Testing was mainly done with DBD::mysgl 4.035 with MariaDB 10.1.13.

Note

Asynchronous SQL queries were introduced with Radiator 4.18 and are only supported by
AddressAllocator SQL on page 372 clause.

Here is an example of Asynchr onousSQL and the parameters typically used with it:

# See goodi es/ addressal | ocator.cfg for full exanple
# Run address allocator in asynchronous nobde
<Addr essAl | ocat or SQL>
# Other paraneters
Asynchr onous SQL
Asynchr onousSQ.Connecti ons 10
Connect SQLAt St art up
RoundRobi nQueri es
</ Addr essAl | ocat or >

3.8.16. AsynchronousSQLConnections

This optional parameter defines the size of connection pool used when AsynchronousSQL on page 51 is
enabled. The default valueis 1 which means that only a single connection is established with the database.

See AsynchronousSQL on page 51 and goodi es/ addr essal | ocat or . sql for aconfiguration sample.

3.8.17. RoundRobinQueries

This optional flag parameter enables |oad balancing SQL queriesto all defined DBSources on page 48
when AsynchronousSQL on page 51 is enabled. Thisflag is not set by default and only one of the defined
DBSourcesisused at the time.

See AsynchronousSQL on page 51 and goodi es/ addr essal | ocat or . sql for aconfiguration sample.

3.9. LDAP configuration

Radiator's LDAP support requires Perl Net : : LDAP module version 0.32 or later. Operating system vendors
and Windows Perl distributions typically include Net : : LDAP. If it is not present in your Perl distribution, see
Section 2.1.2. CPAN on page 3 for how to obtain and install it. Net : : LDAP works with Microsoft Active
Directory, Novell/NetlQ eDirectory, OpenLDAP, 389 Directory Server/Freel PA, and other LDAP servers.

When an LDAP clause needs to fetch information from the LDAP server, it connectsto the LDAP server
specified by Host . Optionally, you can authenticate Radiator as avalid user of the LDAP server by specifying
Aut hDN and Aut hPasswor d. Thisis not the same thing as authenticating a user. It happens before querying the
LDAP server, and proves that thisr adi usd isalowed to talk to the LDAP database.

LDAPS and StartTL S connection methods are supported. A number of TL S specific parameters control
verification of server certificates. TLS client authentication with certificate is also supported.
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Important

System certificate store is not used. The TLS configuration parameters must cover all CAs and other
settings that are needed.

At present, LDAP clauses do synchronous connections and searches. This can mean significant delays if your
LDAP server isreached by aslow network connection, or your LDAP server isslow. If thisisthe case, consider
putting the LDAP server in a sub-server and having your main Radiator forward requests for that realm to the
RADIUS sub-server.

The following configuration clauses utilise LDAP:
e <ClientList LDAP> on page 115
» <AuthBy LDAP2> on page 224
» <AuthBy LDAPRADIUS> on page 245
» <AuthBy LDAPDIGIPASS> on page 274
o <AuthBy LDAP_APS> on page 276

SASL Authentication of the LDAP connection

LDAP clauses support SASL authentication of the connection to the LDAP server. If SASL authentication is
specified, the LDAP server uses SASL to authenticate the SASL user credentials specified by SASLUser and
SASLPasswor d. You must configure your LDAP server to enable SASL authentication, and to map SASL user
names to LDAP server administrator names. For example, when using OpenLDAP see their SASL configuration
guide for the details.

3.9.1. BaseDN

Thisisthe base DN relative to which the searches are made.

Specia formatting characters are permitted. See the specific LDAP configuration clauses for more information
about the clause-specific formatting characters.

Here is an example of using BaseDN:

# Start |ooking here
BaseDN o=Uni versity of M chigan, c=US

3.9.2. SearchFilter

Each Radiator LDAP clause defines a default Sear chFi | t er that sets the conditions an entry in the directory
must meet to be returned by the search.

Specia formatting characters are permitted. See the specific LDAP configuration clauses for more information
about the clause specific formatting characters. For example, the default search filter for <Cl i ent Li st LDAP>
is.

Sear chFi |l ter (objectclass=oscRadi usCient)

3.9.3. Scope

This optional parameter alows you to control the search scope used to find the user. The default valueissub.

The permitted options are:
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* base

* one

* sub orsubtree

e chi | dren Requires Net::LDAP 0.48 or better and LDAPv3 subordinate feature extension

Here is an example of using Scope:

# We know where the entry shoul d be
Scope base

3.9.4. AuthDN

Thisisthe optional name to use to authenticate this Radiator server to the LDAP server. You only need to
specify thisif the LDAP server requires authentication from its clients. Aut hBy LDAP2 supports %0 as a special
for DN escaped currently authenticated user name.

Here is an example of using Aut hDN:

# Log in to LDAP as admin. You nan need a DN formatted nane.
# Aut hDN adm n
Aut hDN cn=adm n, dc=exanpl e, dc=com

3.9.5. AuthPassword

Thisisthe optional password to use to authenticate this Radiator server to the LDAP server. Y ou only need to
specify thisif the LDAP server requires authentication from its clients, and you specify Aut hDN.

Here is an example of using Aut hPasswor d:

# log in to LDAP with password adm npassword
Aut hPassword admi npassword

3.9.6. Host

This specifies the LDAP host names to connect to. The default valueis| ocal host . Special formatting
characters are permitted. Multiple host names can be specified, and in this case Radiator tries connecting each
configured host individually until it succeeds. If aHost name beginswithi pv6é: the subsequent host names
are interpreted as |Pv6 addresses where possible, and Net : : LDAP uses | Pv6 to connect to the LDAP server.
IPv6 may require| O : Socket : : | NET6, Socket 6 or other |Pv6 specific Perl modules depending on your Perl
version.

Here are examples of using Host :
Host | daphost. exanpl e. com
Same as above, but resolve the name to individual addresses before connecting:

# May resolve to multiple addresses.

# Inplicitly sets SSLExpectedServerNane to | daphost. exanpl e. com for each address.
Host | daphost . exanpl e. com

Resol veHost

When there are multiple Host values, connect to the first server that works:

# Connect to first avail abl e server
Host | daphost 1. exanpl e. org
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Host | daphost 2. exanpl e. org
Host | daphost 3. exanpl e. org

IPv4 and | Pv6 address can also be used. When TLSis enabled, we need to tell TLS library what is the expected
name in each Host's server certificate:

# Server 10.20.30.11 has nane | daphostl.exanple.org in its certificate.
# Server 10.20.30.22 is naned | daphost 2. exanpl e. org, respectively.

Host 10.20.30. 11

Host 10. 20. 30. 22

SSLExpect edSer ver Narme | daphost 1. exanpl e. org
SSLExpect edSer ver Nane | daphost 2. exanpl e. org

3.9.7. Port

This parameter specifies the port to connect to the LDAP host. The default value is 389, the standard port for
unencrypted LDAP. If UseSSL is specified, the default value is 636, the standard port for encrypted LDAP.
Port can be anumeric port number or a symbolic service name from et ¢/ services or its equivalent on your
system. Usually, there is no need to override the defaults. Por t can contain special formatting characters. A
typical use of special formatting charactersiswith G obal Var and command line arguments.

Hereisan example of using Port :

# Connect using the SSL encrypted port
Port 636

3.9.8. ResolveHost

Resol veHost flag parameter causes Radiator to resolve LDAP server name to addresses instead of passing

the name directly to the LDAP library. This allows Radiator to have separate connection and failure backoff
parameters for each address. To refresh resolved addresses, name resolution is done periodically and after
LDAP connection, bind and other failures. Periodic refresh is currently done after one hour has elapsed from
the previous refresh. This alows adding and withdrawing server addresses from name service without restarting
Radiator. For more examples, see Section 3.9.6. Host on page 54.

# Nane | daphost . exanpl e. comresol ves to nultiple addresses.

# Inplicitly sets SSLExpectedServerNane to | daphost. exanpl e. com for each address.
Host | daphost. exanpl e. com

Resol veHost

3.9.9. UseSSL

This optional parameter specifiesto use direct TLS, often called LDAPS, to connect to the LDAP server.
Thisisan dternative for upgrading to TLS with StartTL S operation. For more about StartTL S support, see
Section 3.9.10. UseTL S on page 56.

Hereisan example of using UseSSL:

# Enabl e direct SSL/TLS (LDAPS)
UseSSL

A full SSL/TLS configuration requires setting the certificate locations and possible other parameters.

# Enabl e direct SSL/TLS (LDAPS) and tell it where to find certificates
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UseSSL

# Name of the client certificate file:
SSLCACl i ent Cert %) certificates/cert-clt.pem

# Nane of the file containing the client private key
SSLCAC i ent Key %) certificates/cert-clt.pem

# Only need to set one of the follow ng

#SSLCAPat h %/ cadi rectory
SSLCAFi | e %/ certificates/denoCA cacert.pem

Tip
All certificates are required to be in PEM format.

Tip
If both UseSSL and UseTLS are specified, UseSSL is prioritised.

3.9.10. UseTLS

This optional parameter isused in asimilar way as UseSSL. For more information, see Section 3.9.9. UseSSL
on page 55. UseTLS enables StartTLS LDAP operation to upgrade the LDAP connection to use TLS
authentication and encryption. UseTLS takes the same parameters as UseSSL, including SSLVer i fy,

SSLCi phers, SSLCAPat h, SSLCAFi | e, SSLCAC i ent Cert, and SSLCAC i ent Key.

# Use Start TLS with this LDAP server
UseTLS

Tip
If both UseSSL and UseTLS are specified, UseSSL is prioritised.

Note

Net::LDAP 0.57 and earlier had a bug where LDAP + StartTL S followed by LDAPS failed. This
happens when a clause with UseTLS is followed by another clause with UseSSL.

3.9.11. Debug

This parameter enables debugging of the Net::LDAP module. This sets the Net::LDAP debug parameter for
the connection, which printsto st dout . See Debug_TL S on page 57 for how to view messages written to
st dout .

Y ou can use the following debugging options by adding together the relevant bits. The available values are
shown below:

1
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Show outgoing packets (using asn_hexdump)
2

Show incoming packets (using asn_hexdump)
. 4

Show outgoing packets (using asn_dump)
*8

Show incoming packets (using asn_dump)

Hereis an example of enabling Debug messages for outgoing and incoming packet using asn_dump:

Debug 12

3.9.12. DebugTLS

Thisinteger parameter enables TLS debugging in | O : Socket : : SSL for al TLS based LDAP connections.
The debug messages are printed to st der r . The available values aslisted by | O : Socket : : SSL version 2.0.69
are shown below:

o1

Print out errorsfrom 1 O : Socket : : SSL and ciphersfrom Net : : SSLeay.

° 2
Print also information about call flow from | O : Socket : : SSL and progress information from
Net : : SSLeay.

3

Print also some data dumpsfrom | O : Socket : : SSL and from Net : : SSLeay.

The following Radiator configuration file example enables all available debugging:
DebugTLS 3

When Radiator is run directly on console, LDAP TL S debug messages are directly visible. When Radiator is
started with syst end utilities, useits utilitiesto view st der r messages. For example, using Linux command
line:

% sudo journal ctl -u radiator
% | ess /var/l| og/ messages

Another option isto add alocal syst end configuration change to redirect st dout and st der r to afile. For the
details, see Section 5.1. Systemd service unit file on page 432

3.9.13. Timeout

This optional parameter sets the timeout period in seconds for the connection to the LDAP server. The default
valueis 10 seconds. If thisis set to 0, Radiator waits forever for LDAP connections and transactions.

If the connection times out :
» LDAP authentication request are IGNOREd
* LDAP Client list refresh is not done and Radiator continues to use the current client list

Here isan example of using Ti neout :
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# Make tinmeout really short, 2 seconds
Ti meout 2

3.9.14. FailureBackoffTime

This optional parameter sets the period of timein seconds that this clause (Aut hBy, <Cl i ent Li st LDAP>, or
other) stops trying to connect to its LDAP server after a connection failure. The default value is 600 seconds (10
minutes). Thisisintended to give the LDAP server time to recover after afailure. During the failure back-off
interval, al authentication requests are IGNOREd.

3.9.15. BindFailedHook

This optional parameter alows you to define a Perl function that is run after an LDAP bind with Aut hDN fails.
Bi ndFai | edHook is called with the following arguments:

1. A handleto the current Radi us: : Ldap object

2. Aut hDNthat failed LDAP bind

3. Aut hPasswor d that was used with the failed LDAP bind

4. Error string from LDAP library

5. String with LDAP server and port the connection was made to

6. Possible SASL error string

The default isto log the error with the password set to * * obscur ed* * . If password debugging is required,
redefine the hook or see console output when Debug flag parameter is enabled for the LDAP clause. For more
information about Debug, see Section 3.9.11. Debug on page 56.

3.9.16. HoldServerConnection

By default the LDAP clauses, except <Aut hBy LDAPRADI US>, disconnect from the LDAP server after each
authentication. Thisis because not all LDAP servers permit multiple searches from the same LDAP connection.
Hol dSer ver Connect i on forces holding the connection to the LDAP server up for aslong as possible. It isan
optional parameter and available for <Aut hBy LDAP2> and <Aut hBy LDAPDI Gl PASS>.

Most of the LDAP servers support this behaviour and it can significantly improve performance, especially
where UseTLS or UseSSL isenabled. If you enable this parameter and get unwanted behaviour, you are
probably using an unsupported LDAP server. In this case, remove this parameter.

Here is an example of using Hol dSer ver Connect i on:

# Qur server supports nultiple searches
Hol dSer ver Connecti on

Note

In some cases, using Hol dSer ver Connect i on with Ser ver ChecksPasswor d of <Aut hBy LDAP2>
may cause failure situations. Thisis due to some LDAP servers behaviour when the password check
fails but the connection is not closed. A failure situation may also occur when the password check
succeeds but the user is not allowed to perform searches in the server. If your users experience
unexpected authentication failures, try testing your system without using these 2 parameters together.
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3.9.17. NoBindBeforeOp

This optional parameter prevents Net::LDAP from binding with the Aut hDN and password prior to a search
operation.

Note
Thisis an advanced parameter. Most installations do not need to use it.

3.9.18. SSL Verify

This parameter can be used with UseSSL or UseTLS parameters to control how LDAP server's certificate is
verified. The options are:

* none

No server certificate is required, and if the server supplies a certificate it is not checked.
* optional

Verify if the server offers a certificate.
e require

The server must provide a certificate, and it must be valid.

The default valueisr equi r e. Format specifiers, such as% @ obal Var : nane}, are evaluated when the
configuration is loaded.

Tip

r equi r e isthe most secure option.

3.9.19. SSLCiphers

This optional parameter specifies which subset of cipher suites are permissible for this connection, using the
standard OpenSSL string format. The default value is DEFAULT: ! EXPORT: ! LOW

Here is an example of using SSLG pher s:

# Excl ude ci pher suites using RC4 too
SSLCi phers DEFAULT: ! EXPORT: ! LON ! RCA

3.9.20. SSLCAPath

SSLCAPat h parameter specifies the name of adirectory containing CA root certificates that may be required to
validate TL S client certificates. Radiator looks for root certificates first in SSLCAFi | e, then in SSLCAPat h, so
there usually is no need to set both. When Certificate Revocation List (CRL) checks are enabled, this directory
isalso used by TLSlibrary to look for CRL files.

Specia characters are supported. The certificates and CRLs must be in PEM format, one per file. Thefile
name has a special format. Setting up this directory is described in Setting up this directory is described in
Section 3.11.3. TLS_CAPath on page 81.

Here is an example of using SSLCAPat h:
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SSLCAPat h %) cadirectory

3.9.21. SSLCAFile

Use this option to locate the file containing the certificates of the trusted certificate authorities. Thus, you can
verify that the server certificate has been signed by areputable certificate authority. Special characters are
permitted.

Hereisan example of using SSLCAFi | e:

SSLCAFi |l e %/ certificates/ denbCA/ cacert. pem

3.9.22. SSLCACIlientCert

This optional parameter specifies the location of the SSL client certificate that this LDAP connection uses
to verify itself with the server. If SSL client verification is not required, then this option does not need to be
specified. Special characters are permitted.

Here isan example of using SSLCACI i ent Cert ;

SSLCAC i ent Cert %) certificates/cert-clt.pem

3.9.23. SSLCACIientKey

This optional parameter specifies the location of the SSL private key that this connection uses to communicate
with the server. If SSL client verification is not required, then this option does not need to be specified. Specia
characters are permitted.

It iscommon for the SSL client private key to be in the samefile as the client certificate. In that case, both
SSLCAC i ent Cert and SSLCAC! i ent Key refer to the samefile.

If SSLCAC i ent Key contains a private key in encrypted format, you need to specify the decryption password in
SSLCAC i ent KeyPasswor d.

Here is an example of using SSLCAC! i ent Key:

SSLCAC i ent Key %D/ certificates/cert-clt.pem

3.9.24. SSLCACIlientKeyPassword

This optional parameter specifies the passphrase to decrypt SSLCAC! i ent Key. This parameter is only required
when SSL client verification is required and the key file configured with SSLCAC i ent Key is encrypted.
Specia characters are permitted.

SSLCAC i ent KeyPassword what ever

3.9.25. SSLExpectedServerName

This optional parameter specifies the name to use when verifying LDAP server certificate. Useful, for
example, when Host is configured with an |P address. Special characters are permitted. For an example, see
Section 3.9.6. Host on page 54.

# Certificate does not have a fully qualified name
SSLExpect edSer ver Nanme mnyserver
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3.9.26. Version

This optional parameter sets the LDAP version number to use. Currently supported values are 2 and 3. The
default valueis 3.

Hereisan example of using Ver si on:

# Support LDAP protocol version 2 as
# required by very old servers
Version 2

3.9.27. Deref

By default, aliases are dereferenced to locate the base object for the search, but not when searching subordinates
of the base abject. Change this by specifying Der ef with one of the following case-sensitive values:

* never
Do not dereference aliases in searching or in locating the base object of the search.
* search

Dereference aiases in subordinates of the base object in searching, but not in locating the base object of the
search.

e find

Dereference aiases in locating the base object of the search, but not when searching subordinates of the
base object. Thisisthe default.

* al ways

Dereference aliases both in searching and in locating the base object of the search.

Note

Usually, there is no need to use this parameter.

3.9.28. UseSASL

This optional parameter tells Radiator to request SASL authentication of the connection to the LDAP server
instead of the default simple authentication. Aut hDN and Aut hPasswor d are used asthe SASL credentials.
Only if Aut hDN and Aut hPasswor d are not defined, SASLUser and SASLPasswor d are used.

Using this parameter requires the Authen-SASL-2.09 module or later. It is part of CPAN. For more information,
see Section 2.1.2. CPAN on page 3.

3.9.29. SASLUser

Note
This parameter is deprecated.

Thisisastring that defines the user name, which is used for SASL authentication during the connection to
the LDAP server. However, if Aut hDNis defined, it overrides SASLUser and isused instead. Only if Aut hDN
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is not defined and SASLUser isdefined, SASLUser isused for authentication. For more information, see
Section 3.9.4. AuthDN on page 54.

3.9.30. SASLPassword

Note
This parameter is deprecated.

Thisisastring that defines the password, which is used for SASL authentication during the connection to the
LDAP server. However, if Aut hPasswor d is defined, it overrides SASLPasswor d and is used instead. Only
if Aut hPasswor d isnot defined and SASLPasswor d is, SASLPasswor d is used for authentication. For more
information, see Section 3.9.5. AuthPassword on page 54.

3.9.31. SASLMechanism

If UseSASL is enabled, this optional parameter specifies what SASL mechanisms are to be used to authenticate
the connection to the LDAP server. SASLMechani smis a space-separated list of mechanism names supported
by Authen::SASL, such as

* ANONYMOUS
* CRAM MD5

e DI GEST- MD5

EXTERNAL
* LA N
* PLAIN

The default value is DI GEST- MD5. If you change this, it is possible that you need also to change your SASL to
LDAP user mapping. See your SASL system documentation for details on what mechanisms are supported.

Hereis an example of using SASLMechani sm

SASLMechani sm DI GEST- MD5, PLAI N

3.9.32. BindAddress

Y ou can specify the local address for the client side of the LDAP connection with Bi ndAddr ess, in the form
host nane[ : port] . Special formatting characters are permitted.

Use this parameter to set Local Addr parameter of the underlying 10::Socket used asthe LDAP client. This
isusually useful only on multi-homed hosts, where you need to control the source address of the LDAP
connection, perhaps for firewall rules. There is no default and the system chooses the address.

Tip
This parameter is separate from the global Bi ndAddr ess, see Section 3.7.9. BindAddress on page
32.
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3.9.33. MultiHomed

This optional flag enablesthe Mul t i Homed option in Net::LDAP and 10::Socket for this LDAP connection. If
thisis set then Net::LDAP tries all addresses for a multi-homed LDAP host until one is successful. The default
valueistrue.

3.10. EAP configuration

This section introduces the parameters used for EAP configuration. EAP parameters are available for several
AuthBys. For more information about supported EAP methods, see Section 17. Extensible Authentication
Protocol (EAP) on page 506.

Important

System certificate store is not used. The configuration parameters for TLS based EAP methods must
cover all CAs, CRLs and other settings that are needed.

3.10.1. EAPType

This optional parameter specifies which EAP authentication methods are permitted when EAP authentication
isrequested by the NAS. See RFCs 3748, 5216, and 2433 for more details. When an EAP identity request is
received, Radiator replies with the first EAP type given. If the NAS requests another type, it is permitted only if
it appearsin EAPType list. It isignored and has no effect unless EAP authentication is requested. This parameter
isnot set by default, which means that Radiator does not perform EAP authentication by default. The allowed
values for EAPType are given by the following table.

Table 6. Allowed values for EAPType

EAPType Explanation

MD5 Thisisthe default value. Use MD5- Chal | enge as per RFC 3748. This can be used with
any authentication method that provides a plaintext password, such as <Aut hBy FI LE>,
<Aut hBy SQL>, and <Aut hBy LDAP2>. Seegoodi es/ eap_nd5. cf g for example
configuration. MD5- Chal | enge isan old alias for MD5.

OorP Use One-time-password authentication as per RFC 3748. This requires aone-time
password authenticator such as <Aut hBy OTP>. One- Ti ne- Passwor d isan old alias for
OrP.

GIC Use Generic Token authentication as per RFC 3748. This requires a token-based

authenticator such as <Aut hBy OTP>, <Aut hBy ACE>, or <Aut hBy RSAAM>. Generi c-
Token isan old aliasfor GTC.

TLS Use Transport Layer Security (TLS). This can be used with any authentication method.
TL S checks that the client certificate is valid and has a short enough certificate chain to
the root certificate. It requiresan SSL certificate for the server and one on each client
requiring authentication. See goodi es/ eap_t | s. cf g for example configuration.

TTLS Use Tunnelled TLS as required by Funk Odyssey wireless clients. This can be used
with any authentication method. TTLS does not usually involve a client certificate,
but the client may be configured to check the server's SSL certificate. See goodi es/
eap_ttls. cf g for example configuration.

PEAP Use PEAP tunnel as used by Windows XP and others. This can be used with any
authentication method. See goodi es/ eap_peap. cf g for example configuration.
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EAPType Explanation

LEAP Thisis compatible with Cisco LEAP authentication, a proprietary authentication protocol.
LEAP requires an authenticator that supplies plaintext passwords, such as <Aut hBy
FI LE>, <Aut hBy SQL>, or <Aut hBy LDAP2>, or MSCHAPV 2, such as <Aut hBy LSA>.

SIM Use EAP-SIM which authenticates against SIM cards. This requires the additional EAP-
SIM bundle from Radiator Software.

AKA Use EAP-AKA. Thisrequires the additional EAP-SIM bundle from Radiator Software,
which contains support for EAP-AKA.

AKA- PRI ME Use EAP-AKA'. Thisrequires the additional EAP-SIM bundle from Radiator Software,
which contains support for EAP-AKA'.

MSCHAP- V2 Use EAP-MSCHAPV 2, which is commonly tunneled inside PEAP

TNC Support EAP-TNC, a protocol for assessing the security posture of end points.

FAST Use EAP-FAST, ararely-used protocol from Cisco.

PAX Use EAP-PAX (Password Authenticated Exchange)

PSK Use EAP-PSK (Pre-Shared Key).

PWD Use EAP-pwd, a method which uses a shared password for authentication.

3.10.2. EAPContextTimeout

This optional parameter specifies the maximum time period in seconds an EAP context is retained. The default
valueis 120 seconds. Usualy there is no need to change this.

3.10.3. EAPAnonymous

For tunnelling EAP types, such as TTLS and PEAP, this optional parameter specifiesthe User-Namethat is
used in the RADIUS request resulting from the EAP inner request. The default valueis anonynous. Special
characters can be used. %0 is replaced by the EAP identity of the inner EAP request.

This parameter is useful when proxying the inner authentication. If there is arealm in the EAPAnonynous name,
it is used to choose alocal Realm to handle the inner authentication.

3.10.4. EAPTLS_CAFile

For TLS based EAP typessuch as TLS, TTLS and PEAP, this parameter specifies the name of afile containing
Certificate Authority (CA) root certificates that may be required to validate TLS client certificates. The
certificates must bein PEM format. The file can contain several root certificates for one or more CA's. Radiator
looks for root certificates first in EAPTLS_CAFi | e, thenin EAPTLS CAPath, so there usually isno need to set
both.

EAPTLS_CAFi | e isexpected to contain a stack of CA one or more CA certificates that will be used to validate
client certificates. The list of CA issuersin that is also sent to the client during handshaking to tell the client
which certificates Radiator accepts.

Specia characters are supported.

3.10.5. EAPTLS_CAPath

For TLS based EAP typessuch as TLS, TTLS and PEAP, this parameter specifies the name of a directory
containing CA root certificates that may be required to validate TL S client certificates. Radiator looks for root
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certificates first in EAPTLS_CAFi | e, then in EAPTLS_CAPat h, so there usually is no need to set both. When
Certificate Revocation List (CRL) checks are enabled, this directory isalso used by TLS library to look for CRL
files. Specia characters are supported.

The certificates and CRLs must bein PEM format, one per file. The file name has a special format. Setting up
this directory is described in Section 3.11.3. TLS_CAPath on page 81.

3.10.6. EAPTLS_CertificateFile

For TLS-based EAP types, such as TLS, TTLS and PEAP, this parameter specifies the name of afile containing
the RADIUS server certificate. The server certificate is sent to the EAP client and validated by the client

during EAP authentication. The certificate file may bein PEM or ASN1 format, depending on the setting of the
EAPTLS Certifi cat eType parameter. The certificate file can also contain the server's TLS private key if the
EAPTLS Pri vat eKeyFi | e parameter specifies the samefile. If the server certificate is a chain of certificates,
Use EAPTLS Certifi cat eChai nFi |l e instead.

Specia characters are supported.

Important

System certificate store is not used. The TLS configuration parameters must cover all CAs, CRLs and
other settings that are needed.

3.10.7. EAPTLS_CertificateChainFile

For TLS-based EAP types, such as TLS, TTLS and PEAP, this parameter specifies the name of afile
containing a certificate chain for the Radius server certificate. The server certificate chain is sent to the EAP
client and validated by the client during EAP authentication. The certificate chain must be in PEM format.
EAPTLS_Certi fi cat eChai nFi | e can be used instead of EAPTLS_Certi fi cat eFi | e for explicitly
constructing the server certificate chain which is sent to the client.

Use EAPTLS Certi fi cat eChai nFi | e to specify achain of certificates that the server usesto identify itself
to the client. If thereis only one server certificate, and not achain, you can use EAPTLS CertificateFile
instead.

Specia characters are supported.

3.10.8. EAPTLS_CertificateType

For TLS-based EAP types, such as TLS, TTLS and PEAP, this optional parameter specifies the format of the
EAPTLS CertificateFil e. Theoptionsare:

e PEM
¢ ASN1
The default value is ASNL.

Specia characters are supported.

3.10.9. EAPTLS_PrivateKeyFile

For TLS-based EAP types, suchas TLS, TTLS, and PEAP, this optional parameter specifies the
name of the file containing the server's private key. It can be located in the same file as the server
certificate (EAPTLS Certi fi cat eFi | e). If the private key is encrypted,which is usually the case,
EAPTLS Pri vat eKeyPasswor d isthe key to decrypt it.
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Specia characters are supported.

3.10.10. EAPTLS_PrivateKeyPassword

For TLS-based EAP types, suchas TLS, TTLS, and PEAP, this optional parameter specifies the password that
is used to decrypt the EAPTLS_Pri vat eKeyFi | e.

Special characters are supported.

3.10.11. EAPTLS Protocols

This specifies the comma-separated list of TLS protocols that are permissible for TL S-based EAP types.
Currently supported protocols are:

* TLSv1
 TLSv11
* TLSv1.2

TLSv1.3

CAUTION

TLSv1.3isnot enabled by default with Radiator yet. Testing reports are welcome. Net::SSLeay
1.83 or later isrequired if you use Radiator with SSL/TL S library that has TLSv1.3 enabled.
Net::SSLeay 1.92 or later is recommended.

Thereis no default value. If this parameter is not set, al protocols, which are supported by the SSL/TLS library
within Radiator, except of TLSv1.3, are permitted.

The available TLS protocols depend on your system's TLS library. See Radiator debug log for details when the
first EAP message is processed by this AuthBy.

# Do not allow TLSv1l
EAPTLS Protocols TLSv1l.1, TLSv1.2

3.10.12. EAPTLS_Ciphers

This parameter specifies which subset of cipher suitesis permissible for TLS-based EAP types. It usesthe
standard OpenSSL string format. The default is DEFAULT: ! EXPORT: ! LOW

# Excl ude ci pher suites using R4 too
EAPTLS_GCi phers DEFAULT: ! EXPORT: ! LOWN ! RC4

When SSL library supports security levels, alevel can be set for each configuration clause together with cipher
string. For more information about security levels, see Section 3.10.13. EAPTLS SecuritylLevel on page 66

# Systemdefault level 2 is too strict for this nodule
EAPTLS Ci phers DEFAULT: ! EXPORT: | LOMGBECLEVEL=1

3.10.13. EAPTLS_SecurityLevel

EAPTLS SecuritylLevel isaninteger parameter that setsthe SSL library security level for the

enclosing clause. Security levels were added in OpenSSL 1.1.0 and are detailed in OpenSSL manual page
SSL_CTX set_security_| evel . Thereisno default and the system default is used. This parameter may be
needed if you see unexpected TLS errors with older clients.
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Security level can also set together with ciphersin which case EAPTLS Securi t yLevel isnot needed. For
more information, see Section 3.10.12. EAPTLS_Ciphers on page 66

# The default on this system 2, is too strict for our clients,
# lower it for this Radiator nodule
EAPTLS_SecuritylLevel 1

3.10.14. EAPTLS_RandomFile

For TLS-based EAP types, such as TLS, TTLS, and PEAP, this optional parameter specifies the name of afile
containing randomness. Usually thereis no need to set this parameter.

Specia characters are supported.

3.10.15. EAPTLS_DHFile

For TLS-based EAP types, such as TLS, TTLS, and PEAP, this optional parameter specifies the name of the DH
group. Usually there is no need to set this parameter. It isrequired if you use ephemeral DH keys.

Specia characters are supported.

3.10.16. EAPTLS_ECDH_Curve

For TLS-based EAP types, this optional parameter enables ephemeral EC keying by specifying the name of the
eliptic curve to use. The default isto not enable ephemeral EC keying.

# Curves often have nultiple aliases. Need OpenSSL nane here.
# openssl ecparam -1|ist_curves
EAPTLS ECDH Curve prine256v1

3.10.17. EAPTLS_AllowUnsafeLegacyRenegotiation

This optional parameter enables legacy insecure renegotiation between OpenSSL and unpatched clients or
servers. It isused with TLS-based EAP types, such as TLS, TTLS, and PEAP, and with OpenSSL version
0.9.8m or later. OpenSSL 0.9.8m and later always attempts to use secure renegotiation as described in
RFC5746. This counters the prefix attack described in CVE-2009-3555 and el sewhere.

3.10.18. EAPTLS_MaxFragmentSize

For TLS-based EAP types, such as TLS, TTLS, and PEAP, this optional parameter specifies the maximum size
in octets permitted for each TL S message fragment. The default value is 2048, but many EAP clients, routers,
and wireless Access Points have limitations that require EAPTLS _MaxFr agnent Si ze to be set aslow as 1000
or less. Setting this number too small can result in excessive RADIUS request round trips during EAP TLS
authentication. This slows down the authentication process. Setting this number too large can result in failure
to complete TL S authentication for some types of clients and devices. Many customers find that 1300 is a good
compromise.

The EAP packet that is encapsul ated inside EAP-Message and all other radius attributes must not exceed one
Ethernet frame because EAP does not support fragmentation.

Depending on the number of other RADIUS attributes your switches or WLAN controllers send to the RADIUS
Servers, you can increase EAPTLS_MaxFr agment Si ze, which may result in fewer RADIUS requestsin the
EAP conversation which reduces the authentication time and lowers to load on both the RADIUS client (switch,
WLAN controller) and RADIUS server.

If incoming RADIUS requests have Framed-M TU that isless than EAPTLS MaxFr agnent Si ze, then Radiator
uses the reported Framed-MTU to limit fragment size when doing TLS, TTLS, PEAP, and PSK.
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Specia characters are supported.

3.10.19. EAPTLS_CRLCheck

This optional flag parameter specifiesif Certificate Revocation List must be checked for revoked certificates. It
isused with TLS-based EAP types, suchas TLS, TTLS, and PEAP, that have been configured to check client
certificates.

3.10.20. EAPTLS_CRLCheckUseDeltas

This optional flag parameter specifiesif Delta Certificate Revocation List must be checked for revoked
certificates in addition to base CRL. It is used with TLS-based EAP types, suchas TLS, TTLS, and PEAP, that
have been configured to check client certificates. Currently delta CRL files are loaded with EAPTLS CRLFi | e
parameter, similar to base CRL files.

CAUTION

EAPTLS_CRLCheckUseDel t as is currently experimental.

Before enabling EAPTLS_CRLCheckUseDel t as, note the following requirements and restrictions:
e EAPTLS_CRLCheck must be enabled in Radiator configuration

» Both base and delta CRLs must use CRL v2 format

Do not use delta CRL files without enabling EAPTLS_CRLCheckUseDel t as

OpenSSL indicates only one delta CRL file can be used

» Review OpenSSL notes about delta CRLs on OpenSSL manual page for
X509 VERIFY_PARAM_set flags. [https://www.openssl.org/docs/manmaster/man3/
X509 VERIFY_PARAM_set flags.html]

* Test that your base and delta CRL work when CRL files are updated or refreshed

Please contact Radiator support about success or possible problems there might be with delta CRLs.

3.10.21. EAPTLS_CRLCheckAll

For TLS-based EAP types, this optional flag parameter enables CRL checks for the entire certificate chain.
EAPTLS_CRLCheckAl | isnot enabled by default. The CRL files for the intermediate CAs must be found,
otherwise the certificate check fails. See Section 3.10.22. EAPTLS_CRLFile on page 68 for the details.

Note
EAPTLS_CRLCheck must be enabled for any certificate checks to happen.

3.10.22. EAPTLS_CRLFile

For TLS-based EAP types, such as TLS, TTLS, and PEAP, and where CRL checking has been enabled with
EAPTLS_CRLCheck, this optional parameter specifies one or more CRL files that are used to check client
certificates for revocation. These files are also used when EAPTLS_CRLCheckAl | isenabled. Special characters
are supported.
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If aCRL fileisnot found, or if the CRL says the certificate has been revoked, TL S authentication will fail with
an error:

SSL3_GET_CLI ENT_CERTI FI CATE: no certificate returned

To ease automation, CRLs may follow afile naming convention where each CRL file uses a special file name
in EAPTLS_CAPat h directory. Setting up this directory is described in Section 3.11.3. TLS_CAPath on page
81. In this case you do not need to configure EAPTLS_CRLFi | e.

If CRLs are not stored in the CAPath directory, one or more CRLS can be named with multiple
EAPTLS_CRLFi | e parameters. The intended way CRL reloading worksis this: Each CRL file named with
EAPTLS_CRLFi | e will be automatically reloaded and reread at the start of each new EAP-TLS, EAP-TTLS or
PEAP session if the modification date of the named CRL file has changed since the last time it was |oaded. If
the CRL for a particular issuer changes, it is sufficient to replace the existing CRL file with the newer version
and Radiator will reload the new CRL when required.

Tip
Operating system wildcards are supported, so you can name multiple CRLs with asingle wildcard like:

EAPTLS CRLFile %/ crl s/revocati ons-*. pem

3.10.23. EAPTLS_SessionResumption

For TLS-based EAP typessuch as TLS, TTLS, and PEAP, this optional parameter enables or disables support
for TTLS Session Resumption and PEAP Fast Reconnect. It is enabled by default.

# Di sabl e session resunption
EAPTLS_Sessi onResunption 0

Specia characters are supported.

3.10.24. EAPTLS_SessionResumptionLimit

For TLS-based EAP typessuch as TLS, TTLS, and PEAP, this optional parameter allows you to limit how
long after the initial session that a session can be resumed. The timeis given in seconds and the default valueis
43200 seconds (12 hours).

Specia characters are supported.

3.10.25. EAPTLS_SessionContextld

For TLS-based EAP types, suchas TLS, TTLS, and PEAP, this optional parameter allows you to set the context
within which the TLS session resumption is allowed. The default valueis%d.: 98: %, which meansthat TLS
session resumption is allowed if the resumed and the full authentication are processed by the same Handler,
EAP Type, and original user name.

Specia characters are supported. %0 is replaced by value referring to Client, %4 is replaced by value referring to
Handler, 92 isreplaced by value referring to AuthBy, and %8 with the current EAP type number.

Here isan example of using EAPTLS_Sessi onCont ext | d:

# Al ow resunption when using the sane dient and Handl er
EAPTLS_Sessi onContext|ld %9%
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3.10.26. EAPTLSRewriteCertificateCommonName

For TLS-based EAP typessuch as TLS, TTLS, and PEAP, this optional parameter allows you to rewrite the
Common Namein the client's TL S certificate before using it to find the user name in the Radiator database:

EAPTLSRewr i teCertifi cat eCommonNane s/testUser/ m kem

3.10.27. EAPTLS_PEAPVersion

For PEAP, this optional parameter allows you to control which version of the draft PEAP protocol to honour.
The default valueis 0. Set it to 1 for unusua clients.

3.10.28. EAPTLS_PEAPBrokenV1Label

This optional parameter makes PEAP Version 1 support compatible with non-standard PEAP V 1 clients that use
the old TLS encryption labels. These labels appear to be used frequently, due to Microsoft's use of the incorrect
label initsVO client.

3.10.29. EAP_PEAP_MSCHAP_Convert

For EAP-PEAP MSCHAPV 2 authentication, this optional parameter tells Radiator to convert the inner
EAP-MSCHAPV 2 request into a conventional RADIUS-MSCHAPV 2 request. The new RADIUS
MSCHAPV 2 request is re-despatched to the Handlers, where it is detected and handled with <Handl er
Convert edFr omEAPMSCHAPV2= 1>.

Thisisuseful when proxying PEAP-MSCHAPV 2 inner requests to aremote RADIUS server that can handle
ordinary RADIUS-MSCHAPV 2, but not EAP authentication. See goodi es/ eap_peap_nschap_pr oxy. cfg
in your distribution for an example of how to configure convert and proxy system.

3.10.30. EAPTLS_RequireClientCert

This optional parameter forces TTLS and PEAP to require avalid client certificate to be presented by the client.
TLSaways requires avalid client certificate, regardless of the setting of this parameter. In this case, valid
means that the certificate iswithin its validity dates and has been signed by a CA for which Radiator has a root
certificate.

3.10.31. EAPTLS_PolicyOID

For TLS based EAP typessuch as TLS, TTLS, and PEAP, when the client presents a certificate, this optional
parameter enables certificate policy checking. It aso specifies one or more policy OIDs that must be present
in the certificate path. It sets the 'require explicit policy' flag as defined in RFC3280. Using this requires Perl
Net : : SSLeay module 1.37 or later.

When multiple EAPTLS PolicyOID parameters are configured, the peer certificate needs to match only one of
the configured OIDs, not all of them.

# Require just one policy
EAPTLS PolicydQ D 1.3.6.1.4.1.9048.33.2

3.10.32. EAP_LEAP_MSCHAP_Convert

For LEAP authentication, this optional parameter tells Radiator to convert the LEAP reguest into a conventional
RADIUS-MSCHAP request. The new RADIUS-MSCHAP request is re-despatched to the Handlers, whereit is
detected and handled with <Handler ConvertedFromL EAP=1>.
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Thisisuseful for proxying LEAP requests to aremote RADIUS server that cannot handle LEAP, but which can
handle RADIUS-MSCHAP. See goodi es/ eap_| eap_pr oxy. cf g in your distribution for an example of how
to configure such a convert and proxy system.

3.10.33. EAP_GTC_MaxLength

This parameter specifies the maximum length of EAP GTC token that is accepted from the client. The default
valueis 253, which is compatible with RADIUS protocol.

3.10.34. EAP_GTC_PAP_Convert

For EAP-GTC authentication, this optional parameter tells Radiator to convert the EAP-GTC request into a
conventional RADIUS-PAP request. The new RADIUS-PAP request is re-despatched to the Handlers, where it
is detected and handled with <Handler ConvertedFromGTC=1>.

3.10.35. EAP_MSCHAPv2_UseMultipleAuthBys

Note

Avoid using this parameter. It will probably be deprecated if additional features, such as support

for password change, are implemented in EAP MSCHAP-V 2. If you need support for multiple user
database lookups, use EAP_PEAP_MSCHAP_Convert instead. For more information, see Section 3.10.29.
EAP_PEAP_MSCHAP_Convert on page 70.

This optional parameter is used with EAP MSCHAP-V 2 authentication. It allows using multiple AuthBys
within one Handler or AuthBy GROUP. If this parameter is not set, using multiple EAP MSCHAP-V 2 causes
an authentication failure. To avoid this, define EAP_MSCHAPv2_UseMul ti pl eAut hBys in al AuthByswithin
Handler or AuthBy GROUP. Thisflag is not set by default.

Here is an example of using EAP_MSCHAPv2_UseMl ti pl eAut hBys:

<Handl er >
Aut hByPol i cy Conti nueUntil Accept Or Chal | enge
<Aut hBy SQ.>
EAPType MSCHAP- V2
EAP_MSCHAPv2_UseMul ti pl eAut hBys
</ Aut hBy>
<Aut hBy SQL>
EAPType MSCHAP- V2
EAP_MSCHAPv2_UseMul ti pl eAut hBys
</ Aut hBy>
</ Handl er >

3.10.36. EAPTLS_NoCheckld

For EAP-TL S authentication, this optional parameter prevents matching the User - Namre to certificate

CNor subj ect Al t Narre and then using the matched value to fetch the user from the user database.
EAPTLS_CommonNanmeHook on page 73 and EAPTLSRewr i t eCer ti fi cat eCommonNane on page 70

are not run and the user's check and reply attributes are not applied because no user lookup is done. This alows
Radiator to mimic the behaviour of some other RADIUS servers.
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The certificate will be accepted based only on the validity dates and the verification chain to the root certificate.
EAPTLS OCSPCheck on page 74 isallowed and EAPTLS Certifi cateVerifyHook onpage72is
run.

3.10.37. EAPTLS_CertificateVerifyHook

For EAP-TLS authentication, this optional parameter specifies a Perl function that is called after the request user
name or identity has been matched with the certificate CN. It passes the certificate and various other details, and
returns a different user name which is used to do the user database ookup.

The function is passed the following arguments:

* $ [0]:$mat chedcn, the CN that matched the user name or identity with or without the domain name.
$mat chedcn isthe CN in the certificate that was matched against either the user name or EAP identity. It
isnormally used as the user name to do the user database lookup, but you can return a new name from this
function.

* $ [1]:$x509_store_ctx,the EAP SSLEAY store context (you can pass thisto
Net::SSLeay:: X509 STORE_CTX_get_current_cert)

* $ [2]:$cert,thecurrent certificate, result of Net::SSLeay:: X509 STORE_CTX-
_get_current_cert($x509_store ctx)

* $_[3]: $subj ect _name, the certificates subject name, result of
& Net::SSLeay:: X509 get subject_name($cert)

* $_[4]:$subj ect, the certificate subject, result of & Net::SSLeay:: X509 NAME_oneline($subject_name)
* $_[5]: $p, the current Radius::Radius request

The function is expected to return anew value for $nat chedcn, which isused to do the user database
lookup. If it returns undef, the certificate verification is deemed to fail with the OpenSSL error
X509 _V_ERR_APPLICATION_VERIFICATION.

3.10.38. EAPTLS_CertificateVerifyFailedHook

EAPTLS CertificateVerifyFail edHook specifiesaPerl function that is called if the certificate cannot
be verified. It is an optional parameter and is used with EAP-TL S authentication. It is passed the certificate (if
present), and various other details.

The peer certificate $cer t isnot always present. An example of such caseisapolicy OID mismatch .
EAPTLS CertificateVerifyFail edHook ispassed the following arguments:
*$ [0]: $verify_error
Thisisthe EAP SSLEAY store context verification code.
e $ [1]: $x509_store_ctx
Thisisthe EAP SSLEAY store context.
e $[2]: S$cert
Thisisthe current certificate. May be undefined.
* $ [3]: $subject_nane
Thisisthe certificate's subject name. Undefined when $cer t is undefined.
* $ [4]: $subject

Thisisthe certificate subject. Undefined when $cer t is undefined.
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*$ [5]: $p
Thisisthe current Radius::Radius request.

EAPTLS CertificateVerifyFail edHook must return asingle value. Thisvalueis used as an OpenSSL
error code to set the verify result code as follows:

* > 0: Non-zero error code
Thisis anew verification result code.
0
This changes verification failure to verification success.
e <0
The verification processisimmediately stopped with "verification failed" state.
* Undefined
Thisis handled as an OpenSSL error X509_V_ERR_APPLI CATI ON_VERI FI CATI ON.

Hereisaexample of using EAPTLS_Certi fi cat eVeri f yFai | edHook. This configuration accepts all
certificates. Any additional authorisation must be done later.

EAPTLS CertificateVerifyFail edHook sub { return 0; }
The following example allows expired certificates. 10 isX509_V_ERR_CERT_HAS_EXPI RED.

EAPTLS CertificateVerifyFail edHook sub { \
if ($_[0] == 10) { return O; } else { return $ [0]; } }

Note

This parameter may cause security issuesif not used properly. Use it only in special cases.

3.10.39. EAPTLS_CommonNameHook

This optional parameter specifies a Perl hook that is used to choose the authenticated CN from the client
certificate during EAP-TLS authentication. Normally, EAP-TLS attempts to match each CN in the client
certificate (after EAPTLSRewr i t eCerti fi cat eCommonNare is executed) against the User-Name (with and
without any trailing @domain) and the EAP identity (with and without any trailing @domain). If a match
isfound, that is the authenticated CN, and it is the name that is be used to look up the user name in the user
database.

If EAPTLS_CormmonNaneHook is defined, it returns the user name that matches with the CN.
Itiscalled for each CN in the client certificate with the following arguments:

*$ [0]:theCN

* $_[ 1] : the User-Name from the incoming request

* $ [ 2] : the EAP Identity of the TLS handshake

It is expected to return the matched CN or undef if no match isfound.
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3.10.40. EAPTLS_TraceState

EAPTLS TraceSt at e isaflag parameter that turns on TL S state tracing for TL S-based EAP modules such as
EAP-TLS, EAP-TTLS and PEAP. This may be useful for additional debugging of TL S handshake processing.
EAPTLS_Tr aceSt at e isnot set by default.

Radiator 4.27 with Net : : SSLeay 1.92 and later automatically enables TL S handshake message logging when
log level is set to DEBUG or higher with Trace on page 136 or PacketTrace on page 104 parameter.

When TLS message logging is enabled, TLS state tracing can also be enabled by setting EAPTLS Tr aceSt at e.
TL S state and messaging logging contain similar information and in most cases it's not useful have them both
enabled.

Here isan example of using EAPTLS_Tr aceSt at e:

# Turn on TLS state tracing for this AuthBy
EAPTLS TraceState

3.10.41. EAPTLS_CopyTolnnerRequest

This parameter overrides the default list of attributes that is copied from an outer EAP request, such as PEAP,
EAP-TTLS, or EAP-FAST, to an inner request. The default list of attributes for PEAP and EAP-FAST is NAS-
| P- Address NAS-Identifier NAS-Port Calling-Station-Id. Thedefaultlistisempty for EAP-
TTLS.

Here is an example of using EAPTLS_CopyTol nner Request :

EAPTLS CopyTol nner Request Calling-Station-I1d, Called-Station-Id

3.10.42. EAPTLS_CAPartialChain

Thisisaflag parameter. It is used with TLS-based EAP types, suchas TLS, TTLS, and PEAP. Wheniit is
enabled, only apartial CA certificate chain isrequired to validate TLS client certificates. Thisis not set by
default.

3.10.43. EAPTLS_UseCADefaultLocations

Thisisaflag parameter. It is used with TLS-based EAP types, suchas TLS, TTLS, and PEAP. When set, the
default locations are used for loading CA certificates. Thisis not set by default.

The default CA certificate directory iscer t s/ inthe default OpenSSL directory. Use SSL_CERT_DI R
environment variable to override the default location. The default CA certificate fileiscer t . pmin the default
OpenSSL directory. Use SSL_CERT_FI LE environment variable to override the default file name.

3.10.44. EAPTLS_NoClientCert

Thisisaflag parameter. It is used with TLS-based EAP types, such as TTLS and PEAP. When set, it disables
loading of any CA certificates for client certificate verification. This allows you to simplify PEAP and EAP-
TTLS configuration when client certificates are not requested with EAPTLS_Requi r e i ent Cert . Do not set
thisif EAP-TLS support is needed.

3.10.45. EAPTLS_OCSPCheck

This optional flag parameter is aternative to EAPTLS_OCSPAsyncCheck. Thisdefinesif Online Certificate
Status must be checked for revoked certificates. It is used only with TLS-based EAP types, suchas TLS, TTLS,
and PEAP, that are configured to check client certificates. Using this parameter requires LWP: : User Agent and
HTTP: : Request Perl modules.
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Here are the requirements for using OCSP parameters:
» OpenSSL 1.0.0 or later
» Net::SSLeay 1.59 or later. Net::SSLeay 1.82 or later is recommended.

If you use EAPTLS OCSPSt apl i ng, Net::SSLeay 1.82 or later isrequired.

3.10.46. EAPTLS_OCSPAsyncCheck

This optional flag parameter defines if Online Certificate Status must be checked asynchronously for revoked
certificates. Thisis used only with TLS-based EAP types, such as TLS, TTLS, and PEAP, that are configured to
check client certificates. Using this parameter requires HTTP: : Async and HTTP: : Request Perl modules.

EAPTLS_OCSPAsyncCheck isalternative to EAPTLS_OCSPCheck, the same requirements apply also with
EAPTLS_OCSPAsyncCheck. For more information, see Section 3.10.45. EAPTLS_OCSPCheck on page 74.

3.10.47. EAPTLS_OCSPStapling

This optional flag parameter defines if Radiator provides OCSP staple with its server certificate. This
isused only with TLS-based EAP types, such as TLS, TTLS, and PEAP. Using this parameter requires
LWP: : User Agent and HTTP: : Request Perl modules.

Using EAPTLS OCSPSt apl i ng does not require that EAPTSL_OCSPCheck or EAPTSL_OCSPAsyncCheck
is set, but the same requirements apply when you use only TLS_OCSPSt apl i ng. Seethe requirementslist in
Section 3.10.45. EAPTLS OCSPCheck on page 74.

3.10.48. EAPTLS_OCSPURI

This string defines the OCSP URI that is used for all OCSP queries.

3.10.49. EAPTLS_OCSPFailureBackoffTime

If the OCSP query fails, the query is not sent again to the failed OCSP URI. Thisinteger defines the time for
how long the failed OCSP URI is not contacted. The unit is seconds.

3.10.50. EAPTLS_OCSPStrict

This optional flag parameter defines if Online Certificate Status must be checked successfully. Thisis used only
with TLS-based EAP types, suchas TLS, TTLS, and PEAP, that are configured to check client certificates.

When EAPTLS_OCSPSt ri ct isset, the certificate check must be successful in all phases. Here are some
examples when the certificate check failsif EAPTLS_OCSPSt ri ct is set:

* EAPTLS_OCSPURI is ot set and the certificate does not have OCSP URI.
» OCSP responder is not responding.
e OCSP responder cannot be reached.

3.10.51. EAPTLS_OCSPCacheTime

Thisinteger defines the time for how long OCSP replies are save in the cache. The unit is seconds. The default
valueis 1200, that is 20 minutes.

3.10.52. EAPTLS_OCSPCachesSize

Thisinteger defines the maximum number of OCSP cache entries. The default value is 1000.
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3.10.53. EAPFAST_PAC_Lifetime

For EAP-FAST, this parameter specifies the maximum lifetime for each PAC.

3.10.54. EAPFAST_PAC_Reprovision

For EAP-FAST, this parameter specifies the time after which a PAC isre-provisioned.

3.10.55. EAP_TTLS_ AllowInRequest

For EAP-TTL S authentication, this optional parameter tells Radiator to allow only the specified attributesin
requests from EAP-TTL S clients. Attributes that are not allowed are ignored and logged on debug level.

By default, the following attributes are allowed in requests.
* User - Nane
* User - Passwor d
* CHAP- Passwor d
e CHAP- Chal | enge
* EAP- Message
* MS- CHAP- Response
* MS- CHAP- Chal | enge
* MS- CHAP2- Response

These are the attributes from EAP-TTLS RFC 5281 except of the password change related attributes, which are
currently not allowed by default.

Hereisan example of using EAP_TTLS Al | owl nRequest ;
# Also allow our vendor specific attribute in EAP-TTLS requests
EAP_TTLS Al | o nRequest OSC- AVPAI R, User - Nane, User-Password, \

CHAP- Passwor d, CHAP- Chal | enge, EAP- Message, \
M5- CHAP- Response, Ms- CHAP- Chal | enge, MsS- CHAP2- Response

3.10.56. EAP_TTLS_AllowInReply

For EAP-TTLS authentication, this optional parameter tells Radiator to allow only the specified attributesin
repliesto EAP-TTLS clients. Attributes that are not allowed are silently ignored.

By default, the following attributes are allowed in requests:
* EAP- Message
* M5- CHAP2- Success

These are the attributes from EAP-TTLS RFC 5281 except of the password change related attributes, which are
currently not allowed by default.

Here isan example of using EAP_TTLS_Al | owl nRepl y:

# Al so allow our vendor specific attribute in EAP-TTLS replies
EAP_TTLS Al |l ow nReply OSC- AVPAI R, EAP- Message, MsS- CHAP2- Success

3.10.57. EAP_Ildentity_MaxLength

Thisis an integer that specifies the maximum length of EAP identity. The default value is 253.
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3.10.58. EAP_PWD_PrepMethod

This parameter specifies a password preparation method to be used in EAP-pwd authentication. RFC 5931, that
defines EAP-pwd, specifies three password pre-processing methods. RFC 8146 specifies additional methods
which are not implemented by Radiator yet. Preparation methods are configured with an optional parameter
EAP_PWD_Pr epMet hod. The default value is None. The currently available methods are shown in the table
below.

Table 7. Allowed values for EAP_PWD_PrepMethod

Preparation Explanation

method

None Password isused asis. No additional preparation is done. The password must be stored in
plain text, including rcrypt, format.

Nt Hash Password is processed to produce the output PasswordHashHash, as defined in RFC 2759.
The password must be stored in plain text, including rcrypt, or NT hashed format. This
requires Di gest : : MD4 Perl module.

SASLpr ep Password is processed according to RFC 5931 SASL prep specification. The password must
be stored in plain text, including rcrypt, format. This requires Aut hen: : SASL: : SASLpr ep
version 1.100 or later.

CAUTION

EAP-pwd clients may not support other methods than None. For example, wpa_supplicant 2.6+fixesis
needed for the Nt Hash method to work.

Here is an example of using EAP_PWD_Pr epMet hod:

# Qur passwords are stored in {nthash} prefixed format
EAP_PWD Pr epMet hod Nt Hash

3.10.59. UsernameCharset

This optional parameter checks that every user name consists only of the characters in the specified character
set. This can be useful to reject requests that have user names that cannot be valid. The value of the parameter
is aPerl character set specification. See your Perl reference manual for details about how to construct Perl
character set specifications. Note that the some specia characters must be escaped with a backslash. This
parameter is not set by default and no character set check is done.

User naneChar set isavailable asagloba and Handler level parameter. The character set checks are done for
both User-Name attribute and EAP identity.

When arequest is processed by a Handler, User-Name attribute must pass both global and per Handler

User naneChar set checks. When an EAP-Response/ldentity message is handled by an AuthBy, the EAP
identity must pass both global and per Handler User nameChar set checks. The Handler isthe last Handler that
processed the request before it was passed to the AuthBy.

This example permits only alphanumeric, period, underscore, the @-sign, and dash. Note that a dash at the end
of character class needs not to be escaped with a backsl ash:

User naneChar set a-zA-Z0-9._@
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3.10.60. NoEAP

This optional parameter disables EAP authentication in the specific AuthBy. If the AuthBy would otherwise
do EAP authentication, this parameter forcesit to do conventional authentication. Thisis useful for performing
additional checks besides EAP authentication, for example, when doing MAC Address whitelist checking as
well as EAP authentication.

Aut hByPol i cy Conti nueWi | eAccept

# Check the MAC address is valid..

<Aut hBy FI LE>
NoEAP
Aut henti cateAttribute Calling-Station-Id
Fil enane ...

</ Aut hBy>
# then check the usernane and password, perhaps by EAP
<Aut hBy LDAP2>

EAPType . ...

</ Aut hBy>

3.10.61. PreHandlerHook

This optional parameter alows you to define a Perl function that is called during packet processing. It can be
configured within several types of clauses for which its functionality is dightly different:

 Client clause

Pr eHandl er Hook iscalled for each request after per-Client user name rewriting and duplicate rejection,
and before the request is passed to a Realm or Handler clause.

» AuthBy clause
The functionality depends on the used EAP authentication type:
— PEAP, EAP-TTLS, EAP-FAST

Pr eHandl er Hook specifies a Perl hook to be called before the inner request is re-dispatched to a
matching Realm or Handler.

— LEAP

If EAP_LEAP_MSCHAP_Convert flagisset, Pr eHandl er Hook specifies a Perl hook to be called
before the converted request is re-dispatched to a matching Realm or Handler.

— EAP-MSCHAPVv2

If EAP_PEAP_MSCHAP_Convert flagis set, PreHandl er Hook specifies a Perl hook to be called
before the converted request is re-dispatched to a matching Realm or Handler.

— EAP-GTC

If EAP_GTC_PAP_Convert flagisset, PreHandl er Hook specifies a Perl hook to be called before the
converted request is re-dispatched to a matching Realm or Handler.

* AuthBy DYNAUTH clause

Pr eHandl er Hook iscalled for each request created by the clause before the request is passed to aRealm
or Handler clause.
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* ServerRADSEC clause

Pr eHand! er Hook iscalled for each request after global and per-ServerRADSEC user name rewriting and
before the request is passed to a Realm or Handler clause.

* ServerDIAMETER clause

Pr eHandl er Hook iscalled for each request received by ServerDIAMETER before the request is passed to
aRealm or Handler clause.

* ServerTACACSPLUS clause

Pr eHand! er Hook iscalled for each request before it is passed to a Realm or Handler clause. If aClient is
found for the request, Client's Pr ehandl er Hook is run before ServerTACASPLUS's Pr eHandl er Hook.
Global and per-Client user name rewriting and other processing is done before the hooks are run.

A reference to the request is passed as the only argument.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code are reported
to thelog file at start-up time. Runtime errorsin your hook are al so reported to the log file when your hook
executes. Multiline hooks with trailing backslashes (\) are parsed by Radiator into one long line. Therefore, do
not use trailing commentsin your hook.

Pr eHandl er Hook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current request or many other things. Here is an example of using
Pr eHandl er Hook:

# Fake a new attribute into the request
PreHandl er Hook sub { ${$_[0]}->add_attr('test-attr', \
"test-value');}

3.10.62. EAPTLS_KeylogFilename

Sets the name of file Radiator uses for logging TLS key material. TLS key log allows fully decrypting EAP and
Stream SSL/TL S sessions, including those that have forward security enabled. TL S keylog should only be used
for debugging to avoid security issues.

The keylog fileis written in NSS Key Log Format, also known as SSLKEYLOGFILE. Tools, such as
Wireshark, can read this file and fully decrypt TLS, including TLS sessions that have forward security enabled.

# Enabl e when debuggi ng, renove when in production
EAPTLS Keyl ogFi | enane 9%./ eap- keyl og

DANGER
Keylog should only be used for debugging to avoid security issues.

3.11. TLS configuration

Multiple Radiator configuration clauses are built on top of common server and client stream modules. These
modules support TCP and SCTP stream transport protocols and can optionally be configured to use TLS for
transport security.

The exact behaviour of many of the configuration parameters, such as the search order between TLS _CAFi | e
and TLS_CAPat h, depends on the TLSlibrary Radiator uses. Thisistypically OpenSSL but can be LibreSSL or
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any other TLSlibrary that works with Net::SSL eay Perl module. For more information about Net::SSL eay and
OpenSSL, see Section 2.1.6. Net::SSL eay and OpenSSL on page 5.

Important

System certificate store is not used. The TLS configuration parameters must cover all CAs, CRLs and
other settings that are needed.

The default values for the TLS configuration parameters are the same for all configuration clauses unless
otherwise stated.

3.11.1. TLS_Protocols

TLS_Prot ocol s forces SSL or TLS for the configuration clause and specifies a comma-separated list of SSL
and TL S protocols that are permissible for SSL and TL S connections. Currently, the supported SSL and TLS
protocols are:

e SSLv3
 TLSv1

TLSv1.1

TLSv1.2

TLSv1.3

CAUTION

TLSv1.3isnot enabled by default with Radiator yet. Testing reports are welcome. Net::SSLeay
1.83 or later isrequired if you use Radiator with SSL/TLS library that has TLSv1.3 enabled.
Net::SSLeay 1.92 or later is recommended.

When set, TLS Prot ocol s overrides UseSSL and UseTLS. Otherwise UseSSL and UseTLS control the
allowed protocaols, if set. TLS_Pr ot ocol s isnot set by default.

Hereisan example of using TLS_Pr ot ocol s:

# Al ow connections with these TLS versions only
TLS Protocols TLSvl.1, TLSvl.2

Note

SSLv3 is obsolete and may not be supported by the TLS library Radiator uses. Use of SSLv3 is strongly
discouraged but it is available for communicating with legacy SSLv3 peers.

3.11.2. TLS_CAFile

When TLSis enabled, this parameter specifies the name of afile containing Certificate Authority (CA) root
certificates that may be required to validate TL S peer certificates. The certificates must be in PEM format.
Thefile can contain several root certificates for one or more Certificate Authorities. Radiator looks for root
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certificates for RadSec connectionsin TLS_CAFi | e thenin TLS_CAPat h, so there usualy is no need to set
both.

3.11.3. TLS_CAPath

When TLSis enabled, this parameter specifies the name of a directory containing CA root certificates that
may be required to validate TL'S peer certificates. Radiator looks for root certificatesin TLS_CAFi | e thenin
TLS_CAPat h, so there usually is no need to set the both. When Certificate Revocation List (CRL) checks are
enabled, this directory is also used by TLS library to look for CRL files.

Setting up CAPath directory for certificates and CRLs

The CA certificates must be in PEM format, one per file. When a certificate is needed, it islooked up using
aspecid file name. Similarly lookup is done for Certificate Revocation List (CRL) files when certificate
revocation lists are enabled. CRL files must also bein PEM format. Recent OpenSSL versions have a built-in
command r ehash that creates a symbolic link or a copy of file with the specia file name. OpenSSL also comes
with an separate tool called c_r ehash that does the similar job. LibreSSL has a built-in command cer t hash to
create symboalic links.

Here's an example of a directory with afile containing two CA certificates, a CRL fileand afile with asingle
CA certificate. Note that no symbolic link is created when the file with two CA certificatesis processed. The
certificates in it must be separate files or otherwise the certificatesin caf i | e. pemcan not be used.

%ls -la
dr wxr - xr - x 5 m kem staff 160 Dec 20 13:09 .
drwxr-xr-x 97 mkem staff 3104 Dec 20 12:59 ..

SPWr--1-- 1 mikem staff 9957 Dec 20 13: 09 cas. pem
STW-r--r-- 1 mikem staff 2383 Dec 20 13: 02 root-CA-crl.pem
SPWr--1-- 1 mikem staff 4992 Dec 20 12:59 root-CA-crt.pem

% openssl| version
OpenSSL 3.0.5 5 Jul 2022 (Library: OpenSSL 3.0.5 5 Jul 2022)

% openssl| rehash -v .
Doi ng .

rehash: warni ng: skipping cas.pemit does not contain exactly one certificate or CRL
link root-CA-crt.pem-> 322a67d3.0
link root-CA-crl.pem-> 322a67d3.r0

%ls -la

dr wxr - Xr - x 7 mkem staff 224 Dec 20 13:17 .

drwxr-xr-x 97 mkem staff 3104 Dec 20 12:59 ..

m kem staff 15 Dec 20 13:17 322a67d3.0 -> root-CA-crt.pem

I rwxr - xr-x 1
I rwxr-xr-x 1 mkem staff 15 Dec 20 13:17 322a67d3.r0 -> root-CA-crl.pem
SPWr--1-- 1 mikem staff 9957 Dec 20 13: 09 cas. pem
STW-r--r-- 1 mikem staff 2383 Dec 20 13: 02 root-CA-crl.pem
SPWr--1-- 1 mikem staff 4992 Dec 20 12:59 root-CA-crt.pem
Note

Similar LibreSSL command is (dot is one of the command parameters): openssl certhash -v .
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Testing indicates LibreSSL does not ignore files with multiple certificates but creates one symbolic
link. For more information these OpenSSL and LibreSSL commands, see https://www.openssl.org/docs/
manmaster/manl/c_rehash.html and https://man.openbsd.org/openssl.1

3.11.4. TLS_CertificateFile

When TLS is enabled, this parameter specifies the name of the file containing the certificate that Radiator uses.
This certificate is sent to the TLS peer and validated by the peer during TLS setup. The certificate file must be
in PEM or ASN1 format, depending on the setting of the TLS_Certi f i cat eType parameter. The certificate
file can aso contain the certificate's private key if the TLS_Pri vat eKeyFi | e parameter specifies the samefile.

Note
RadSec clients expect the server certificate to have acommon name (CN) the same as the RadSec
servers DNS host name or address.

3.11.5. TLS_CertificateChainFile

When TLS is enabled, this parameter specifies the name of the file containing Radiator's certificate chain. The
certificate chain is sent to the TLS peer and validated by the peer during TLS setup. The certificate chain must
bein PEM format. This should be used alternatively or additionally to TLS_Cer ti fi cat eFi | e for explicitly
constructing the certificate chain, which is sent to the peer in addition to the Radiator's own certificate.

3.11.6. TLS_CertificateType

When TLS is enabled, this optional parameter specifies the format of the TLS_Certi fi cat eFi | e. Permitted
options are:

* PEM
* ASNL

The default is ASNL1.

3.11.7. TLS_PrivateKeyFile

When TLSis enabled, this optional parameter specifies the name of the file containing the private key

of the certificate configured with TLS_Certi fi cat eFi | e. It issometimesin the samefile asthe

TLS CertificateFil e.Usualy the private key is encrypted, use TLS_Pri vat eKeyPasswor d isthe key to
decrypt it. For more information, see Section 3.11.4. TLS CertificateFile on page 82 and Section 3.11.8.

TLS PrivateKeyPassword on page 82.

3.11.8. TLS_PrivateKeyPassword

When TLSis enabled, this optional parameter specifies the password that is to be used to decrypt the
TLS_Privat eKeyFi | e. Specia characters are permitted.

3.11.9. TLS_Ciphers

TLS_Ci pher s specifies which subset of cipher suitesis permissible for a connection when TLSv1.2 or earlier
is negotiated. The parameter format is the cipher list format documented in OpenSSL manual for openssl
ci pher s command. The default value is DEFAULT: ! EXPORT: ! LOW

# Excl ude ci pher suites using RC4 too
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TLS Ci phers DEFAULT: ! EXPORT: | LOW ! RC4

This parameter affectsonly TLSv1.2 and earlier TLS versions. For the respective parameter for TLSv1.3, see
Section 3.11.10. TLS_Ciphersuites on page 83

When SSL library supports security levels, alevel can be set for each configuration clause together with cipher
string. For more information about security levels, see Section 3.11.11. TLS_SecurityLevel on page 83

# Systemdefault level 2 is too strict for this nmodul e
TLS_GC phers DEFAULT: ! EXPORT: ! LOMGSECLEVEL=1

3.11.10. TLS_Ciphersuites

TLS_Ci pher sui t es specifies which subset of TLSv1.3 cipher suitesis permissible for a connection. The
parameter format is documented in OpenSSL manual for SSL_CTX_set _ci pher sui t es() API function. For
example: TLS_AES 256_GCM SHA384: TLS CHACHA20_POLY1305_SHA256. Usualy there is no need to set
this parameter. Thereis no default and the system default is used.

# This cipher suite is mandatory for TLSv1.3
TLS Ci phersuites TLS AES 128 GCM SHA256

This parameter affects only TLSv1.3. For the respective parameter for TLSv1.2 and earlier TLS versions
versions, see Section 3.11.9. TLS Ciphers on page 82

3.11.11. TLS_SecurityLevel

TLS_SecuritylLevel isaninteger parameter that setsthe SSL library security level for the enclosing

clause. Security levels were added in OpenSSL 1.1.0 and are detailed in OpenSSL manual page

SSL_CTX set_security_| evel . Thereisno default and the system default is used. This parameter may be
needed if you see unexpected TLS errors with older TLS peers.

Security level can also set together with ciphersinwhich case TLS_Securi t yLevel isnot needed. For more
information, see Section 3.11.9. TLS Ciphers on page 82

# The default pn this system 2, is too strict for our peers,
# lower it for this Radiator nodul e
TLS_ SecuritylLevel 1

3.11.12. TLS_RequireClientCert

Thisisan optional flag, which is available only for servers. It specifies whether the server clause reguires each
client to present avalid client certificate during TLS handshake or not. If the client certificateis not avalid
certificate, the TLS handshake fails and the TCP or SCTP connection is disconnected. Certificate validity is
determined by the root certificates that are configured for the server clause with TLS_CAFi | e or TLS_CAPat h,
and other TLS configuration parameters, such asTLS_Expect edPeer Nane and TLS_Subj ect Al t NaneURI .

Note
For compliance with RFC 6614, TLS_Requi red i ent Cer t isenabled by default for ServerRADSEC.

3.11.13. TLS_Verify

TLS Veri fy isan optional string parameter which isavailable only for TLS clients. It specifies whether the
client clause requires the server to present avalid server certificate during TLS handshake or not. The default is
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to require and verify the server certificate. If the server certificateis not avalid certificate, the TLS handshake
fails and the TCP or SCTP connection is disconnected. Certificate validity is determined by the root certificates
that are configured for the client clause with TLS_CAFi | e or TLS_CAPat h, and other TL S configuration
parameters, such as TLS_Expect edPeer Name and TLS_Subj ect Al t NaneURI .

When TLS Veri fy isset to value none, the server certificate is not verified. This may be useful during testing
but it's not recommended for production configurations. Here is an example of using TLS Verify:

<Aut hBy REST>
# TLS and ot her paraneters

# Wiile testing, skip certificate validation
TLS Verify none

# More paraneters
</ Aut hBy>

3.11.14. TLS _RandomFile

When TLSis enabled, this optional parameter specifies the name of afile containing randomness. Usually there
isno need to set this parameter.

3.11.15. TLS_DHFile

When TLS is enabled, this optional parameter specifies the name of the DH group. Usually thereis no need to
set this parameter, but it may be required if you are using ephemeral DH keys.

3.11.16. TLS_ECDH_Curve

When TLSis enabled, this optional parameter enables ephemeral EC keying by specifying the name of the
elliptic curve to use. The default is to not enable ephemeral EC keying.

# Curves often have nmultiple aliases. Need OpenSSL nane here.
# openssl ecparam -1list_curves
TLS ECDH Curve prime256v1

3.11.17. TLS_CRLCheck

When TLSisenabled for aserver, or TLS server has been configured to check client certificates with
TLS_Requi reC i ent Cert, this optional flag parameter specifies that Certificate Revocation List (CRL) must
be checked for revoked certificates during validation of the peer certificate.

3.11.18. TLS_CRLCheckUseDeltas

This optional flag parameter specifiesif Delta Certificate Revocation List must be checked for revoked
certificates in addition to base CRL. Currently delta CRL files are loaded with TLS_CRLFi | e parameter, similar
to base CRL files.

CAUTION

TLS_CRLCheckUseDel t as is currently experimental.

Before enabling TLS_CRLCheckUseDel t as, note the following requirements and restrictions:
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* TLS _CRLCheck must be enabled in Radiator configuration

* Both base and delta CRLs must use CRL v2 format

» Do not use delta CRL files without enabling TLS_CRLCheckUseDel t as
» OpenSSL indicates only one delta CRL file can be used

» Review OpenSSL notes about delta CRLs on OpenSSL manual page for
X509 VERIFY_PARAM _set flags. [https://www.openssl.org/docs/manmaster/man3/
X509 VERIFY_PARAM_set flags.html]

* Test that your base and delta CRL work when CRL files are updated or refreshed

Please contact Radiator support about success or possible problems there might be with delta CRLs.

3.11.19. TLS_CRLCheckAll

When TLSis enabled, this optional flag parameter enables CRL checks for the entire certificate chain. Thisis
not enabled by default. The CRL filesfor the intermediate CAs must be found or the certificate check fails. For
more information, see TLS_CRLFi | e on page 85.

Note
TLS_CRLCheck must be enabled for any certificate checks to happen.

3.11.20. TLS_CRLFile

This optional parameter specifies one or more CRL files that are used to check peer certificates for revocation
when al the following conditions apply:

» TLSisenabled.
e TLSisconfigured to check peer certificateswith TLS_Requi red i ent Cert .
» CRL checkingisenabled with TLS_CRLCheck.

The CRL files are also used when TLS_CRLCheckAl | isenabled.

If the CRL fileisnot found or the CRL says the certificate has been revoked, TLS authentication fails with an
error:

SSL3 CET_CLI ENT_CERTI FI CATE: no certificate returned

To ease automation, CRLs may follow afile naming convention where each CRL file uses a special file namein
TLS_CAPat h directory. Setting up this directory is described in Section 3.11.3. TLS CAPath on page 81. In
this case you do not need to configure TLS_CRLFi | e.

If CRLsare not stored in the CAPath directory, one or more CRLs can be named with multiple

EAPTLS_CRLFi | e parameters. The intended way CRL reloading works isthis; Each CRL file named with
TLS_CRLFi | e will be automatically reloaded and reread at the start of each new TL S session if the modification
date of the named CRL file has changed since the last time it was loaded. If the CRL for a particular issuer
changes, it is sufficient to replace the existing CRL file with the newer version and Radiator will reload the new
CRL when required.

Tip

Operating system wildcards are supported, so you can name multiple CRLs with asingle wildcard like:
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TLS CRLFil e %/ crls/revocations-*. pem

3.11.21. TLS_PolicyOID

When aTLS peer presents a certificate, this optional parameter enables the certificate policy checking and
specifies one or more policy OlDs that must be present in the certificate path. It sets the 'require explicit policy’
flag as defined in RFC3280. Using this parameter requires Perl Net : : SSLeay 1.37 module or later. This
parameter may be used for additional certificate validity checks, for example, with RadSec.

When multiple TLS_PolicyOID parameters are configured, the peer certificate needs to match only one of the
configured OIDs, not all of them.

# Require just one policy
TLS PolicyO D 1.3.6.1.4.1.9048. 33.2

3.11.22. TLS _ExpectedPeerName

When a TLS peer presents a certificate, this optional parameter specifies aregular expression pattern that is
required to match the Subject in the peer certificate.

The default value for servers, such as ServerRADSEC, is. + which means to accept any Subject.

Different configuration clauses have different defaults for certificate validation. See the documentation of the
specific configuration clause, such as <Aut hBy RADSEC>, for the details.

Hereisan example of using TLS_Expect edPeer Nane:

# Accept certificates with CN ending in .xyz.com
TLS Expect edPeer Name CN=. *\ . xyz\.com

3.11.23. TLS_SubjectAltNameURI

When aTLS peer presents a client certificate, this optional parameter specifies aregular expression pattern that
must match against at least one subj ect Al t Name of type URI in the peer certificate.

Thereis no default value and no subj ect Al t Name checks are done.

Different configuration clauses have different defaults for certificate validation. See the documentation of the
specific configuration clause, such as <Aut hBy RADSEC>, for the details.

Hereisan example of using TLS_Subj ect Al t NameUR! :

# Accept certificates that have a subjectAl tNane type URl that
# ends in open.com au:
TLS_Subj ect Al t NameURI . *open. com au

3.11.24. TLS_SubjectAltNameDNS

This optional parameter isused only by TLS clients. When a TLS server presents a certificate, this defines an
FQDN that matches against asubj ect Al t NamreDNS of type DNSin that certificate. Currently, thisis not a
regular expression but this is subject to change.

By default, the TLS client checksif the server certificate containsasubj ect Al t Nanme extension of type
IPADDR or DNS that matches the Host name used to connect to the server. When subj ect Al t NameDNS
is configured, type DNS values are checked against the value configured with subj ect Al t NameDNS. This
parameter has no default value.
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Hereisan example of using TLS_Subj ect Al t NameDNS:

# Host is set to an | P address so we set the expected nane here
TLS Subj ect Al t NaneDNS t est. server. open. com au

3.11.25. TLS_CertificateFingerprint

Y ou can require that the peer matches one of a specified set of signatures with

TLS CertificateFingerprint.WhenaTLS peer presents a certificate, this optional parameter specifies
one or more fingerprints, one of which must match the fingerprint of the peer certificate. The format is

al gorithm fingerprint.No fingerprint checks are done by default. Using this parameter requires
Net::SSLeay 1.37 or later.

Hereisan example of using TLS_Certi fi cat eFi ngerprint:

TLS CertificateFingerprint \

sha- 1: 8E: 94: 50: OE: 2F: D6: DE: 16: 1D: 84: 76: FE: 2F: 14: 33: 2D: AC. 57: 04: FF
TLS CertificateFingerprint \

sha- 1: E1: 2D: 53: 2B: 7C. 6B: 8A: 29: A2: 76: C8: 64: 36: 0B: 08: 4B: 7A: F1: 9E: 9D
TLS CertificateFingerprint \

sha- 256: EC. 14: 77: FA: 33: AD: 2C: 20: FF: D2: C8: 1C: 46: 31: 73: 04: 28: 9E: ED: \

12: D7: 8E: 79: AO: 24: CO: DE: 0B: 88: A9: DB: 3C

TLS CertificateFingerprint nmd5: 2A: 2D: F1: 44: 40: 81: 22: D4: 60: 6D: 9A: BO: F4: BF: DD: 24

3.11.26. TLS_CertificateVerifyHook

This optional parameter specifies a Perl function that will be called for a custom verification of the peer
certificate. It is passed the certificate, and various other details, and returns O for verification success, a new
verification result code or < O for afailure, or an undefined value to continue Radiator builtin certificate
verification.

Note

This parameter is currently available only for servers such as Ser ver RADSEC.

The function is passed the following arguments:
* $_[ 0] : $host name, for servers, such as Ser ver RADSEC, the peer's | P address

* $ [1]:$x509_store_ct x, the OpenSSL store context (you can pass thisto
Net::SSLeay:: X509 STORE_CTX_get_current_cert)

* $_[2]:$cert, the current certificate, result of
Net::SSLeay::X509_STORE_CTX_get_current_cert($x509_store ctx)

* $_[ 3] : $subj ect _name, the certificates subject name, result of
Net::SSLeay:: X509 get subject_name($cert)

e $_[ 4] : $subj ect, the certificate subject, result of Net::SSLeay:: X509 NAME_oneling($subject_name)

* $_[5]: $obj ect, the Stream object created for this connection

<Ser ver RADSEC>

# Accept imediately all certificates with O=' OSC Denp Certificates’
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TLS CertificateVerifyHook sub { ny $subject = $_[4]; \
my ($org) = $subject =~ /O=([MN\/]*)/; \
return unless $org eq ' OSC Denp Certificates'; return 0; }

</ Ser ver RADSEC>

3.11.27. TLS_ CertificateVerifyFailedHook

This optional parameter specifies a Perl function that will be called if verifying the peer certificate fails. Itis
passed the certificate (if present), and various other details.

The peer certificate $cer t is not always present. An example of such caseisapolicy OID mismatch .

Note

This parameter is currently available only for servers such as Ser ver RADSEC.

TLS CertificateVerifyFail edHook ispassed the following arguments:
*$ [0]: $verify_error
Thisisthe OpenSSL store context verification code.
e $ [1]: $x509_store_ctx
Thisisthe OpenSSSL store context.
e $[2]: S$cert
Thisisthe current certificate. May be undefined.
* $ [3]: $subject_nane
Thisisthe certificate's subject name. Undefined when $cer t is undefined.
* $_[4]: $subject
Thisisthe certificate subject. Undefined when $cer t is undefined.
*$ [5]: $object
Thisisthe Stream object created for this connection.

TLS CertificateVerifyFail edHook must return asingle value. Thisvalueis used as an OpenSSL error
code to set the verify result code as follows:

» >0: Non-zero error code
Thisisanew verification result code.
0
This changes verification failure to verification success.
¢ <0
The verification process isimmediately stopped with "verification failed" state.
* Undefined
Thisis handled as an OpenSSL error X509_V_ERR_APPLI CATI ON_VERI FI CATI ON.

Here are examples of using TLS Certi fi cat eVeri f yFai | edHook.
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<Ser ver RADSEC>

# Accept all certificates
# TLS CertificateVerifyFail edHook sub { return 0; }

# Al low expired certificates: 10 is X509_V_ERR CERT_HAS EXPI RED
TLS CertificateVerifyFail edHook sub { \
if ($_[0] == 10) { return O; } else { return $_[0]; } }

</ Ser ver RADSEC>

Note
This parameter may cause security issuesif not used properly. Use it only in special cases.

3.11.28. TLS_SRVName

TLS_SRVNare isintended for use by <Aut hBy RADSEC> and <Aut hBy DNSROAM- to specify a DNS

SRV Name that is matched against possible SubjectAltName:SRV extensionsin the peer certificate. If
TLS_SRVNane is specified and the peer certificate contains SubjectAltName:SRV extensions, none of which
match TLS_SRVNane, the certificate is not accepted.

Format is_servi ce. _transport. name (thisisthe same format SRV names appear in DNS records). Only
service and name are matched.

TLS SRVNane _radsec. _tcp. exanpl e.com

3.11.29. TLS UseCADefaultLocations

Thisis aflag parameter. When set, the default locations are used for loading CA certificates. Thisis not set by
default.

The default CA certificate directory iscer t s/ inthe default OpenSSL directory. Use SSL_CERT_DI R
environment variable to override the default location. The default CA certificate fileiscert . pmin the default
OpenSSL directory. Use SSL_CERT_FI LE environment variable to override the default file name.

3.11.30. TLS_CAPartialChain

Thisisaflag parameter. When set, only a partial CA certificate chain is required to validate TL S peer
certificates. This functionality is required when restricting valid CA certificates to only a subset of CA
hierarchy. Thisis not set by default.

3.11.31. TLS_NoClientCert

Thisisaflag parameter. When set, it turns off any client certificate checks and disables loading of any CA
certificates for client certificate verification. This alows you to simplify configuration when client certificates
are not requested with TLS_Requi red i ent Cert.

3.11.32. TLS_OCSPCheck

This flag definesif Online Certificate Status must be checked for revoked certificates. Using this parameter
requires LWP: : User Agent and HTTP: : Request Perl modules.

Here are the requirements for using OCSP parameters:
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» OpenSSL 1.0.0 or later
» Net::SSLeay 1.59 or later. Net::SSLeay 1.82 or later is recommended.

If youuse TLS_OCSPSt apl i ng, Net::SSLeay 1.82 or later is required.

3.11.33. TLS_OCSPStapling

This flag specifies that Online Certificate Status of our own certificate must be checked and returned to the
peer as OCSP staple when running as a server. When running as a client, it requests OCSP staple. Using this
parameter requires LWp: : User Agent and HTTP: : Request Perl modules.

Using TLS_OCSPSt apl i ng does not require that TSL_OCSPCheck is set, but the same requirements apply
when you use only TLS_OCSPSt apl i ng. Seethe requirementslist in Section 3.11.32. TLS OCSPCheck on

page 89.

3.11.34. TLS_OCSPURI

This string defines OCSP URI that is used for all OCSP queries.

3.11.35. TLS_OCSPFailureBackoffTime

If the OCSP query fails, the query is not sent again to the failed OCSP URI. Thisinteger defines the time for
how long the failed OCSP URI is not contacted. The unit is seconds.

3.11.36. TLS_OCSPStrict

This optional flag parameter definesif Online Certificate Status must be checked successfully, otherwise the
peer certificate is rejected.

When TLS_OCSPSt ri ct is set, the certificate check must be successful in all phases. Here are some examples
when the certificate check failsif TLS_OCSPStri ct isset:

* TLS_OCSPURI isnot set and the certificate does not have OCSP URI.
* OCSP responder is not responding.
» OCSP responder cannot be reached.

3.11.37. TLS_OCSPCacheTime

Thisinteger defines the time for how long OCSP replies are saved in the cache. The unit is seconds. The default
valueis 1200, that is 20 minutes.

3.11.38. TLS_OCSPCacheSize

Thisinteger defines the maximum number of OCSP cache entries. The default valueis 1000.

3.11.39. TLS_KeylogFilename

Sets the name of file Radiator uses for logging TLS key material. TLS key log allows fully decrypting EAP and
Stream SSL/TL S sessions, including those that have forward security enabled. TL S keylog should only be used
for debugging to avoid security issues.

Thekeylog fileiswritten in NSS Key Log Format, also known as SSLKEY LOGFILE. Toals, such as
Wireshark, can read thisfile and fully decrypt TLS, including TL S sessions that have forward security enabled.

# Enabl e when debuggi ng, renmpove when in production
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TLS Keyl ogFi | enane %./r adsec- keyl og

DANGER
Keylog should only be used for debugging to avoid security issues.

3.11.40. TLS TraceState

TLS_TraceSt at e isaflag parameter that turns on TLS state tracing for TL S-based Stream modules, such as
AuthBy RADSEC, ServerRADSEC and HTTP Client. This may be useful for additional debugging of TLS
handshake processing. TLS _Tr aceSt at e isnot set by defaullt.

Radiator 4.27 with Net : : SSLeay 1.92 and later automatically enables TL S handshake message logging when
log level is set to DEBUG or higher with Trace on page 136 or PacketTrace on page 104 parameter. When

TLS message logging is enabled, TLS state tracing can also be enabled by setting TLS_Tr aceSt at e. TLS state
and messaging logging contain similar information and in most cases it's not useful have them both enabled.

Hereisan example of using TLS_Tr aceSt at e:

# Turn on TLS state tracing for this Server RADSEC
TLS TraceState

3.11.41. UseTLS

This optional parameter forces the use of TLS for a configuration clause. When this parameter is enabled, the
TLS_* parameters are available for use. For compliance with RFC 6614, it is enabled by default for RadSec
clauses and <Aut hBy DNSROAM>.

CAUTION

This option is obsolete. UseTLS enables TLSv1 only. For more information about the current preferred
method of setting up TLS versions and parameters, see Section 3.11.1. TLS_Protocols on page 80
and Section 3.11.9. TLS Ciphers on page 82.

Hereisan example of using UseTLS:

UseTLS

3.11.42. UseSSL

This optional parameter forces the use of SSLv3, TLSv1.1, or TLSv1.2 for the configuration clause. The
availability of TLS versions depends on if the TLS library supports them. When this parameter is enabled, the
TLS_* parameters become available for use.

CAUTION
UseSSL is obsolete and use of SSLv3 is strongly discouraged. For more information about the current

preferred methods of setting up TL S versions and parameters, see Section 3.11.1. TLS Protocols on
page 80 and Section 3.11.9. TLS_Ciphers on page 82.
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Hereisan example of using UseSSL:

UseSSL

3.11.43. TLS_SessionResumption

Thisisaflag that allows you to enable or disable support for TLS session resumption.

CAUTION
This parameter is obsolete. TLS Session resumption is not currently supported for the stream modules.

3.11.44. TLS_SessionResumptionLimit

Thisisan integer that specifies the limit how long (in seconds) after theinitial session that a TLS session can be
resumed.

CAUTION

This parameter is obsolete. TLS Session resumption is not currently supported for the stream modules.

3.12. HTTP client configuration

Radiator's HTTP client support isimplemented by Radi us: : HTTPC i ent module. It provides common
configuration to specify HTTP backend servers, HTTP request methods, content encoding, TLS parameters
and failure behaviour. HT TP connection establishment and response processing are done asynchronously. This
allows non-blocking communication even with slow backends. Radi us: : HTTPC i ent module is built on top
of Radiator Stream module and provides configuration similar to other stream configuration clauses such as
RadSec.

The following configuration clauses utilise Radi us: : HTTPCl i ent :
» <AuthBy REST> on page 277
* EAP-SIM, EAP-AKA and EAP-AKA' authentication clauses in Radiator SIM Pack.

All HTTP: : i ent configuration clauses support stream TL S parameters on page 79.

3.12.1. URL

This string parameter specifiesan URL for aHTTP backend service. HTTPS is supported. Multiple URL
parameters are supported. At least one URL must be defined. Optional comma separated priority value may
follow an URL. If priority is not defined, it defaultsto 1. When URL is configured to use ht t ps scheme, TLS
client parameters must be configured. For more information, see Section 3.11. TL S configuration on page

79

# Service is reachable fromtwo | ocal ports
URL http://127.0.0. 1: 8888/ radi us
URL http://127.0.0.1:8889/radius

# Use port 443 and non-default priority
URL https://api.exanple.conmradius, 2
URL https://api.exanple.net/radius, 3
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Radiator's special formatting characters, see Section 3.3. Special formatters on page 21, in URL are
processed only when For mat URL is set. The supported formatters are documented for each clause that uses
HTTP client parameters. See Aut hBy REST on page 277 for an example.

3.12.2. FormatURL

Thisisan optional flag parameter. When this parameter is set, Radiator special character formatting isfirst
applied to the current URL . The available formatters depend on the clause, see Aut hBy REST on page 277
for an example.

3.12.3. RequestMethod

This string parameter defines the HTTP method to use. One of GET, DELETE, POST, PUT or PATCH. Defaults to
CGET.

# The service we use requires POST
Request Met hod POST

3.12.4. RequestContentType

This string parameter defines the Content-Type HTTP header value for POST, PUT and PATCH request methods.
One of:

e application/json

e application/ x-ww+fornmurl encoded
e text/plain

e application/text

e application/plain

If set to empty or to one of text or plain types, smple keywor d=val ue encoding without escaping is used.
Defaultsto appl i cat i on/ x- www f or m ur | encoded

# The service we use requires POSTs in JSON for mat
Request Cont ent Type application/json

3.12.5. RequestHeader

This string parameter defines an optional HTTP header fields to add to request. Y ou can define one or more
Request Header parameters. Format is header name, with an optional "', followed by space and the header
value. Defaults to not set.

# Add our custom HTTP header
Request Header User - Agent Radi ator/4.xx Aut hBy REST

3.12.6. HTTP_AuthenticationScheme

This optional string parameter defines the HTTP authentication scheme to use. Supported values
is: Basi c. Defaults to not set. When HTTP_AuthenticationHook on page 94 is configured,
HTTP_Aut hent i cat i onSchene isignored.

# APl access requires HITP authentication
HTTP_Aut henti cati onSchene Basi c
HTTP_User nane ni kem
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HTTP_Password fred

3.12.7. HTTP_AuthenticationHook

This optional parameter defines a Perl hook for API authentication. Defaults to not set. When
HTTP_Aut hent i cat i onHook isconfigured, HTTP_Aut hent i cat i onSchene isignored. The hook is passed
the following arguments:

» Referenceto the current Radi us: : HTTPO i ent derived clause
» Referenceto aninstance of HTTP: : Request class representing the API request being currently built

Thefirst parameter provides access to the configuration parameters, such as username and password shown in
this example.

# APl access requires HITP authentication

HTTP_Aut hent i cati onHook fil e: "% htt p-aut h- hook. pl "
HTTP_User name ni kem

HTTP_Password fred

3.12.8. HTTP_Username

This optional string parameter defines username for HT TP authentication when
HTTP_Aut hent i cat i onSchene is configured. This parameter may also be accessed by hook configured with
HTTP_Aut hent i cat i onHook. See HTTP_Aut hent i cat i onScheme on page 93 for an example.

3.12.9. HTTP_Password

This optional string parameter defines password for HTTP authentication when
HTTP_Aut hent i cat i onSchene is configured. This parameter may also be accessed by hook configured with
HTTP_Aut hent i cat i onHook. See HTTP_Aut hent i cat i onScheme on page 93 for an example.

3.12.10. HTTP_Version

This optional string parameter defines the HTTP version to use. Supported valuesare:; 1. 0 and 1. 1. Defaultsto
1.1.

# APl access requires HTTP/ 1.0
HTTP_Version 1.0

3.12.11. NoreplyTimeout

This optional integer parameter defines time in seconds to wait for response. Defaults to 2 seconds. This
example shows all customised failure related parameters.

# Tine rel ated val ues are in seconds.
Nor epl yTi meout 5

Fai | ureBackof f Ti me 60

MaxFai | edRequests 3

MaxFai | edG aceTi ne 10

3.12.12. FailureBackoffTime

This optional parameter sets the backoff time in seconds for failed backends. During the backoff time the
backend is not used. Backend is considered failed after MaxFai | edRequest s on page 95 consecutive
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failures. Backend failure occurs when a backend does not respond or HT TP response status code indicates a
failure. Defaults to not set. See Nor epl yTi neout on page 94 for an example.

3.12.13. MaxFailedRequests

This optional parameter sets the number of consecutive failures before Fai | ur eBackof f Ti me istriggered.
Defaults to not set. See Nor epl yTi neout on page 94 for an example.

3.12.14. MaxFailedGraceTime

MaxFai | edGraceTi me specifesthe time period (in seconds) over which MaxFai | edRequest s failureswill

cause the backend to be be assumed to be failed. Defaults to not set. The default value letsthe HTTP client to
choose a reasonable value which istypically very large. Very short values require a high number of failuresto
set target host as failed. This value should only be changed in special cases.

3.12.15. Connections

Thisinteger parameter setstheinitial number of connections per a backend URL. Defaults to 10.

# Backend allows only a small nunber of connections
Connections 1
MaxConnecti ons 10

3.12.16. MaxConnections

Thisinteger parameter sets the maximum number of connections per a backend URL. Defaultsto 100. See
Connect i ons on page 95 for an example.

3.12.17. ReconnectTimeout

This optional parameter specifies the number of seconds to wait before attempting to reconnect a failed, dropped
or disconnected connection. It also specifies the timeout for the initial connect.

3.12.18. ConnectOnDemand

This optional flag parameter tells Radiator not to connect to the server as soon as possible, but to wait until a
message must be sent to that server. After the connection has been established and message has been delivered,
the connection remains as long as possible. If the connection islost for any reason, it is only re-established when
and if there is another message to be sent.

3.12.19. MapResponseHook

This optional parameter defines a Perl hook for pre-processing HTTP server responses. Defaultsto not set. The
hook is passed the following arguments:

 Reference to a hash with server response and response related information

MapResponseHook has full access to a complete server response. This allows the hook to do any local
modifications that are needed.

# Do sone pre-processing before passing response to upper |ayers.
MapResponseHook file: "% htt p-map-response- hook. pl "

Here's an example of how to update a decoded JSON array response to a format described by Aut hBy REST on
page 277.
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# Replace an array reference with the array's first nenber

# Received JSON: [ { "al": 1}, { "b2": 2 }]

# Aut hBy REST needs just the first object, the one with key "al"

<Aut hBy REST>
# Paraneters, |location within AuthBy does not natter
MapResponseHook sub { $ [0]->{server_response} = $ _[0]->{server_response}->[0]; }
# More paraneters

</ Aut hBy>

3.12.20. LocalAddress and LocalPort

These parameters control the address and optionally the port number used for the client source port, athough
thisisusually not necessary. Local Port isastring, it can be a port number or name. It binds the local port if
Local Addr ess isdefined. If Local Port isnot specified or if it isset to 0, aport number is alocated in the
usua way.

When SCTP multihoming is supported, multiple comma separated addresses can be configured. All addresses
defined with Local Addr ess must be either IPv4 or |Pv6 addresses.

Local Addr ess 203. 63. 154. 29
Local Port 12345

3.12.21. MaxBufferSize

This optional advanced parameter specifies the maximum number of octets that are output and input buffered by
Radiator's Stream modules. This advanced parameter usually does not need adjusting.

3.12.22. Debug

This optional flag parameter enables debug logging of both HTTP requests and responses. Debug logging is
donewith Tr ace level 5 EXTRA_DEBUG. The example below shows how to enable HTTP request and response
logging with Tr ace level 5.

# Enabl e gl obal extra debuggi ng
Trace 5

# AuthBy REST is a HITP::dient
<Aut hBy REST>

Debug

# Other paranters
</ Aut hBy>

3.13. Gossip configuration

This section lists the parameters that are common to all Gossip modules.

3.13.1. Identifier

All Gossip backends, such as GossipRedis and GossipUDP, must be configured with Identifier. Identifier will
be required in later rel eases to reference the chosen Gossip instance.

# Modul es that require GossipRedis can refer to us with this Identifier
Identifier gossip-redis
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3.13.2. Debug

Debug configuration parameter is available for all Gossip implementations. This optional flag enables
debugging within the Radius.:Gossip and its derived modules. It enables the logging of the details of all
messages sent and received when Traceis set to 4 or higher. Thisis not set by default.

Requires Perl Data::Printer module.

# See all nessage details.
Debug

3.13.3. Secret

Secr et isan optional parameter that enables encryption and decryption of Gossip messages. Secr et does
not store the key in an encrypted format and using Encr ypt edSecr et is preferred. For more information, see
Section 3.13.4. EncryptedSecret on page 97.

Theformat isn, val ue where:

* niskey index. Thevalid valuesare from 1 and 65535. The key index cannot be 0, it is areserved value
and an error islogged if 0 isused.

* val ue isthe key

Using Secr et requires the following Perl modules:
* Crypt::GCM
 Crypt::Rijndael

CAUTION
If none of the Secr et parameters can be successfully parsed, Gossip does not work and logs an error.

Hereisan example of using Secr et :

<CGossi pUDP>
# Secret al so works with Gossi pRED S cl ause
Secret 1,fredl
Secret 2,fred2
Secret 3,fred3
</ Gossi pUbP>

3.13.4. EncryptedSecret

Encr ypt edSecr et isan optional parameter that enables encryption and decryption of Gossip messages.
Encrypt edSecr et storesthe key in an encrypted format and thusit is preferable to useit instead of Secr et .

Theformat isn, { met hod} encr ypt ed- val ue where:

* niskey index. Thevalid values are from 1 and 65535. The key index cannot be 0, it is areserved value
and an error islogged if 0 is used.

» met hod is the encryption method. Currently, there is one supported method, r cr ypt
» encrypt ed- val ue isthe key encrypted with the encryption method

Using Encr ypt edSecr et requires the following Perl modules:
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* Crypt::GCM
* Crypt::Rijndael

CAUTION

If none of the Encr ypt edSecr et parameters can be successfully parsed and decrypted, Gossip does not
work and logs an error.

Here isan example of using Encr ypt edSecret :

<Cossi pUDP>
# EncryptedSecret al so works with Gossi pREDI S cl ause
Encrypt edSecret 1,{rcrypt}Q JXcK4bl ABsJERMzD2R0/ Gx
Encrypt edSecret 2, {rcrypt} GyqzZa52CYTRws FqYQvsHNWhc
Encrypt edSecret 3,{rcrypt}l 1vl knoweFgLJyg5/ pM OOv2
</ Gossi pUbP>

3.14. <Client XXXXxXxX>

The beginning of a Client clause. The clause continues until </Client>is seen on aline. A Client clause
specifiesa RADIUS client that this server will listen to. Requests received from any client not named in a Client
clause in the configuration file will be silently ignored. The DEFAULT client (if defined) will handle requests
from clients that are not defined elsewhere.

Y ou must have a Client clause for every RADIUS client which your server is expected to serve, or else a
DEFAULT Client. In each Client clause replace the xxxxxx with either the DNS name or the | P address of the
host machine where the RADIUS client is running, or with MAC: and the MAC address of the client. IPv4 and
I Pv6 addresses are supported. |Pv6 addresses can only be received if an |Pv6 BindAddress has been specified
(See Section 3.7.9. BindAddress on page 32). |Pv4 and |Pv6 CIDR address notation is permitted.

DNS names are resolved only once when the client instance is created during the configuration. MAC address of
the client islooked up from Called-Station-Id RADIUS attribute.

Client clauses are also used by TACACS+. For more information, see Section 3.119. <ServerTACACSPLUS>
on page 394.

If an incoming request is capable of matching multiple Client clauses, the clauseis chosen as follows:

If multiple Client clauses have an exact |P match (same | P address or hostname resolving to the same IP
address), the last one listed in the configuration is chosen. The same applies between multiple clauses with
the same CIDR value: the last one listed in the configuration is chosen.

» Exact match is chosen over CIDR match

* Longer prefix CIDR match is chosen over shorter prefix CIDR match

CIDR match is chosen over MAC match
MAC match is chosen over DEFAULT

Tip
IPv6 addresses are not required to be prefixed with ‘ipv6:” with Radiator 4.13 or later.
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In the following example, the radius server will only respond to requests received from either
oscar.open.com.au or from 1Pv4 address 203.63.154.7 or |Pv4 network 203.10.1.0/24 or from 1Pv6 address
2001:db8:100:f101:0:0:0:1 or from IPv6 network 2001:db8:100::/64 and each client has a different shared
secret. MAC match and DEFAULT client are commented out and thus not used.

Note

For more information about addresses starting with : : f f f f , see Section 3.7.10. BindV60nly on page
33.

<Cli ent oscar.open.com au>
Secret XGlgFty566
</dient>
<Client 203.63.154.7>
# An | Pv4 client
Secret kj 1f gkj 77878&
</dient>
<Client 203.10.1.0/24>
# An | Pv4 class C address group
Secret |jdfhjlsd
</dient>
<Client ::ffff:203.10.1.0/120>
# See the note above
Secret |jdfhjlsd
</dient>
<Client 2001: db8:100:f101:0:0: 0: 1>
# An | Pv6 client
Secret pqgr
</dient>
<Client 2001: db8:100::/64>
# An | Pv6 /64 sized network
Secret pqgr
</dient>

#<d i ent MAC: 2a- 1f - 09- 5a- 25- 2a>

# # Client identified by its MAC address
# Secret gshgs
#</d i ent >

## Handle all other clients with this secret
#<C i ent DEFAULT>

# Secret xyzzy

#</C i ent >

Each Client clause can have a number of different parameters set, as described below.

Tip
If you are using an SQL database, you can list your clientsin aRADCLIENTLIST table and use
<ClientListSQL>. For more information, see Section 3.16. <ClientListSQL> on page 117 instead of
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listing them in your config file. This may be convenient, especialy if you are using RAdmin to manage
your RADIUS system.

3.14.1. Secret

This defines the shared secret that is used to encrypt and decrypt User - Passwor d and some other less
frequently used attributes. Shared secret is also used for RADIUS message integrity checking with the exception
of Access-Request messages. Y ou must define a shared secret for each Client, and it must match the secret
configured into the client RADIUS software. There is no default. The secret can be any number of ASCII
characters. Any ASCII character except newline is permitted, but it might be easier if you restrict yourself to the
printable characters. For areasonable level of security, the secret should be at least 16 characters, and a mixture
of upper and lower case, digits and punctuation. Y ou should not use just a single recognisable word.

# This better agree with the client at
# 10.20.30.40 or we won't understand then
<Client 10.20.30.40>
Secret 66+60baFGKnNRNs- R
</dient>

3.14.2. EncryptedSecret

This defines the shared secret that is used with messages exchanged with this client. Y ou must define a
shared secret for each Client, and it must match the secret configured into the client RADIUS software.
Encrypt edSecr et isin encrypted format and is preferred over Secr et . See Section 3.14.1. Secret on page
100 for more about RADIUS shared secrets.

EncryptedSecret is currently experimental and will be documented later.

# This better agree with the client at
# 10. 20.30.41 or we won't understand them
<Client 10.20.30.41>
Encrypt edSecret {rcrypt}1F67Kx6WKHKHpCQuRZHSal JdI
</dient>

3.14.3. DynAuthSecret

This defines the shared secret that is used to encrypt RADIUS dynamic authorisation requests that are sent to
this client. The default is the client's Secr et .

# 10. 20. 30. 40 has separate secret for dynauth requests
<Cient 10.20.30.40>

Secret 66+60baFGKNRNs- R

DynAut hSecret 7e4+674. 4a614Alb
</dient>

3.14.4. EncryptedDynAuthSecret

This defines the shared secret that is used to encrypt RADIUS dynamic authorisation requests which are sent to
this client. Encr ypt edDynAut hSecr et isin encrypted format and is preferred over DynAut hSecr et .

EncryptedDynAuthSecret is currently experimental and will be documented later.

# 10. 20. 30. 41 has separate secret for dynauth requests
<Client 10.20.30.41>
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Encrypt edSecret {rcrypt}1F67Kx6WKHKHpQuRZHSal JdlI
Encr ypt edDynAut hSecret {rcrypt}oVYMAW / UUYPj 4zbo3l 95| Kk
</Cient>

3.14.5. TACACSPLUSKey

Thisisaper-client TACACSPLUS key which is used asthe TACACS+ key if thereis no Key defined
in the Server TACACSPLUS clause. Do not use this with RADIUS requests. For more information,see
Section 3.119.1. Key on page 397.

3.14.6. EncryptedTACACSPLUSKey

Thisisaper-client TACACSPLUS key which is used as the TACACS+ key. EncryptedTACACSPLUSK ey is
in encrypted format and is preferred over TACACSPLUSKey. Do not use it with RADIUS requests. For more
information, see Section 3.119.1. Key on page 397.

EncryptedTACACSPLUSKey is currently experimental and will be fully documented later.

3.14.7. DefaultRealm

This optional parameter can be used to specify a default realm to use for requests that have a User-Name that
does not include arealm. The realm can then be used to trigger a specific <Realm> or <Handler> clause. Thisis
useful if you operate a number of NASs for different customer groups and where some or al of your customers
log in without specifying arealm.

# Realmess logins to this NAS will be treated
# as if they are for real mopen.com au
<Cli ent accl.open.com au>
Secr et
Def aul t Real m open. com au
</dient>
<Real m open. com au>

Tip
Under some circumstances, some NASs send requests with no User-Name (usually for administrative
reports). In that case, DefaultRealm will not add a realm to the User-Name, nor create a User-Name.

3.14.8. Duplnterval

If more than one RADIUS request is received with the same source and destination | P address, source port,
RADIUS authenticator and RADIUS Identifier within Duplnterval seconds, the 2nd and subsequent requests
are deemed to be duplicates or retransmissions. If the earlier request has already been replied to, then that reply
will be resent back to the NAS. Otherwise the duplicate request will be dropped. A vaue of 0 means duplicates
and retransmissions are always accepted, which might not be very wise, except during testing. RFC 5080
recommends a value between 5 and 30 seconds. Default is 10 seconds, which will detect and ignore duplicates
due to multiple transmission paths and common retransmission intervals. In general you should never need to
worry about or set this parameter. Ignore it and accept the default.

# brian.open.comau is being tested
<Client brian.open.com au>
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Secret 6660baFGKNRNs666
Dupl nterval 0
</dient>

3.14.9. RewriteUsername

Thisisan optional parameter. It enables you to alter the username in authentication and accounting requests. For
more details and examples, see Section 8. Rewriting user names on page 472.

3.14.10. IdenticalClients

This optional parameter specifiesalist of other clients that have an identical setup. Y ou can use this parameter
to avoid having to create separate Client clauses for lots of otherwiseidentical clients. The valueisalist of
client names or addresses, separated by white space or comma. Each client may be specified as an |P address
(IPv4 or IPv6), aMAC addressin the form MAC:aa-bb-cc-dd-ee-ff, or an IPv4 or IPv6 CIDR addressin the
form nn.nn.nn/nn. Y ou can have any number of IdenticalClientslines.

Tip
When you use the Client-1d check item, it matches against the name or address in the <Client xxxxxx>
line, but not against any of the values listed in Identical Clients.

IdenticalCients 10.1.1.1 10.1.1.2 nas. nydomai n. com
IdenticalCients 10.1.1.7 10.1.1.8 10.1.1.9

Identical ients 203.63.154.1 | ocal host

Identical dients MAC: 11-22- 33-44-55-66

I dentical dients 203.10.1.0/24 220.10.0.0/16

Identical Cients 2001: db8: 22: 1::/64 2001: db8: 22: 2::/ 64

3.14.11. PreHandlerHook

This optional parameter alows you to define a Perl function that is called during packet processing. It can be
configured within several types of clauses for which its functionality is dightly different:

 Client clause

Pr eHandl er Hook iscalled for each request after per-Client user name rewriting and duplicate rejection,
and before the request is passed to a Realm or Handler clause.

* AuthBy clause
The functionality depends on the used EAP authentication type:
— PEAP, EAP-TTLS, EAP-FAST

Pr eHandl er Hook specifies a Perl hook to be called before the inner request is re-dispatched to a
matching Realm or Handler.

— LEAP

If EAP_LEAP_MSCHAP_Convert flagis set, PreHand! er Hook specifies aPerl hook to be called
before the converted request is re-dispatched to a matching Realm or Handler.

— EAP-MSCHAPv2

If EAP_PEAP_MBSCHAP_Convert flagis set, PreHandl er Hook specifies a Perl hook to be called
before the converted request is re-dispatched to a matching Realm or Handler.
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— EAP-GTC

If EAP_GTC_PAP_Convert flagisset, PreHandl er Hook specifies a Perl hook to be called before the
converted request is re-dispatched to a matching Realm or Handler.

* AuthBy DYNAUTH clause

Pr eHandl er Hook iscalled for each request created by the clause before the request is passed to aReam
or Handler clause.

» ServerRADSEC clause

Pr eHand! er Hook iscalled for each request after global and per-ServerRADSEC user name rewriting and
before the request is passed to a Realm or Handler clause.

* ServerDIAMETER clause

Pr eHandl er Hook iscalled for each request received by ServerDIAMETER before the request is passed to
aRealm or Handler clause.

* Server TACACSPLUS clause

Pr eHandl er Hook iscalled for each request before it is passed to a Realm or Handler clause. If aClient is
found for the request, Client's Pr ehandl er Hook is run before ServerTACASPLUS's Pr eHandl er Hook.
Global and per-Client user name rewriting and other processing is done before the hooks are run.

A reference to the request is passed as the only argument.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code are reported
to thelog file at start-up time. Runtime errorsin your hook are al so reported to the log file when your hook
executes. Multiline hooks with trailing backslashes (\) are parsed by Radiator into one long line. Therefore, do
not use trailing comments in your hook.

Pr eHandl er Hook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current request or many other things. Here is an example of using
Pr eHandl er Hook:

# Fake a new attribute into the request
PreHandl er Hook sub { ${$ [0]}->add attr('test-attr', \
"test-value');}

3.14.12. StatusServer

Normally, when a Status-Server request is received, Radiator replies with some statistics including the total
number of requests handled, the current request rate and so on. Y ou can control Status-Server response by
setting St at usSer ver to one of the following values:

e of f

Status-Server requests are ignored.
* m ni mal

Reply without any attributes.
e defaul t

Reply with statistics.
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3.14.13. StatusServerShowClientDetails

Normally, when a Status-Server request is received, Radiator will reply with some statistics including

the total number of requests handled, the current request rate etc. When you set the optional
StatusServerShowClientDetails for a Client, the reply to Status-Server will also include details about that Client.
This can result in alengthy reply packet. The default is not to send the additional Client details for any Clients.

<Cient XXXXXX>
# Show stats about this client in Server-Status replies
St at usSer ver ShowCl i ent Det ai | s
Secret XXXXXX

</dient>

Tip

You can test sending Status-Server requestswith r adpwt st - noacct -noauth -trace 4 -status

3.14.14. Identifier

This optional parameter acts as alabel that can be useful for custom code in hooks. It can also be used in Client-
| dentifier matches with Handlers:

<Client 10.1.2.3>

Identifier WWW- pr oxy
Secr et nysecr et
</dient>

# W\« pr oxy
<Handl er Client-Identifier=ww:- proxy>
<Aut hBy FI LE>
Fi | enane %0/ W\ pr oxXy- user s
</ Aut hBy>
</ Handl er >

3.14.15. PacketTrace

This optional flag forces all packets that pass through this module to be logged at trace level 5 until they have
been completely processed. Thisis useful for logging packets that pass through this clause in more detail than
other clauses during testing or debugging. The packet tracing stays in effect until it passes through another
clause with Packet Tr ace set off or 0.

Packet Tr ace isavailable for the following clauses:
e Client
* Handl er
* Real m
e Aut hBy
* Server DI AVETER

* Server RADSEC
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e Server TACACSPLUS

Here is an example of using Packet Tr ace:

# Debug any packets that pass through here
Packet Trace

3.14.16. DefaultReply

Thisissimilar to Section 3.14.20. AddToReply on page 106 except it adds attributes to an Access-Accept

only if there would otherwise be no reply attributes. St ri pFr onRepl y does never remove any attributes added
by Def aul t Repl y. Valueisalist of comma separated attribute value pairs al on oneline, exactly as for any
reply item. Y ou can use any of the special % formats in the attribute values. Thereis no default.

Although this parameter can be used in any AuthBy method, it is most useful in methods like <Aut hBy UNI X>
and <Aut hBy SYSTEM>, which do not have away of specifying per-user reply items. In other AuthBy methods
you can aso very easily set up astandard set of reply itemsfor all users, yet you can still override reply itemson
aper-user basis.

# If the user had no reply itenms set sone
Def aul t Repl y Servi ce- Type=Fr aned, Fr aned- Pr ot ocol =PPP

3.14.17. StripFromReply

Strips the named attributes from Access-Accepts before replying to the originating client. Thevalueisa
comma separated list of RADIUS attribute names. StripFromReply removes attributes from the reply before
AddToReply adds any to the reply. Thereis no default. Thisisuseful, for example, with AuthBy RADIUS to
prevent downstream RADIUS servers sending attributes you do not like back to your NAS.

# Renbve dangerous attributes fromthe reply
Stri pFronRepl y Framed- | P- Net mask, Fr amed- Conpr essi on

3.14.18. AllowInReply

This optional parameter isthe complement to St ri pFr onRepl y: It specifies the only attributes that are
permitted in an Access-Accept. It isuseful, for example, to limit the attributes that are passed back to the NAS
from a proxy server. Thisway you can prevent downstream customer RADIUS servers from sending back
illegal or troublesome attributes to your NAS.

AllowlnReply does not prevent other attributes being added locally by DefaultReply, AddToReply and
AddToReplylfNotEXist.

# Only permit alimted set of reply attributes.
Al'l oM nRepl y Sessi on- Ti meout, Franed-| P- Address

3.14.19. AllowInReject

This optional parameter specifies the only attributes that are permitted in an Access-Reject. This can be useful in
Handlers with multiple AuthBys where the attributes added before arejecting AuthBy need to be stripped from
the resulting Access-Reject.

AllowInReject is not set by default and does not remove anything from Access-Rejects.

# Only permit alimted set of attributes in a reject.
Al l oM nRej ect Message- Aut henti cat or, EAP-Message
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3.14.20. AddToReply

Adds attributes to reply packets. Valueisalist of comma separated attribute value pairs all on one line, exactly
asfor any reply item. StripFromReply removes attributes from the reply before AddToReply adds any to the
reply. You can use any of the specia % formats in the attribute values. There is no default. AddToReply adds
attributes to replies to all types of request that are handled by this clause.

Although this parameter can be used in any AuthBy method, it is most useful in methods like AuthBy UNIX,
which don’'t have away of specifying per-user reply items.

# Append sone necessary attributes for our pops
AddToRepl y ci sco-avpair="i p: addr _pool =nmypool "

3.14.21. AddToReplylfNotEXxist

Thisissimilar to AddToReply, but only adds an attribute to areply if and only if it is not already present in the
reply. Therefore, it can be used to add, but not override areply attribute. Thisis contributed by Vincent Gillet
<vgi@oleane.net>.

3.14.22. NolgnoreDuplicates

This optional parameter specifies one or more RADIUS packet types where duplicates are not ignored.
NolgnoreDuplicates is acommaor space separated list of request types, such as.

» Access-Request
» Accounting-Request
o Status-Server

By default any request with an identical identifier received from the same NAS within the Duplnterval period
will beignored or the previous reply retransmitted. If the request type is specified in NolgnoreDuplicates, it will
not be ignored, irrespective of the time since reception of a previous copy.

# Al ways handl e dups of Accounting- Request packets
Nol gnor eDupl i cat es Accounti ng- Request

3.14.23. StripFromRequest

Strips the named attributes from the request before passing it to any Handlers or Realms. The valueis acomma
separated list of attribute names. StripFromRequest removes attributes from the request before AddToRequest
adds any to the request. Thereis no default.

# Renmove any NAS-I P- Address, NAS-Port attributes
Stri pFronRequest NAS- | P- Addr ess, NAS- Por t

3.14.24. AddToRequest

Adds attributes to the request before passing it to any Handlers or Realms. Vaueisalist of comma separated
attribute value pairs all on oneline, exactly asfor any reply item. StripFromRequest removes attributes from
the regquest before AddToRequest and AddToReguestI fNotEXxist adds any to the request. Y ou can use any of the
specia % formatsin the attribute values. There is no defaullt.

# Append a Filter-1D and host nane
AddToRequest Cal ling-Station-I1d=1, Logi n-1P-Host =%
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3.14.25. AddToRequestIfNotExist

Adds attributes to the request before passing it to any Handlers or Realms. Unlike AddToReqguest, an attribute
will only be added if it does not already exist in the request. Valueis alist of comma separated attribute value
pairs all on oneline, exactly asfor any reply item. StripFromRequest removes attributes from the request before
AddToRequest and AddToRequestIfNotEXxist adds any to the request. Y ou can use any of the specia % formats
in the attribute values. There is no defaullt.

# Append a Filter-1D and host nane if they are not there already
AddToRequest | f Not Exi st Cal | i ng- Stati on-1d=1, Logi n-1 P- Host =%

3.14.26. ClientHook

This hook will be called for each request after the request has been decoded but before any other per-Client
processing isdone. A reference to the current request is passed as the only argument.

3.14.27. RequireMessageAuthenticator

d i ent clause usualy checksthe value of any Message- Aut hent i cat or attribute in incoming EAP or other
requests, if thereisany Message- Aut hent i cat or present. An incorrect authenticator causes the request to be
ignored.

The optional Requi r eMessageAut hent i cat or flag causesthe Client to require a correct Message-
Aut hent i cat or attribute to be present in all incoming requests that support Message- Aut hent i cat or
attribute. Most of the request types support Message- Aut hent i cat or . Accounting-Request is an exception.

3.14.28. DynAuthPort

This defines a destination port to which RADIUS dynamic authorisation requests are sent. There is no default.
This allows modules, such as Aut hBy DYNAUTH, to provide a per request value that is not overwritten by this
parameter. When set, acommon value is 3799.

# Certain vendor may default to non-standard port
<Client 172.3.2.2>

Secret 6660baFGkMRNs666

DynAut hPort 1700
</dient>

3.14.29. UseMessageAuthenticator

This flag parameter adds a M essage-Authenticator attribute to dynauth requests sent to this Client. Disabled by
default.

# This NAS requires Message- Aut henticator for dynauth requests
<Cient 172.3.2.3>

Secret 6660baFGkNMRNs666

DynAut hPort 1700

UseMessageAut hent i cat or
</Cient>

3.14.30. VsaVendor

VsaVendor setsthe NAS vendor name for VsaTranglateln and VsaTranslateOut. The NAS vendor names
correspond to Perl modulesin Radiator's/ Radi us/ Nas/ directory. For more information about VSA
trandation, see Section 3.14.32. VVsaTranslateln on page 108.
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3.14.31. VsaType

VsaVendor setsthe NAS vendor type for VsaTranslateln and VsaTranslateOut. Each NAS vendor modulein
Radiator can have multiple types, for example, |OS and |OS XE for Cisco. For more information about V SA
tranglation, see Section 3.14.32. VVsaTranslateln on page 108.

3.14.32. VsaTranslateln

Attributes in incoming and outgoing RADIUS messages can be translated to and from internal presentations.
For example, different MAC address formats can be normalised for logging and values for reply attributes can
now be set based onthe d i ent or <Aut hBy RADI US> vendor type. The general format for VsaTr ansl at el n
and VsaTr ansl at eQut is:

VsaTransl ateln source_attr, dest_attr[, translation, strip|nostrip, extras]
e source_attr isthetrangation source attribute.
» dest _at tr definesthe name for the newly translated attribute.

* transl ati on defaultsto copy which does no modification. The available trandlation depend on the
VsaVendor and VsaType configuration parameters.

e stripornostripdefaultstonostrip for VsaTransl atel nandstri p for VsaTr ansl at eQut .
 ext r as dependson the trandation, VsaVendor and VsaType.

Full example showing VsaVenedor , VsaType, VsaTr ansl at el n, VsaTr ansl at eCQut , and the related
configuration parametersisin goodi es/ vsa-transl ate. cf g.

# Transl ate i ncomi ng MAC address to common internal format
# and copy the DNS address in a VSA
<Client 192.168. 3. 49>

Identifier juniper

Secret mysecret

# These control how the translation is done
VsaVendor Juni per
VsaType j unos

# macaddr transforns MAC addresses to and frominternal presentation
VsaTr ansl at el n Uni spher e- Pppoe- Descri pti on, OSC Mac- Address, nacaddr

# Convert internal presentation to what this client expects

VsaTr ansl| at eQut OSC- DNS- Addr ess1, Uni sphere-Pri mary-Dns
</dient>

3.14.33. VsaTranslateOut

VsaTranslateOut an optional translation of attributes sent by Radiator to RADIUS clients. See VSATranglateln
on page 108 for more information.

3.14.34. NasType

This optional parameter specifies the vendor type of this Client. It is required if you want Radiator to directly
guery the NAS to check on simultaneous sessions.

Y ou can specify the maximum number of sessions allowable for a single user with the Simultaneous-Use check
item, or for al the usersin a Realm with the MaxSessi ons parameter in <Realm> or <Handler> clauses. In
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either case, during authentication, Radiator first checks its Session Database to see if the user's session count is
exceeded. For more information, see Section 3.18. <SessionDatabase SQL > on page 121 and Section 3.20.
<SessionDatabase DBM> on page 129. Since this count can be inaccurate in the face of NAS reboots, lost
packets etc. Radiator can also double check the count by interrogating the NAS directly (you enable this by
specifying Nas Type in the Client clause).

If you specify unknown or do not specify any value at al, Radiator will never try to contact the NASto check
the user's sessions, and it will always assume that the sessions it thinks are present are correct. If you specify
i gnor e, Radiator will never try to contact the NAS to check the users sessions, and it will always assume that

there are no multiple sessions.

Tip

If Radiator detects problems or time-outs when using finger to verify simultaneous connections, it
assumes that the user is still online (i.e. it assumes that the Session Database is correct).

Tip

You can also use Nas Type as acheck item, to confirm that arequest came from a client with a specific

NasType.

The allowable values for NasType are:

Table 8. Allowable values of NasType, and their NAS query method

NasType Method used to connect to NAS

Livingston SNMP

Portslave Finger

PortslaveLinux Finger. For use with Portslave running on a Linux host,
understands Linux finger format.

PortslaveMoxa Finger, requires ctlportslave to be installed as fingerd on the
target Linux host. Supports Linux running Portslave and a
Moxa multiport.

Cisco SNMP

CiscoVPDN SNMP, detects users terminated on al2tp, pptp or 12f tunnel.

Colubris SNMP

Ascend Finger

AscendSNMP SNMP

Computone Finger

Cyclades SNMP

Hiper SNMP

NomadixSNMP SNMP

Redback SNMP

Installation and reference manual for Radiator® 109 of 522

4.28. Last revised on December 19, 2023



. Configuring Radiator

NasType Method used to connect to NAS

Shiva Finger

TotalControl pmwho

TotalControl SNMP SNMP

Bay, Bay5399SNMP, Bay8000SNMP SNMP

Bay4000SNMP SNMP

BayFinger Finger

Tigris, TigrisNew SNMP for new version of the TigrisMIB (i.e. firmware
revision 10.1.4.14 or greater)

TigrisOld SNMP for old versions of the TigrisMIB

Nortel CVX1800 SNMP

Xyplex Finger

Patton SNMP

Portmaster3 SNMP

Portmaster4 pmwho For use with Portmaster 4's running ComOS 4.1 or
|ater

Ping Verifiesalogin by ICMP pinging the Framed-1P-Address of
the dialup user. Thisis not foolproof if the IP address has been
reallocated. Requires that Radiator be run with root permissions
(on Unix).

ignore Does not contact NAS under any circumstances. Always
assumes that there are no multiple logins.

unknown The default value. Does not connect to the NAS under any
circumstances. Always assumes the Session Database is correct.

CiscoSessionM 1B SNMP, using the Session MIB available in Cisco 10S 12.2.15T
and later.

Tip

Y ou can add support for anew or custom Nas Ty pes by adding a suitably named module to the Radius/
Nas directory. Y our new module should implement the isOnline function. See the existing Radi us/
Nas/ * pmmodules for examples. If you do implement your own module, send us a copy so we may

includeit in future rel eases.

Radiator uses a number of global parameters to specify how to communicate with the NAS. See
Section 3.7.22. SnmpgetProg on page 36, Section 3.7.24. FingerProg on page 36, Section 3.7.25.
PmwhoProg on page 37, Section 3.7.26. LivingstonMIB on page 37, Section 3.7.27.
LivingstonOffs on page 37, and Section 3.7.28. LivingstonHole on page 37.

# Make Radi ator ask the NAS to confirmmultiple |ogins.

# its a Total Control box
NasType Tot al Contr ol
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3.14.35. SNMPCommunity

This optional parameter specifies the SNMP Community name to use to connect to the NAS when NasType
uses SNMP. It isignored for any other NasType. Defaults to public.

SNMPConmuni ty private

3.14.36. FramedGroup

This optional parameter acts similarly to Framed-Group reply items, but it appliesto all Access-Requests
authenticated by this clause. If FramedGroup is set and a matching FramedGroupBaseAddressis set in the
Client from where the request came, then a Framed-1P-Address reply item is automatically calculated by adding
the NASPort in the request to the FramedGroupBaseAddress specified by FramedGroup. For more information,
see Section 3.14.37. FramedGroupBaseAddress on page 111.

Note

Y ou can override the value of FramedGroup for asingle user by setting a Framed-Group reply item for
the user.

# Work out the users |IP address fromthe first
# FranmedG oupBaseAddress specified in out client
FramedG oup 0

3.14.37. FramedGroupBaseAddress

This optional parameter is used in conjunction with the Framed-Group reply attribute or the FramedGroup
AuthBy parameter to automatically generate |P addresses for userslogging in. It isignored unless the user has
a Framed-Group reply item, or unless their AuthBy clause contains a FramedGroup parameter. Y ou can have as
many FramedGroupBaseAddress items as you like.

Y ou would only need to use this mechanism if you are using a NAS that is unable to choose I P addresses from
an address pool, or if you want a more complicated address all ocation policy than your NAS can support.

When auser logsin, Radiator can automatically choose an | P address for the user and return it to the

NAS in a Framed-1P-Address reply attribute. To make this happen, you must specify one or more
FramedGroupBaseAddress itemsin each Client clause, and you must specify a Framed-Group reply item for
each user for whom you want address allocation. If the user is authenticated, Radiator will generate a Framed-

I P-Address using Framed-Group reply item and the NAS-Port in the request. The Framed-Group in a user
record selects the nth FramedGroupBaseAddress (0 based) from the Client they are logging in to, and NAS-Port
is added to the last byte (modulo 255 or FramedGroupM axPortsPerClassC) to generate a Framed-1P-Address.

Tip
Radiator also includes a much more sophisticated mechanism for allocating |P addresses from an SQL
database or DHCP. For more information, see Section 3.53. <AuthBy DY NADDRESS> on page 239.

In the example below, if the user logsin on the Client at port 5, and their Framed-Group reply itemis 1, they
will be allocated a Framed-1P-Address of 10.0.1.6 (i.e. 10.0.1.1 + 5).

In the Radiator configuration file:

<Client ..>

Installation and reference manual for Radiator® 111 of 522
4.28. Last revised on December 19, 2023



3. Configuring Radiator

# This is the base address for Franed-Goup = 0
FranedG oupBaseAddress 10.0.0.1
# This is the base address for Franed-Goup = 1
FranedG oupBaseAddress 10.0.1.1
# This is the base address for Franed-Goup = 2

FranedG oupBaseAddress 10.0.2.1
</dient>
In the usersfile for each user you want to alocate an address for:

m kem User - Password = "fred"
Franed- G oup = 1,
Fr amed- Pr ot ocol = PPP,
etc.

Alternatively, in an AuthBy clause:

<Aut hBy what ever...>
# This will cause all users authorised by this clause to get
# an address allocated fromthe block starting 10.0.1. 1,
# unl ess overridden by a user-specific Franmed- G oup
FranmedG oup 1

</ Aut hBy>

3.14.38. FramedGroupMaxPortsPerClassC

This optional parameter defines the maximum number of ports that can be mapped to a class C or class B
FramedGroupBaseAddress. The default is 255, which means that any address from O up to 255 in the 3rd or
4th octets will be permitted. It actually specifies the modulus for computing the 3rd and 4th octets of addresses
calculated from FramedGroupBaseAddress. Y ou might use this to limit the number of addresses used in each
address block, or to prevent the allocation of the last addressin a class C address block.

3.14.39. UseContentsForDuplicateDetection

This optional flag causes the Client to use an alternative duplicate detection algorithm. Normally, Client detects
duplicate requests by looking at the source | P address, source I P port, the RADIUS request authenticator and
the RADIUS request identifier of incoming requests. Requests with those identical attributes received in the last
Duplnterval seconds are deemed to be duplicates.

Note

This parameter is not needed in a ServerFarm environment when shared duplicate cache is used by the
farm workers. See Section 3.7.55. DupCache on page 43.

In a ServerFarm environment, where the server farm is being used to load balance using, say, the
EAPBALANCE module, the back end servers will receive requests (and potentially duplicate requests) from
any of the front end serversin the server farm. This can defeat the normal duplicate detection algorithm.
UseContentsForDuplicateDetection causes Client to look only at the contents of the request that would not be
altered by passing through a proxy server, allowing duplicates to be reliably detected, evenin aserver farm. The
packet contents used for duplicate detection when UseContentsForDuplicateDetection is set are:
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RADIUS authenticator

* User-Name

Cadlled-Station-1d

Calling-Station-Id

It is essential that this parameter be defined in the Client clauses of back end servers of an EAPBALANCE
Server Farm architecture, otherwise duplicate detection will not be performed correctly.

3.14.40. DynamicReply

This optional parameter specifies areply item that will be eligible for run-time variable substitution. That means
that you can use any of the % substitutions in Section 3.3. Special formatters on page 21 in that reply item.

Y ou can specify any number of DynamicReply lines, one for each reply item you want to do replacements on.
Any packet-specific replacement values will come from the Access-Accept message being constructed, and

not from the incoming Access-Request. That means that specia characters like %n will not be replaced by the
received User-Name, because User-Name isin the request, but not the reply.

In the following example, substitution is enabled for USR-IP-Input-Filter in an AuthBy clause. When a user
authenticates, the %a in the filter will be replaced by the users IP Address, which makes the filter an anti-spoof
filter.

<Aut hBy what ever >

UseAddr essHi nt
Dynani cReply USR-1P-Input-Filter
</ Aut hBy>

In the usersfile:

DEFAULT User - Password = "UN X"
Fr anmed- | P- Addr ess = 255. 255. 255. 254,
Fr aned- Routi ng = None,
Franmed- | P- Net mask = 255. 255. 255. 255,
USR- I P-Input-Filter = "1 REJECT src-addr != %;",
Servi ce- Type = Franed- User

Note

This parameter used to be called Dynani c. That nameis still recognised as a synonym for
Dynam cRepl y.

3.14.41. IgnoreAcctSignature

If you define | gnor eAcct Si gnat ur e, it prevents the server from checking the authenticator Authenticator
field in requests received from this client. Contrary to its name, it appliesto al message types and also prevents
checking the Message- Aut hent i cat or attribute. This parameter is useful because some clients do not send
Authenticators that conform to RADIUS RFCs.

By default, the server logs and ignores messages that do not have a correct Authenticator, or any messages that
do not have a correct Message- Aut hent i cat or attribute. Regardless of the setting of this parameter, the
server always sends a correctly computed Authenticator and Message- Aut hent i cat or attribute.
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CAUTION

This parameter is seldom required with current RADIUS implementations. Y ou should first check that
the shared secret between Radiator and client is correct before enabling this paramter.

If you get bad authenticator log messages and the accounting reguests are not being stored even though
authentication as such does not fail, and you have checked that the shared secrets are correct, try enabling
I gnor eAccSi gnat ur e. The bad authenticator |og message looks this:

Bad aut henticator in request from <client nane> (<nas identifier>)

If you get bad EAP Message-Authenticator |og messages and you have checked that the shared secrets are
correct, it is possible that the NAS is sending an incorrect implementation of Message-Authenticator. Try
enabling | gnor eAccSi gnat ur e. The bad EAP Message-Authenticator log message looks this:

Bad EAP Message- Aut henti cat or

Tip

Some NASs have separate secrets for authentication and accounting requests.

# brian.open.com au has a broken | egacy NAS
<Client 10.20.30.40>

Identifier brian.open.comau

Secret 6660baFGKMRNs666

| gnor eAcct Si gnat ure
</dient>

3.14.42. LivingstonOffs

Specifies the value of where the last S port is before the one or two ports specified in LivingstonHole are
skipped (usually 22 for US, 29 for Europe). This optional parameter is only used if you are using Simultaneous-
Use with aNasType of Livingston in this Client clause. Defaults to the global value of LivingstonOffs, see
Section 3.7.27. LivingstonOffs on page 37.

3.14.43. LivingstonHole

Specifies the value of the size of the hole in the port list (usually 1 for US, 2 for Europe) that occurs at
LivingstonOffs. This optional parameter is only used if you are using Simultaneous-Use with a NasType
of Livingston in this Client clause. Defaults to the global value of LivingstonOffs, see Section 3.7.28.
LivingstonHole on page 37.

3.14.44. UseOldAscendPasswords

This optional parameter tells Radiator to decode all passwords received from this Client using the old style (non
RFC compliant) method that Ascend used to use on some NASs. The symptom that might indicate a need for
this parameter isthat passwords longer than 16 characters are not decoded properly.
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3.15. <ClientListLDAP>

This optional clause alows you to specify your RADIUS and TACACS+ clientsin an LDAP database in
addition to or instead of your Radiator configuration file. When Radiator starts up and receives a SIGHUP
signal, it queries the LDAP database with the Sear chFi | t er . The results of that query are used to add details
of RADIUS Clients that Radiator responds to. One Client clause is created for each matching LDAP record
found. < i ent Li st LDAP> fetchesthe LDAP attributes specified by the Cl i ent At t r Def parameters,

and uses them to set the parametersin each Client clause. Y ou can have some client detailsin your Radiator
configuration file and somein <d i ent Li st LDAP> although this can be confusing to future administrators.

This clause supports al the common LDAP configuration parameters. For more information about the LDAP
configuration parameters, see Section 3.9. LDAP configuration on page 52.

Tip

Thereis asample LDAP schema compatible with the default behaviour of <O i ent Li st LDAP> in
goodi es/ r adi at or -1 dap. schena in your Radiator distribution. There are some example LDAP
records for this schemain goodi es/ r adi at or - | dap. | di f.

Tip
Thereis an example configuration file showing how to configure <Cl i ent Li st LDAP> in goodi es/
| dapr adi us. cf g in your Radiator distribution.

3.15.1. BaseDN

Thisisthe base DN, where searches are made. It isused in similar way as with all LDAP modules. For more
information, see Section 3.9.1. BaseDN on page 53.

Specia formatting characters are permitted.

This BaseDN use example is specifically for < i ent Li st LDAP>:

# Start |ooking here
BaseDN ou=Radi usC i ents, o=University of M chigan, c=US

3.15.2. SearchFilter

This parameter specifies the LDAP search filter that is used to find the LDAP records that contain Client

data. The default valueis (obj ect cl ass=oscRadi usC i ent ), which is compatible with the example
schema provided in goodi es/ r adi at or - | dap. schema in your Radiator distribution. Specia characters are
supported.

This example finds oscRadiusClient LDAP objects, but only the ones for a specific location. It shows how you
can use LDAP boolean expressions to select records from the LDAP database:

Sear chFil ter (&(objectclass=oscRadiusdient)(location=my_pop_1))

3.15.3. ClientAttrDef

This optional parameter specifies the name of an LDAP attribute to fetch, and the name of the Client parameter
that it will be used for in the Client clause. The format is:
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ClientAttrDef |dapattrnane,clientparamane

where | dapat t r name isthe name of the LDAP attribute to fetch, and cl i ent par amane isthe name of the
Client clause parameter. For more information, see Section 3.14. <Client xxxxxx> on page 98 There can

be (and usually are) multipled i ent At t r Def parameters. If the specified | dapat t r nane isnot presentin a
record, then the matching cl i ent par amane will not be set and will assume its default value according to the
normal behaviour of the Client clause.

If nod i ent Att r Def linesare defined, defaults to the equivalent of the following, which is compatible with
the example schema provided in goodi es/ r adi at or - | dap. schema. Note that not al these attributes are
required in your LDAP database. The only ones that must be provided are for Name and Secr et .

ClientAttrDef oscRadiusC ient Name, Name

ClientAttrDef oscRadi usSecret, Secr et

ClientAttrDef oscRadiusl noreAcct Si gnature, | gnoreAcct Si gnature
ClientAttrDef oscRadi usDupl nterval, Dupl nterval

ClientAttrDef oscRadi usNasType, NasType

ClientAttrDef oscRadi usSNMPConmuni ty, SNMPConmuni ty

ClientAttrDef oscRadiusLivingstonOfs, LivingstonOfs

ClientAttrDef oscRadiusLivingstonHol e, Li vi ngst onHol e

ClientAttrDef oscRadi usFramedG oupBaseAddress, FranedG oupBaseAddr ess
ClientAttrDef oscRadi usFranedG oupMaxPort sPer Cl assC, FranedG oupMaxPort sPer Cl assC
ClientAttrDef oscRadi usFramedG oupPort O f set, FramedG oupPort O f set
ClientAttrDef oscRadi usRewiteUsernane, Rew it eUser nane

ClientAttrDef oscRadi usUsed dAscendPasswor ds, Used dAscendPasswor ds
Client AttrDef oscRadi usStatusServer ShowCl i ent Det ai |l s, St at usSer ver ShowCl i ent Detai |l s
ClientAttrDef oscRadi usPreHandl er Hook, PreHandl er Hook

ClientAttrDef oscRadi usPacket Trace, Packet Tr ace

ClientAttrDef oscRadiusldenticalCients,ldenticaldients
ClientAttrDef oscRadi usNol gnoreDuplicates, Nol gnoreDupl i cates
ClientAttrDef oscRadiusDefaul t Reply, Defaul t Reply

ClientAttrDef oscRadi usFranmedG oup, FramedG oup

ClientAttrDef oscRadiusStripFronReply, StripFronReply

ClientAttrDef oscRadiusAllow nReply, Al l o nReply

ClientAttrDef oscRadi usAddToReply, AddToReply

ClientAttrDef oscRadi usAddToRepl yl f Not Exi st, AddToRepl yI f Not Exi st
ClientAttrDef oscRadi usDynani cReply, Dynani cReply

ClientAttrDef oscRadiusStripfronRequest, Stri pfronRequest
ClientAttrDef oscRadi usAddToRequest, AddToRequest

ClientAttrDef oscRadi usAddToRequest | f Not Exi st, AddToRequest | f Not Exi st
ClientAttrDef oscRadi usDef aul t Real m Def aul t Real m

ClientAttrDef oscRadiusldentifier,ldentifier

ClientAttrDef oscTacacsPl usKey, TACACSPLUSKey

3.15.4. RefreshPeriod

If this optional parameter is set to non-zero, it specifies the time period in seconds that ClientListLDAP will
refresh the client list by rereading the database. If set to O, then ClientListLDAP will only read the client list
from the database at startup and on SIGHUP. Defaults to 0. The % formats are permitted.

# Reread the client |list every hour
Ref reshPeri od 3600
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3.15.5. FarmWorkerSpacing

If this optional parameter is set to non-zero, it specifies the time in seconds for spacing out refresh done by
server farm workers. Defaults to not set which causes al farm workersto refresh client list at the same moment.
This parameter has only effect when both Ref r eshPer i od and global Far nSi ze on page 42 parameters

are configured.

# Reread the client list every hour, use 30 second offset between each worker
Ref reshPeri od 3600
Far mAor ker Spaci ng 30

3.15.6. PostSearchHook

This optional parameter alows you to define a Perl function that isis called after the LDAP search results have
been received, and after Radiator has processed the attributes it is interested in. Hook authors can use LDAP
library routines to extract other attributes and process them in any way.

Post Sear chHook iscalled once for each LDAP result and allows changing client's parameters before it is
instantiated.

Post Sear chHook has the following arguments:
» Handleto the current ClientListL DAP object
» Referenceto client Name. To change the name, set the reference to this argument
 Reference to a hash with client configuration parameter values collected from the entry.
 Search result entry

Here is an example of Post Sear chHook:

# Do not add clients that have '"test' in their nane
Post Sear chHook sub {ny $nane = $ [1]; $$nane = '' if $$nane =~ 'test';}

Tip
Y ou can change client Name as shown in the above example. If you set the name to empty string,
Radiator will skip this client.

3.16. <ClientListSQL>

This optional clause alows you to specify your RADIUS and TACACS+ clientsin an SQL database table in
addition to (or instead of) your Radiator configuration file. When Radiator starts up (and when it receives a
SIGHUP signal), it queries the SQL database with the Get O i ent Quer y SQL query, and the results of that
guery are used to add details of RADIUS Clients that Radiator will respond to. If you wish, you can have
some client details in your Radiator configuration file, and somein d i ent Li st SQL (although this might be
confusing to future administrators).

This clause supports all the common SQL configuration parameters. For more information about the SQL
configuration parameters, see Section 3.8. SQL configuration on page 46.

Installation and reference manual for Radiator® 117 of 522
4.28. Last revised on December 19, 2023



3. Configuring Radiator

Tip

The exampl e database schemas provided in the goodies directory of your Radiator distribution all
include an example RADCLIENTLIST table that will work with C i ent Li st SQL.

3.16.1. GetClientQuery

This parameter specifies the SQL query that is used to fetch client details from the SQL database specified
by DBSour ce. The database can store al the same parameters that are used to configure a<Cl i ent > clause.
For more information, see Section 3.14. <Client xxxxxx> on page 98. The recommend configuration with
Radiator 4.24 and later isto use C i ent Col unmDef with Get Ol i ent Quer y. For more information about

ClientColumDef, see Section 3.16.2. ClientColumnDef on page 119.

The default Get Cl i ent Quer y works with the sample database schemas provided in the goodi es/ of your

Radiator distribution. Get O i ent Quer y defaultsto:

sel ect NASI DENTI FI ER, SECRET, | GNOREACCTSI GNATURE, DUPI NTERVAL,
DEFAULTREALM NASTYPE, SNVPCOVMUNI TY, LI VI NGSTONOFFS,

LI VI NGSTONHOLE, FRAMEDGROUPBASEADDRESS,

FRAMEDGROUPMAXPORTSPERCLASSC, REVRI TEUSERNANME,
NO GNOREDUPLI CATES, PREHANDLERHOOK from RADCLI ENTLI ST

Y our database table must include at |east the first and second fields, which arethe NAS name or | P address or

MAC address and the shared secret. All the other fields are optional.

When d i ent Col unmDef is not configured, the other fields must occur in the given order. When
they occur, they are used to initialisethe d i ent parameter of the same name as shown above. The
FRAMEDGROUPBASEADDRESS column may contain multiple comma-separated base addresses. The

PREHANDL ERHOOK column can contain either the text of ahook or ahook filenameintheform ‘fi | e: / pat h/
t o/ hook’. You can customise the Get d i ent Quer y select clause to have additional fields. If they are present
inthe result of Get C i ent Query, they are used as described below. Field number 0 as the first field, so for

examplel denti fi er, field 14 hasanindex of 14, but is the 15th entry in the returned array.

e Identifier fieldasfield 14

» Def aul t Repl y asfield 15

* FramedG oup asfield 16

* StripFronRepl y asfield 17

e Al |l oW nRepl y asfield 18

* AddToRepl y asfield 19

e AddToRepl yI f Not Exi st asfield 20
» Dynani cRepl y asfield 21

» AddToRequest asfield 22

e StripFronRequest asfield 23

* AddToRequest | f Not Exi st asfield 24
» Cli ent Hook asfield 25

» UseCont ent sFor Dupl i cat eDet ect i on asfield 26

Installation and reference manual for Radiator®
4.28. Last revised on December 19, 2023

118 of 522



3. Configuring Radiator

» A commarseparated list of flag names asfield 27. Each comma-separated name in the
field is used to set a Client flag type parameter. For example, if field 27 has the value
"I gnor eAcct Si gnat ur e, UseQ dAscendPasswor ds, St at usSer ver Showd i ent Det ai | s", it sets
thel gnor eAcct Si gnat ur e, Used dAscendPasswor ds, and St at usSer ver ShowCl i ent Det ai | s
flag parametersin theresulting C i ent .

* TACACSPLUSKey asfield 28

Here is an example that fetches the required information and DefaultRealm:

# Qur customclient table only has NAS identifier,
# shared secret and default realmin it:
GetCli ent Query sel ect NAME, SECRET, NULL, NULL, DREALM from CLI ENTS

Here is the same example with Cl i ent Col urmDef :

# We do not need to pad with NULL col umms

GetClient Query sel ect NAVE, SECRET, DREALM from CLI ENTS
C i ent Col umbDef 0, Nane

d i ent Col umbDef 1, Secret

Cl i ent Col umbDef 2, DefaultReal m

3.16.2. ClientColumnDef

This optional parameter allows you to specify an aternate mapping between the fields returned by
Get O i ent Quer y and the parameters used to define aClient. If O i ent Col uimDef is nhot specified, the
mapping is the default as described in Section 3.16.1. GetClientQuery on page 118

Theformat of Cl i ent Col ummbDef is:
Cl i ent Col umbDef n, cli ent parammane

where n is the column number of the fields as returned by Get Cl i ent Query (starting at 0), and
cl i ent par amarre isthe name of the Client clause parameter or special value GENERI C.

For more information about Client parameters, see Section 3.14. <Client xxxxxx> on page 98. There

must be at least two, and usually there are multiple, C i ent Col utmDef parameters. The only ones that

must be provided are for Nanme and Secr et . If the specified column has NULL value, then the matching

cl i ent par ammare will not be set and will assume its default value according to the normal behaviour of the
Client clause.

Specia cl i ent par amname GENERI Cindicates that the column isalist of comma separated
cl i ent par amame=val ue pairs. For examples of this format, see AuthColumnDef in AuthBy SQL on page
191

Here isaminimal example. It uses the sample database schema provided in the goodi es/ of your Radiator
distribution.

GetClientQuery sel ect NASI DENTI FI ER, SECRET from RADCLI ENTLI ST
d i ent Col umbDef 0, Name
dient Col umbDef 1, Secret

Hereisan examplethat sets| dent i fi er parameter, see Section 3.14.14.
Identifier on page 104. Column 3 must contain nane=val ue pairs, for example:
St at usSer ver =mi ni mal , Requi r eMessageAut hent i cat or =1.

Get i ent Query sel ect NASI DENTI FI ER, SECRET, CLIENT_I| DENTI FI ER, GENERI C \
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from RADCLI ENTLI ST
Cl i ent Col umbDef 0, Nane
Cli ent Col umbDef 1, Secret
dient Col umbDef 2, ldentifier
Cli ent Col umbDef 3, CGENERIC

3.16.3. RefreshPeriod

If this optional parameter is set to non-zero, it specifies the time period in seconds that ClientListSQL will
refresh itsclient list by rereading the database. If set to 0, then ClientListSQL will only read the client list from
the database once at startup and on SIGHUP. Defaultsto 0. The % formats are permitted.

When the RefreshPeriod expires and the list of clientsis read from the SQL database, any Clients previously
created by this ClientList are cleared and a new set of clients read from the database. This means that Clients
defined in the configuration file will not be removed. It also means that multiple ClientListSQL clauses with
non-zero RefreshPeriods will not remove each others Clients.

# Reread the client |ist every hour
Ref reshPeri od 3600

3.16.4. DisconnectAfterQuery

This optional parameter causes the SQL database to be disconnected after each database query. This can be
helpful in cases where firewalls etc close connections that have been idle for along time.

3.16.5. ConnectionHook

This optional parameter specifies aHook that is run every time this clause connects or reconnects to the SQL
database. Thisis most useful for executing f unc() to configure the database connection in customised ways.
The hook is called with 2 arguments. The first is a reference to the clause object that is making the connection.
The second argument is the DBH handle to the newly connected database.

In the following example, the hook calls DBI func() to configure an Interbase database connection for custom
requirements:

Connect i onHook sub {$ [1]->func(-access_npde => 'read_wite',\
-isolation_level => 'read_commtted',\
-lock resolution => "wait',\
"ib_set _tx_paranmi)}

3.16.6. ConnectionAttemptFailedHook

Y ou can run this hook whenever Radiator attempts to connect to an SQL database and fails to connect. The
default isto log the failure. The hook is called with 4 arguments. $obj ect , $dbsour ce, $dbuser nare,
$dbaut h. $obj ect isthe SqlDb object trying to connect. The other parameters are the currently used values for
DBSour ce, DBUser nane, and DBAut h.

In the following example the default hook is replaced with a hook that |ogs unobscured password.

Connect i onAt t enpt Fai | edHook sub { \

ny $self = $ [0]; nmy $dbsource = $_[1]; \

ny $dbusername = $ [2]; ny $dbauth = $ [3]; \

$sel f->| og($mai n: : LOG_ ERR, "Coul d not connect to SQL database w th DBl ->connect \
$dbsour ce, $dbusernane, $dbauth: $@$DBl::errstr”); }
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3.16.7. NoConnectionsHook

Y ou can run this hook whenever Radiator fails connect to any SQL server. The default isto log the failure. The
hook is called with 1 argument: $obj ect . $obj ect isthe SglDb object that wastrying to connect.

In the following example the default hook is replaced with a hook that logs a very short message.

NoConnecti onsHook sub { \
ny $self = $ [0]; \
$sel f->l og($mai n: : LOG ERR, "Coul d not connect to any SQ. dat abase"); }

3.16.8. FarmWorkerSpacing

If this optional parameter is set to non-zero, it specifies the time in seconds for spacing out refresh done by
server farm workers. Defaults to not set which causes al farm workersto refresh client list at the same moment.
This parameter has only effect when both Ref r eshPer i od and global Far n5i ze on page 42 parameters

are configured.

# Reread the client |list every hour, use 30 second offset between each worker
Ref reshPeri od 3600
Far mAor ker Spaci ng 30

3.17. <SessionDatabase XxxXxxxx>

The Session Database is used to hold information about current sessions as part of Simultaneous-Use limit
checking. It can also be used by external utilities for querying the on-line user population. If you do not specify
a SessionDatabase clause in your configuration file, the database will be kept internal to r adi usd, whichis
faster, but cannot be used to synchronise multiple instances of Radiator.

If you want to enforce Simultaneous-Use limits and you are running multiple instances of Radiator, you must
specify an external Session Database for each Radiator, and you must ensure that all instances of Radiator use
the same Session Database. If you fail to do this, Radiator will not be able to correctly enforce Simultaneous-
Use limits, and may allow peopleto log in who have aready exceeded their limit.

3.17.1. Identifier

This optional parameter assigns a name to the Session Database, so it can be referred to in other parts of the
configuration file, such as the SessionDatabase parameter in Handler.

# Here is a useful nanme for this Session Dat abase
ldentifier Xxxxxxx

3.18. <SessionDatabase SQL>

This optional clause specifies an external SQL Session Database for r adi usd.

Sessi onDat abase SQL has anumber of customisable SQL statements (AddQuery, DeleteQuery,
UpdateQuery, ReplaceQuery, ClearNasQuery and CountQuery). These statements are used to add, remove,
maintain and count the entriesin the SQL Session Database. The default statements will work with the example
RADONLINE table in the example SQL schemasin the goodies directory. If you wish, you can use more or
fewer columns in your SQL Session Database, and you can change the names of the columns or the table. If you
do use a different table schema, you will probably have to change statements to match your schema.

Radiator 4.22 added new SQL statements AddSessionQuery, GetSessionQuery, UpdateSessionQuery and
DeleteSessionQuery. See goodi es/ hot spot . sgl for asample database schema used by goodi es/ hot spot -
fidelio.cfg.
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Y ou can configure the SQL database(s) that Sessi onDat abase SQL uses by defining one or more DBSource,
DBUsername and DBAuUth lines. For more information about SQL configuration and failure behaviour, see
Section 3.8. SQL configuration on page 46.

Sessi onDat abase SQL istolerant of database failures. If your database server goes down, Radiator will try

to reconnect to a database as described above, starting again at the first database you specified. Whichever
database Radiator connectsto, it will stay connected to it until that database becomes unreachable, at which time
it will again search for a database, starting at the first again. If on the other hand, Radiator is not able to connect
to any SQL server, it will stop enforcing Simultaneous-Use limits until one of its databases comes back on line.

Sessi onDat abase SQL understands also the same parameters as Sessi onDat abase xxxxxx. For more
information, see Section 3.17. <SessionDatabase xxxxxx> on page 121. It supports also al the common SQL
configuration parameters. For more information about the SQL configuration parameters, see Section 3.8. SQL
configuration on page 46.

3.18.1. SQL Bind Variables

All SessionDatabase SQL statements support SQL bind variables. For more information, see Section 3.8.1. SQL
bind variables on page 47. An example of DeleteQuery with bind variablesis:

Del et eQuery del ete from RADONLI NE wher e NASI DENTI FI ER =? and NASPORT=?
Del et eQuer yPar am %4
Del et eQuer yPar am %2

3.18.2. AddQuery

This SQL statement is executed whenever a new user session starts (i.e. when an Accounting-Request Start
message is received). It is expected to record the details of the new session in the SQL database. Special
formatting characters may be used. %1 by the NAS IP address, %2 by the NAS-Port, %3 by the SQL quoted
Acct-Session-ld. If AddQuery is defined as an empty string, then the query will not be executed.

%0 is replaced by the quoted original user name or rewritten user name, see Section 3.31.23.
SessionDatabaseUseRewrittenName on page 157.

It defaults to:

insert into RADONLI NE (USERNAME, NASI DENTI FI ER, NASPORT,
ACCTSESSI ONI D, Tl ME_STAMP, FRAMEDI PADDRESS, NASPORTTYPE,

SERVI CETYPE) val ues (%9, '%AW', %2, 98, 9%Ti nestanp},

' 04 Franed- | P- Address}', ' % NAS-Port-Type}', '9% Service-Type}')

3.18.3. DeleteQuery

This SQL statement is executed whenever a user session finishes (i.e. when an Accounting-Request Stop
message is received). It is expected to remove the details of the session from the SQL database. Special
formatting characters may be used. %1 by the NAS IP address, %2 by the NAS-Port, %3 by the SQL quoted
Acct-Session-1d and %4 by the Framed-IP-Address. If DeleteQuery is defined as an empty string, then the query
will not be executed.

Delete is executed by default when an Access-Request message is received or a new session is added. This
attemptsto clear any defunct existing session for the port. If the port is not unique for a session, or there's some
other reason to control session database updates, see SessionDatabaseOptions on page 157.

%0 is formatted as defined in section Section 3.18.2. AddQuery on page 122. Section 3.8.1. SQL bind
variables on page 47 are supported.

It defaults to:
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del ete from RADONLI NE where NASI DENTI FI ER=' 94" and NASPORT=09%2

3.18.4. UpdateQuery

This SQL statement is executed whenever Accounting-Reguest Alive or Interim-Update message is received.

It is expected to update the details of the session in the SQL database. Special formatting characters may be
used (the %f{ attribute} ones are probably the most useful). %1 by the NAS IP address, %2 by the NAS-Port, %3
by the SQL quoted Acct-Session-1d. If UpdateQuery is defined as an empty string, then the query will not be
executed and ReplaceQuery, if defined, or AddQuery otherwise, will be used. The default is the empty string.

%0 is formatted as defined in section Section 3.18.2. AddQuery on page 122. Section 3.8.1. SQL bind
variables on page 47 are supported.

3.18.5. ClearNasQuery

This SQL statement is executed whenever a NAS reboot is detected. It is expected to clear the details of al
sessions on that NAS from the SQL database. Special formatting characters may be used (the %{ attribute} ones
are probably the most useful). %0 is replaced by the NAS identifier. If ClearNasQuery is defined as an empty
string, then the query will not be executed. SQL bind variables are supported.

It defaults to:

del et e from RADONLI NE wher e NASI DENTI FI ER=" %©'

3.18.6. CountQuery

This SQL statement is executed whenever a Simultaneous-Use check item or MaxSessions must be checked
during an Access-Request. It is expected to find and return details of al the user sessions currently in the
Session Database for the given User-Name. For each entry, it is expected to return the NAS-Identifier, NAS-
Port and Acct-Session-1d, IP Address and optionally a user name (in that order) of each session currently

in the Session Database. The returned rows are counted, and if there are apparently too many sessions,
SessionDatabase SQL will query each NAS and port to confirm if the user is still on line at that port with that
session ID. If auser nameis present as the fifth field returned by the query, that is the user name that will be
used to confirm the user is still on line. If CountQuery is defined as an empty string, then the query will not be
executed, and the current session count will be fixed at 0.

%0 is formatted as defined in section Section 3.18.2. AddQuery on page 122. %1 replaced by the AuthBy’s
DefaultSimultaneousUse, Simultaneous-Use check item or Handler's Max-Sessions value, depending on the
context. SQL bind variables are supported.

It defaults to:

sel ect NASI DENTI FI ER, NASPORT, ACCTSESSI ONl D, FRAMEDI PADDRESS \
from RADONLI NE wher e USERNAVE=%®

Tip
Y ou can make SessionDatabase SQL count sessionsin different ways depending on how you want

to restrict your sessions. For example, you could limit the number of users permittedtologintoa
particular realm with something like:

Count Query sel ect NASI DENTI FI ER, NASPORT, ACCTSESSI ONID, \
FRAMEDI PADDRESS from RADONLI NE where USERNAME | i ke ?
Count Quer yPar am %@R
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If your Session Database table included the Called-Station-1d for each session, you could limit the
maximum number of users with the same Called-Station-1D with something like:

Count Query sel ect NASI DENTI FI ER, NASPORT, ACCTSESSI ONl D, FRAMEDI PADDRESS \
from RADONLI NE where CALLEDSTATIONID = ?
Count Quer yParam % Cal | ed- St ati on- | d}

3.18.7. ReplaceQuery

If this optional parameter is defined, it will be used to replace arecord in the session database. If it is not
defined, DeleteQuery and AddQuery will be used instead. By default, ReplaceQuery is not defined. %1 by the
NAS IP address, %2 by the NAS-Port, %3 by the SQL quoted Acct-Session-Id.

%0 is formatted as defined in section Section 3.18.2. AddQuery on page 122. Section 3.8.1. SQL bind
variables on page 47 are supported.

Thisoption is provided because some databases (such as MySQL) offer amore efficient way to ‘insert or
replace’ queries. Special formatting characters may be used.

3.18.8. CountNasSessionsQuery

This SQL statement is executed whenever Radiator heeds the number of sessions currently logged on to a
particular NAS. Thisisonly required if HandleAscendA ccessEventRequest is defined and an Ascend-Access-
Event-Request isreceived. %1 isreplaced by the NAS IP address. SQL bind variables are supported.

It defaults to:

sel ect ACCTSESSI ONI D fr om RADONLI NE wher e NASI DENTI FI ER=' %0’

3.18.9. ClearNasSessionQuery

This SQL statement is executed whenever Radiator needs the number of sessions currently logged on to a
particular NAS. Thisisonly required if HandleAscendA ccessEventRequest is defined and an Ascend-Access-
Event-Request is received and Radiator finds that there is a session in the session database that is not recorded
inthe NAS. %0 is replaced by the NAS |P address and %1 is replaced by the session ID. SQL bind variables are
supported.

It defaults to:

del ete from RADONLI NE wher e NASI DENTI FI ER=' %9' and ACCTSESSIONID = %

3.18.10. Sessionldentifier

This optional parameter sets the name of a Radius attribute which is used to identify a session. It is useful, for
example, when the authentication request contains the session identifier attribute for the subsequent accounting
session. The default value is Acct-Session-1d.

# This vendor sends id of subsequent accounting session during authentication
Sessi onl denti fi er Vendor- Session-Id

3.18.11. AddSessionQuery

An SQL statement to add a new session. Special formatting characters may be used. Specia variable %2
contains atenant id, %3 contains object'sid and %4 contains object's name. If AddSessionQuery is defined as
an empty string, then the query will not be executed.
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%0 and %1 are replaced with session parameter names and their values, respectively, and can not currently be
used as SQL bind parameters.

AddSessi onQuery defaultsto:

I NSERT | NTO SESSI ONS (%)) VALUES (%)

3.18.12. GetSessionQuery

An SQL statement to get a session. Special formatting characters may be used. Special variable %2 contains
atenant id, %3 contains object's id and %4 contains object's name. If GetSessionQuery is defined as an empty
string, then the query will not be executed.

900 and %1 are undefined.

Cet Sessi onQuer y defaultsto:

SELECT * FROM SESSI ONS WHERE t enant _i d=%2 AND (nane=% OR i d=%3)

3.18.13. UpdateSessionQuery

An SQL statement to update an existing session. Special formatting characters may be used. Special variable %2
contains a tenant id, %3 contains object'sid and %4 contains object's name. If UpdateSessionQuery is defined as
an empty string, then the query will not be executed.

%0 contains list of session key=value pairs and can not currently be used as a SQL bind parameter. %1 is
undefined.

Updat eSessi onQuer y defaults to:

UPDATE SESSI ONS SET % WHERE tenant _i d=%2 AND i d=%3

3.18.14. DeleteSessionQuery

An SQL statement to delete a session. Special formatting characters may be used. Special variable %2 contains
atenant id, %3 contains object's id and %4 contains object's name. If DeleteSessionQuery is defined as an
empty string, then the query will not be executed.

%0 and %1 are undefined.

Del et eSessi onQuer y defaultsto:

DELETE FROM SESSI ONS WHERE t enant _i d=% AND i d=%3

3.19. <SessionDatabase REDIS>

<Sessi onDat abase REDI S> provides support for using GossipRedis as session database backend. For more
information about GossipRedis, see Section 3.133. <GossipRedis> on page 427. <Sessi onDat abase

REDI S> supports SessionDatabase methods to query all sessions and specific sessions for a user. These provide
support for RFC 5176 dynamic authorisation support for sending Disconnect-Request and CoA-Request
messages. See SessionDatabase REDIS sample file goodi es/ sess-redi s. cf g.

<Sessi onDat abase REDI S> has currently experimental features and will be fully documented later.

<Sessi onDat abase REDI S> understands also the same parameters as <Sessi onDat abase xxxxxx>. For
more information, see Section 3.17. <SessionDatabase Xxxxxx> on page 121.
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3.19.1. Sessionldentifier

This optional parameter sets the name of a Radius attribute which is used to identify a session. It is useful, for
example, when the authentication request contains the session identifier attribute for the subsequent accounting
session. The default value is Acct-Session-Id.

# This vendor sends id of subsequent accounting session during authentication
Sessi onl denti fi er Vendor- Session-I1d

3.19.2. SessionKey

Redis key used to store Redis Hash for sessions.
The following specials for format are available:

* %0 isthe username, possibly changed by Section 3.31.23. SessionDatabaseUseRewrittenName on page
157

* %listhe NASId as defined by Radiator from the request and its attributes
* %2 isthe NAS-Port attribute value
* %3 isthe Acct-Session-1d attribute value

Hereisan example of using Sessi onKey:

Sessi onKey Radi at or: SessREDI S: Sessi on: %4.: %2: 9%3: %

3.19.3. SessionEndedKey

Optional Redis key to store Redis Set of ended sessions. If defined, session information for a session will not
be deleted when ending the session, but an id of ended session will be added to Redis Set defined by this key.
There is no default.

The following specials for format are available:
* %0isthe NASId as defined by Radiator from the request and its attributes

Hereisan example of using Sessi onEndedKey:

Sessi onEndedKey Radi at or: SessREDI S: EndedSessi on: %0

3.19.4. SessionUpdateKey

Optiona Redis key to store Redis Hash of session updates. If defined, session will not be updated with
SessionK ey, but added with this separate SessionUpdateKey. There is no default.

The following specials for format are available:

* %0 isthe username, possibly changed by Section 3.31.23. SessionDatabaseUseRewrittenName on page
157

Hereisan example of using Sessi onUpdat eKey:

Sessi onUpdat eKey Radi at or: SessREDI S: Sessi onUpdat es: %0

3.19.5. NasKey

Redis key to store Redis Set of sessions on NAS.

The following specials for format are available:
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* %0isthe NAS Id as defined by Radiator from the request and its attributes

Hereisan example of using NasKey:

NasKey Radi at or: SessREDI S: NAS: %8

3.19.6. UserKey

Redis key to store Redis Set of sessions for a user.
The following specials for format are available:

* %0 isthe username, possibly changed by Section 3.31.23. SessionDatabaseUseRewrittenName on page
157

Hereisan example of using User Key:

User Key Radi at or: SessREDI S: User : %9

3.19.7. AddSessionParamDef

AddSessionParamDef specifies the Redis Hash attributes to store session information. The general format is:
AddSessi onPar anDef redi shashattri butenane, radi usattributenanme[, defaultvalue[, type[, formatted

Thereis no default.
The following specials for format are available:

* %0 isthe username, possibly changed by Section 3.31.23. SessionDatabaseUseRewrittenName on page
157

* %1isthe NASId as defined by Radiator from the request and its attributes
* %2 isthe NAS-Port attribute value
* %3 isthe Acct-Session-Id attribute value
Formats are considered when the f or mat t ed flag is set.
Supported values for t ype are:
* request (the default)
* reply

Hereisan example of using AddSessi onPar anDef :

AddSessi onPar anDef user nane, %0, ' unknown- user' , request, fornatted

AddSessi onPar anDef nas_i d, %4, ' unknown- nas' , request, fornmatt ed

AddSessi onPar anDef nas_port, %2,' 0', request, formatted

AddSessi onPar anDef session_id, 98, ' unknown- sessi on', request, formatted

AddSessi onPar anDef franed_i p, % Franmed- | P- Addr ess}, ' unknown- addr ess' , request, fornmatt ed

3.19.8. UpdateSessionParamDef

UpdateSessionParamDef specifies the Redis Hash attributes to update session information. The general format
is.

Updat eSessi onPar anDef redi shashattri butenane, radiusattributenanme[, defaultvalue[, formatted[, o

Thereis no default.
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The following specials for format are available:

* %0 isthe username, possibly changed by Section 3.31.23. SessionDatabaseUseRewrittenName on page
157

* %listhe NASId as defined by Radiator from the request and its attributes
* %2 isthe NAS-Port attribute value
* %3 isthe Acct-Session-Id attribute value
Formats are considered when the f or nat t ed flag is set.
Supported values for oper at or are:
e add
* sub
» sub to zero
Supported valuesfor at t ri bt ype are:
* postpaid
* prepaid
Both oper at or and at t ri bt ype can be used for example with a hotspot service, see goodi es/

README. hot spot and goodi es/ hot spot . cf g for aconfiguration sample. Both oper at or andatt ri bt ype
are currently experimental.

Hereisan example of using Updat eSessi onPar anDef :

Updat eSessi onPar anDef user nane, %9, ' unknown- user' , f or mat t ed

Updat eSessi onPar anDef nas_i d, %4, ' unknown- nas', formatt ed

Updat eSessi onPar anDef nas_port, %,' 0", formatted

Updat eSessi onPar anDef session_id, 98, ' unknown- sessi on', fornatted

Updat eSessi onPar anDef franed_i p, %4 Franed- | P- Addr ess}, ' unknown- addr ess' , f or mat t ed

3.19.9. DeleteSessionParamDef

DeleteSessionParamDef specifies Redis Hash attributes to update session information when ending a session.
The general format is:

Del et eSessi onPar anDef redi shashattri butenane, radiusattributenanme[, defaultvalue[, formatted[, o

There is no default.
The following specials for format are available:

* %0 isthe username, possibly changed by Section 3.31.23. SessionDatabaseUseRewrittenName on page
157

* %1 isthe NASId as defined by Radiator from the request and its attributes
* %2 isthe NAS-Port attribute value
* %3 isthe Acct-Session-Id attribute value
Formats are considered when the f or mat t ed flag is set.
Supported values for oper at or are:
» add

e sub
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* sub_to zero

Supported valuesfor at t ri bt ype are:
* postpaid
* prepaid

Both oper at or and at t ri bt ype can be used for example with a hotspot service, see goodi es/
README. hot spot and goodi es/ hot spot . cf g for aconfiguration sample. Both oper at or andatt ri bt ype
are currently experimental.

Hereisan example of using Del et eSessi onPar anDef :

Del et eSessi onPar anDef user nane, %0, ' unknown- user' , f or matt ed

Del et eSessi onPar anDef nas_i d, %4, ' unknown- nas', formatt ed

Del et eSessi onPar anDef nas_port,%,'0',formatted

Del et eSessi onPar anDef session_id, 98, "' unknown- sessi on', fornatted

Del et eSessi onPar anDef franed_i p, % Fr aned- | P- Addr ess}, ' unknown- addr ess' , formatted

3.19.10. ContextTimeout

Specifies the number of seconds to store session attributes in context. The default value for Cont ext Ti meout
is2.

Hereisan example of using Cont ext Ti meout :

Cont ext Ti meout 2

3.20. <SessionDatabase DBM>

This optional clause specifies an external DBM file Session Database for r adi usd. The Session Database is
used to hold information about current sessions as part of Simultaneous-Use limit checking. It can also be used
by external utilities for querying the online user population If you do not specify a SessionDatabase clause,
the database will be kept internal to r adi usd, which is faster, but does not make the data available to other
processes.

CAUTION

Because Radiator does not lock the DBM file, asingle SessionDatabase DBM file should never be used
by more than one instance of Radiator. When attempting to enforce Simultaneous-Use limits across
multiple Radiator servers, always use Session-Database SQL .

Radiator will choose the best format of DBM file available to you, depending on which DBM modules
areinstalled on your machine. (Hint: You can force it to choose a particular format by using the DBType
parameter)

<SessionDatabase DBM> understands al so the same parameters as <SessionDatabase xxxxxx>. For more
information, see Section 3.17. <SessionDatabase Xxxxxx> on page 121.

3.20.1. Filename

Specifies the filename that holds the Session Database. Defaultsto %) onl i ne, The actual file names will
depend on which DBM format Perl selects for you, but will usually be something like onl i ne. di r and
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onl i ne. pag in DbDir. The file name can include specia formatting characters. For more information, see
Section 3.3. Specia formatters on page 21.

# Session database in called online2.* in DbDir
Fi | ename %Y onli ne

3.20.2. DBType

By default, Radiator and Perl will choose the ‘best’ format of DBM file available to you, depending on which
DBM modules are installed on your machine. Y ou can override this choice by specifying DBType as the name
of one of the DBM formats supported on your platform. The typical choices are:

« AnyDBM_File
« NDBM_File

- DB_File

« GDBM_File

SDBM_File

ODBM_File

But not may be available on your platform. The default is AnyDBM_File, which chooses the best available
implementation.

# Force it to use DB File
DBType DB Fil e

3.20.3. Sessionldentifier

This optional parameter sets the name of a Radius attribute which is used to identify a session. It is useful, for
example, when the authentication request contains the session identifier attribute for the subsequent accounting
session. The default value is Acct-Session-I1d.

# This vendor sends id of subsequent accounting session during authentication
Sessionl dentifier Vendor- Session-Id

3.21. <SessionDatabase NULL>

Thistype of session database stores no session details and always permits multiple logins. It is useful

in environments with large user populations, and where no simultaneous-use prevention is required.
<SessionDatabase NUL L> uses much less memory and fewer CPU cycles than <SessionDatabase INTERNAL>
(which isthe default session database). The code for <SessionDatabase NULL > was contributed by Daniel
Senie (dts@senie.com).

<SessionDatabase NUL L> understands al so the same parameters as <SessionDatabase XXxxxx>. For more
information, see Section 3.17. <SessionDatabase Xxxxxxx> on page 121.

3.22. <ServiceDatabase xxXxXxxx>

A Service Database holds information about services and subscriptions. Examples of services are data plans
and pre-paid packages offered by hotspot services. Service attributes can be data and time quota, bandwidth
limitations, pre- and post-paid requirements. Some services may also place restrictions to re-subscribing the
service and have special regquirements to the action taken when quota is exceeded.
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When a user subscribes to a service, a Service Database al so keeps track of per-user subscription state. For
example, if auser currently has no active session, thereis no entry in a Session Database, but any resources
applicable for a service that the user has subscribed to, istracked by a subscription entry in a Service Database.

If you are running multiple instances of Radiator which all provide the same service, for example a hotspot
service, you must specify an external Service Database for each Radiator, and you must ensure that all instances
of Radiator use the same Service Database. If you fail to do this, Radiator will not be able to correctly track
usage. Thisrequirement is similar to SessionDatabase, see Section 3.17. <SessionDatabase xxXxXxxx> on page
121 for more information.

See goodi es/ README. hot spot and goodi es/ hot spot . cf g for a configuration sample.

3.22.1. Identifier

This optional parameter assigns a name to the Service Database, so it can be referred to in other parts of the
configuration file, such as the ServiceDatabase parameter in Aut hBy HOTSPOT.

# A low other parts of configuration to refer to this Service Database
Identifier xXxxxxx

3.22.2. Tenant

This optional parameter assigns a name to the Service Database. For example, if the same SQL databaseis used
with multiple Service Databases that need to be dijoint, these databases should be configured with different
Tenant value. This parameter defaultsto def aul t .

# W use one database for nultiple hotels
Tenant hot spot-hotel 1

3.23. <ServiceDatabase INTERNAL>

This optional clause specifies an internal Service Database for r adi usd.

Sessi onDat abase SQL issimple to configure but can not be used to synchronise multiple instances of
Radiator. Internal Service Database loses all information when r adi usd is shut down.

Ser vi ceDat abase | NTERNAL understands also the same parameters as Ser vi ceDat abase xxxxxx. For
more information, see Section 3.22. <ServiceDatabase xxxxxx> on page 130.

3.23.1. Service

This optional parameter defines one service for a Service Database. Y ou can define multiple Ser vi ce
parameters. Format is "keyl:valuel key2:value2 ...".

Supported keys are:
e id
* name
* price
* poollPv4
* poollPv6
* checkltems
* replyltems

* requireConfirm
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o expiry

* prepaidTime

* postpaidTime

* prepaidQuota

* postpaidQuota

* allowQuotaToExceed
+ disallowResubscribe
* prepaidUpRate

* prepaidDownRate

* postpaidUpRate

* postpaidDownRate
* throtUpRate

* throtDownRate

For example a sample configuration, see goodiess README.hotspot and goodies/hotspot.cfg. Hereisan
example of defining multiple Services.

# Service 1: free, 1 hour, 50M data, no policers
Service nane:free price:0 prepai dTi me: 1h prepai dQuot a: 50M \
repl yltems: " OSC- AVPAI R=Test 1, OSC- AVPAl R=Test 2"

# Service 2: price 1000 cents, 1 day, 100M data, 100M 10M policers
Servi ce name: prem um price: 1000 prepai dTi ne: 24h prepai dQuot a: 100M \
pr epai dUpRat e: 10M pr epai dDownRat e: 100M

# Service 3: price 2000 cents, 1 day, 1G data, 100M 100M policers

Servi ce nane: gold price: 2000 prepai dTi ne: 24h prepai dQuota: 1G \
pr epai dUpRat e: 100M pr epai dDownRat e: 100M

3.24. <ServiceDatabase SQL>

This optional clause specifies an external SQL Service Database for r adi usd.

Ser vi ceDat abase SQ. hasanumber of customisable SQL statements (AddServiceQuery,

GetServiceQuery, UpdateServiceQuery, DeleteServiceQuery, AddSubscriptionQuery, GetSubscriptionQuery,
UpdateSubscriptonQuery and DeleteSubscriptionQuery). These statements are used to access the entries in the
SQL Service Database. The default statements will work with the example SERVICES and SUBSCRIPTIONS
tables in the example SQL schemain file goodi es/ hot spot . sqgl . If you wish, you can use more or fewer
columnsin your SQL Service Database, and you can change the names of the columns or the table. If you do
use adifferent table schema, you will probably have to change statements to match your schema.

Y ou can configure the SQL database(s) that Ser vi ceDat abase SQL uses by defining one or more DBSource,
DBUsername and DBAUth lines. For more information about SQL configuration and failure behaviour, see
Section 3.8. SQL configuration on page 46.

Ser vi ceDat abase SQL understands also the same parameters as Ser vi ceDat abase xxxxxx. For more
information, see Section 3.22. <ServiceDatabase xxxxxx> on page 130. It supports also al the common SQL
configuration parameters. For more information about the SQL configuration parameters, see Section 3.8. SQL
configuration on page 46.
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3.24.1. SQL Bind Variables

All ServiceDatabase SQL statements support SQL hind variables. Certain exceptions are documented for
each query. For more information, see Section 3.8.1. SQL bind variables on page 47. An example of
DeleteSubscriptionQuery with bind variablesis:

Del et eSubscri pti onQuery DELETE FROM SUBSCRI PTI ONS WHERE t enant _i d=? AND i d=?
Del et eSubscri pti onQuer yPar am %2
Del et eSubscri pti onQuer yPar am %3

3.24.2. AddServiceQuery

An SQL statement to add a new service. Special formatting characters may be used. Special variable %2
contains a tenant id, %3 contains object'sid and %4 contains object's name. If AddServiceQuery is defined as an
empty string, then the query will not be executed.

%0 and %1 are replaced with service parameter names and their values, respectively, and can not currently be
used as SQL bind parameters.

AddSer vi ceQuery defaultsto:

I NSERT | NTO SERVI CES (%)) VALUES (%)

3.24.3. GetServiceQuery

An SQL statement to get a service. Special formatting characters may be used. Special variable %2 contains
atenant id, %3 contains object's id and %4 contains object's name. If GetServiceQuery is defined as an empty
string, then the query will not be executed.

%00 and %1 are undefined.

Cet Ser vi ceQuer y defaultsto:

SELECT * FROM SERVI CES WHERE tenant _i d=9%2 AND (name=% OR i d=98)

3.24.4. UpdateServiceQuery

An SQL statement to update an existing service. Special formatting characters may be used. Special variable %2
contains a tenant id, %3 contains object's id and %4 contains object's name. If UpdateServiceQuery is defined as
an empty string, then the query will not be executed.

%0 contains list of service key=value pairs and can not be currently used asa SQL bind parameter. %1 is
undefined.

Updat eSer vi ceQuer y defaultsto:

UPDATE SERVI CES SET nane=% WHERE tenant _i d=%2 AND i d=%3

3.24.5. DeleteServiceQuery

An SQL statement to delete a service. Special formatting characters may be used. Specia variable %2 contains
atenant id, %3 contains object'sid and %4 contains object's name. If DeleteServiceQuery is defined as an
empty string, then the query will not be executed.

%0 and %1 are undefined.

Del et eSer vi ceQuery defaultsto:
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DELETE FROM SERVI CES WHERE tenant _i d=% AND i d=%3

3.24.6. AddSubscriptionQuery

An SQL statement to add a new subscription. Special formatting characters may be used. Special variable %2
contains a tenant id, %3 contains object'sid and %4 contains object's name. If AddServiceQuery is defined as an
empty string, then the query will not be executed.

%0 and %1 are replaced with subscription parameter names and their values, respectively, and can not currently
be used as SQL bind parameters.

AddSubscri pti onQuery defaultsto:

I NSERT | NTO SUBSCRI PTI ONS (%) VALUES (%)

3.24.7. GetSubscriptionQuery

An SQL statement to get a subscription. Special formatting characters may be used. Special variable %2
contains atenant id, %3 contains object'sid and %4 contains object's name. If GetSubscriptionQuery is defined
as an empty string, then the query will not be executed.

%0 and %1 are undefined.

Get Subscri pti onQuery defaultsto:

SELECT * FROM SUBSCRI PTI ONS WHERE t enant _i d=%2 AND (name=% OR i d=93)

3.24.8. UpdateSubscriptionQuery

An SQL statement to update an existing subscription. Special formatting characters may be used.
Specia variable %2 contains a tenant id, %3 contains object's id and %4 contains object's name. I
UpdateSubscriptionQuery is defined as an empty string, then the query will not be executed.

%0 contains list of subscription key=value pairs and can not currently be used as a SQL bind parameter. %1 is
undefined.

Updat eSubscri pti onQuery defaultsto:

UPDATE SUBSCRI PTI ONS SET 9%© WHERE tenant _i d=9%2 AND i d=93

3.24.9. DeleteSubscriptionQuery

An SQL statement to del ete a subscription. Special formatting characters may be used. Specia variable %2
contains a tenant id, %3 contains object's id and %4 contains object's name. If DeleteSubscriptionQuery is
defined as an empty string, then the query will not be executed.

%0 and %1 are undefined.

Del et eSubscri pti onQuery defaultsto:

DELETE FROM SUBSCRI PTI ONS WHERE t enant _i d=9%2 AND i d=93

3.25. <Log FILE>

This optional clause creates a FILE logger, which logs all messages with a priority level of Trace or more to
afile. Thelogging isin addition to any logging to the file defined by global LogFi | e. For moreinformation,
see Section 3.7.13. LogFile on page 34. Thelog file is opened, written, and closed for each message, which
means you can rotate it at any time.
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Tip

The logger becomes active when it is encountered in the configuration file. It logs parse errors from later
in the configuration file and subsequent run-time events. Parse errors from earlier in the configuration
file are not logged through this clause.

CAUTION

Logging to STDOUT by specifying Fi | enane asasingle dash - isno longer supported in Radiator
4.18.

Tip
Global LogFi | e and Tr ace configuration parameters are basically the same as the following:

<Log FI LE>

#Trace 0O

Fi |l enanme fil enane
</ Log>

Tip

You can place <Log xxxxxx> clause inside any clause in the configuration file. This causes messages
originating from within that clauses code to be logged with the logger prior to being logged with any
global loggers. This can be handy for debugging or tracing only certain Handler or AuthBy clauses:

<Handl er >
# This | ogs nessages fromwi thin the Handl er
<Log FILE>
Trace 4
Fi | ename XXXXXX

</ Log>
</ Handl er >

3.25.1. Filename

This specifies the name of the log file. The file name can include special characters. For more information, see
Section 3.3. Special formatters on page 21. The default valueis%./ | ogfi | e, afilenamed| ogfil ein

LogDi r . For moreinformation, see Section 3.7.12. LogDir on page 34. Special character %0 is replaced by
the priority integer and %4 by the log message.

Hereisan example of using Fi | enane:

# Log file goes in /var/log, with year nunber
Fi | ename /var/| og/ %-radi us. | og

If Fi | ename starts with avertical bar character | , the rest of the filename is assumed to be a program to which
the output is to be piped. Otherwise the output is appended to the named file.
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# Pipe to ny-1og-prog
Fil enane |/usr/| ocal/bin/ny-I|og-prog

3.25.2. Trace

This parameter defines the priority level of messages to be traced. For more information, see Section 3.7.3.
Trace on page 30.

Note
Packet dumps appear only if the global Trace level is set to 4 or more.

3.25.3. LogMicroseconds

This optional parameter makes <Log FI LE> to log the current microseconds at the end of the time string.

3.25.4. LogTraceld

LogTr acel d flag parameter allows logging messages related to an authentication exchange and to its
subsequent accounting session with atracing identifier. LogTr acel d can be configured for global level and Log
clauselevel. LogTr acel d enables prepending atracing |D to messages logged to STDOUT, when LogSt dout
is enabled, and to log file configured with <Log FI LE> and <Log SYSLOG>. For more information, see

Section 3.7.2. LogStdout on page 29.

Tip
Support for using the same tracing identifier with accounting messages requires enabling parameter in
the authenticating Handler clause. For more information, see Section 3.31.38. AutoClass on page 162.

Tracing ID works in conjunction with the Radiator load balancer allowing coordinated |og message indexing
and lookup between frontend load balancers and backend workers.

# Prepend tracing id to | og nessages
LogTracel d

3.25.5. Identifier

This optional parameter acts as alabel that can be useful for custom code in hooks. It can also be referred to by
Log xxxxxx inany other clause.

Hereisan example of using I denti fi er:

<Aut hBy what ever >
# Wth an Identifier, can refer to this | ogger from other clauses
<Log FI LE>
Identifier nylogger
Fi | enanme XXXXXX
</ Log>

</ Aut hBy>
<Aut hBy what ever >
# This AuthBy will log to the Log FILE above
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Log nyl ogger

</ Aut hBy>

3.25.6. IgnorePacketTrace

This parameter excludes this logger from Packet Tr ace debugging. For more information, see Section 3.14.15.
PacketTrace on page 104.

3.25.7. LogFormat

This optional parameter permits you to customise the log string when LogFor mat Hook is not defined. Specia
formatting characters are permitted. The variables are replaced as follows:

* 99 by the message severity as an integer
 9d by the severity asastring

* 9@ by the log message

* 9@ by tracing identifier string

When using <Log FI LE>, there is no default value for LogFor mat and the format is similar to LogFor nat
%% 9R.

When using <Log SYSLOG>, thereis no default value for LogFor mat and the format is similar to LogFor mat
9%.

3.25.8. LogFormatHook

This specifies an optional Perl hook that runs for each log message when defined. By default, no hook is defined
and LogFor mat or the default format is used. The hook must return asingle value. If the value is defined, it is
used as the message to log. An undefined value causes the Log clause to return without logging. This allows
LogFor mat Hook to function as afilter to suppress unwanted log messages.

The hook parameters are the following:
» Message severity (integer)
» Log message
» Reference to the current request
 Tracing identifier (string)

See goodi es/ | ogf or mat . cf g for a sample configuration file with JISON and CEF (ArcSight Common Event
Format) formats.

Note
Consider installing Cpanel : : JSON: : XS or JSON: : XS for higher performance JSON encoding.

3.26. <Log SYSLOG>

This optional clause creates a SY SL OG logger, which logs all messages with a priority level of Trace or more to
the syslog system. <Log SYSLOG> requires Sys: : Sysl og. Thelogging isin addition to any logging to the file
defined by LogFile. For more information, see Section 3.7.13. LogFile on page 34.
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Messages are logged to syslog with priority levels that depend on the severity of the message. Thereare 5
defined priority levels and they are logged to the equivalent syslog priority. See the Trace parameter for a
description of the priority levels supported.

Ensure that your host's syslog is configured to do something with err, warning, notice, info, and debug
priority messages from the Syslog facility you specify, otherwise you do not see any messages. See/ et ¢/
sysl og. conf or its equivalent on your system.

Tip
The logger becomes active when it is encountered in the configuration file. It logs parse errors from later

in the configuration file and subsequent run-time events. Parse errors from earlier in the configuration
file are not logged through this clause.

Tip
You can placea<Log xxxxxx> clauseinside any clausein the configuration file. This causes messages

originating from within that clauses code to be logged with the logger prior to being logged with any
global loggers. This can be handy for debugging or tracing only certain Realms or AuthBy clauses:

<Handl er >
# This will |og nessages fromw thin the Handl er
<Log SYSLOG>
#Trace 2

</ Log>
</ Handl er >

3.26.1. Facility

The name of the syslog facility that will be logged to. The default isuser .

# Log to the syslog facility called 'auth’
Facility auth

3.26.2. Trace

This defines the priority level of messages to be traced. For more information, see Section 3.7.3. Trace on page
30.

Tip
Packet dumps appear only if the global Trace level is set to 4 or more.

3.26.3. IgnorePacketTrace

Exclude thislogger from PacketTrace debugging.
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3.26.4. Identifier

This optional parameter acts as alabel that can be useful for custom code in hooks. It can also be referred to by
<L og xxxxxx> in any other clause.

<Aut hBy what ever >
# Wth an Identifier, can refer to this | ogger from
# ot her cl auses
<Log SYSLOG>
Identifier nylogger
Facility user
</ Log>

</ Aut hBy>
<Aut hBy what ever >
# This AuthBy will log to the Log SYSLOG above

Log nyl ogger

</ Aut hBy>

3.26.5. LogSock

This optional parameter specifies what type of socket to use to connect to the syslog server. The possible values
are:

* native
* eventl og
* uni X
* i net
Thismeansthat TCPistried first, then UDP.
*tcp
e udp
e stream
* pipe
* consol e

Thedefault isto usethe Sys: : Sysl og default of nati ve, tcp, udp, unix, pipe, stream console.

CAUTION

Dueto limitationsin the Sys: : Sysl og Perl module, if you have multiple <Aut hLog SYSLOG>,
<Acct Log SYSLOG> or <Log SYSLOG> clauses and if any one has LogSock defined, all of them must
have LogSock defined.

Note

If you use TCP, we recommend you to define both LogHost and LogPor t . If you have not defined
LogPort and you see error "TCP service unavailable", this means Sys: : Sysl og isunableto find
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the destination port. To resolve this, either use LogPor t to define the port or add sysl og/ t cp or
sysl ogng/ t cp definitionsto/ et ¢/ ser vi ces file. For more information about LogPor t , see
Section 3.26.10. LogPort on page 141.

3.26.6. LogPath

When LogSock is set to unix or stream or pipe, this optional parameter specifies the syslog path. Defaultsto
_PATH_LOG macro (if your system definesit).

LogPat h /run/ nysysl og/| og. sock

3.26.7. LogHost

When LogSock issettot cp or udp ori net, this optional parameter specifies the name or address of the syslog
host. Defaults to the local host. Special formatters are supported. For more information, see Section 3.3. Special
formatters on page 21

Note

The LogHost parameter is passed directly to Perl's Sys: : Sysl og module which will likely do a DNS
query for each logged message. This can cause performance problems and high number of DNS requests
with verbose log levels. It is recommended to not set LogSock and let the local syslog to do remote

logging.

Note
Sys: : Sysl og does not support IPv6. To log over IPv6, leave LogSock unset and let the local syslog do
remote logging over |Pv6.

# Log to a renote host via syslog over udp:
LogSock udp
LogHost your. sysl og. host.com

3.26.8. LogOpt

This optional parameter allows control over the syslog options passed to Sys: : Sys! og: : openl og. LogOpt is
acomma separated list of words from the set:

* cons
* ndel ay
* nof at al
* nowai t
* perror
* pid
Asdescribed in the Perl Sys: : Sysl og documentation.

Defaultsto pi d. Specia characters are supported.
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LogOpt pi d, perror

3.26.9. Logldent

This optional string parameter specifies an alternativei dent name Sys: : Sysl og prependsto every syslog
message. Defaults to the executable name used to run radiusd. Special formatters are supported. For more
information, see Section 3.3. Special formatters on page 21

# Al so | og server farminstance nunber
Logl dent %h- %O

3.26.10. LogPort

This optional parameter specifies an aternative TCP or UDP destination port on the syslog host. Thereis no
default, which means Sys: : Sysl og chooses the port. Here is an example of using LogPort :

LogPort 5514

CAUTION
This parameter requires Sys: : Sysl og 0.28 or later.

3.26.11. LogFormat

This optional parameter permits you to customise the log string when LogFor mat Hook is not defined. Special
formatting characters are permitted. The variables are replaced as follows:

98 by the message severity as an integer
* 9% by the severity asastring

» 9@ by the log message

* 9@ by tracing identifier string

When using <Log FI LE>, there is no default value for LogFor mat and the format is similar to LogFor mat
% % 92.

When using <Log SYSLOG>, thereis no default value for LogFor mat and the format is similar to LogFor mat
92.

3.26.12. LogFormatHook

This specifies an optional Perl hook that runs for each log message when defined. By default, no hook is defined
and LogFor mat or the default format is used. The hook must return asingle value. If the valueis defined, it is
used as the message to log. An undefined value causes the Log clause to return without logging. This allows
LogFor mat Hook to function as afilter to suppress unwanted log messages.

The hook parameters are the following:
» Message severity (integer)
» Log message
» Reference to the current request

 Tracing identifier (string)
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See goodi es/ | ogf or mat . cf g for asample configuration file with JSON and CEF (ArcSight Common Event
Format) formats.

Note
Consider installing Cpanel : : JSON: : XS or JSON: : XS for higher performance JSON encoding.

3.26.13. MaxMessagelLength

This optional parameter specifies a maximum message length (in characters) for each message to be logged. If
specified, each log message is truncated to the specified number of characters prior to logging. Defaults to O,
which means no truncation.

3.27. <Log SQL>

This optional clause creates an SQL logger, which will log all messages with a priority level of Trace or moreto
an SQL database. The logging isin addition to any logging to the file defined by LogFile. For more information,
see Section 3.7.13. LogFile on page 34. This clause supports all the common SQL configuration parameters.

For more information about the SQL configuration parameters, see Section 3.8. SQL configuration on page

46.

The messages are inserted with the following SQL statement:

insert into tablename (TIME_STAWP, PRIORITY, MESSAGE)
values (tinme, priority, 'nessage')

Y ou must create atable to insert into before you can use this clause. There are example logging tables created in
the example SQL filesin the goodi es/ directory of the Radiator distribution.

Tip

The logger becomes active when it is encountered in the configuration file. It will log parse errors
from later in the configuration file and subsequent run-time events. Parse errors from earlier in the
configuration file will not be logged through this clause.

Tip

Y ou can place a<Log xxxxxx> clause inside any clause in the configuration file. Thiswill cause
messages originating from within that clauses code to be logged with the logger prior to being logged
with any global loggers. This can be handy for debugging or tracing only certain Realms or AuthBy
clauses:

<Handl er >
# This will |og nessages fromw thin the Handl er
<Log SQL>
#Trace 2

</ Log>
</ Handl er >
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Tip
It is good practice to use a different DBSource than for other SQL clausesin your configuration file.
This alows SQL errors on DBSource to be logged.

3.27.1. Table

Defines the name of the SQL table to insert into. Defaults to RADLOG. Special formatting characters are
permitted.

# Insert into a table called nylog
Tabl e nmyl og

Tip
Y ou could have Log SQL log to a different table every month with something like:

Tabl e RADLOGAY%m

3.27.2. Trace

Defines the priority level of messages to be traced. For more information, see Section 3.7.3. Trace on page
30.

Note
Packet dumps will only appear if the global Trace level is set to 4 or more.

3.27.3. IgnorePacketTrace

Exclude thislogger from PacketTrace debugging.

3.27.4. Identifier

This optional parameter acts as alabel that can be useful for custom code in hooks. It can aso be referred to by
<L og Xxxxxx> in any other clause.

<Aut hBy what ever >
# Wth an Identifier, can refer to this | ogger from
# ot her cl auses
<Log SQ.>
Identifier nylogger
DBSour ce XXXXXX

</ Log>

</ Aut hBy>
<Aut hBy what ever >
# This AuthBy will log to the Log SQL above

Log nyl ogger
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</ Aut hBy>

3.27.5. LogQuery

This optional parameter alows you to control the SQL query that is used to insert log messages into the
database. Special formatting characters are permitted.

The default is:

insert into %8 (Tl ME_STAWMP, PRIORITY, MESSAGE)
values (%, %0, 9R)

The variables are;
» %t istrandated as a special character to the current time.
* %0 is converted to the message priority (ininteger in the range O to 4 inclusive).
* %1 isconverted to an ASCII string describing the message priority.
* %?2 is converted to the log message, quoted and escaped.
* %3 isconverted to the table name defined by the Table parameter above.
» %4 isreplaced by the SQL quoted User-Name (or ‘“NULL’ if thereis no current Access-Request).

* %5 isreplaced by the tracing identifier string.

Tip
Y ou might want to use either %1 or %2 in your query, but rarely both.

3.27.6. LogQueryParam

This optional parameter specifies abind variable to be used with LogQuery. Special formatting characters
%0 - %5 are not quoted when used with LogQueryParam.For more information, see Section 3.8.1. SQL bind
variables on page 47.

Note

Many databases do not allow the table name to be defined as abind variable. If you need %3 and want to
use LogQueryParam, use something like this:

LogQuery insert into %3 (Tl ME_STAMP, PRI ORI TY_MESSAGE) val ues
(2, ?, ?)

LogQuer yPar am %

LogQuer yPar am %0

LogQuer yPar am %2

3.27.7. MaxMessagelLength

This optional parameter specifies a maximum message length (in characters) for each message to be logged. If
specified, each log message is truncated to the specified number of characters prior to logging. Defaults to O,
which means no truncation.
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Truncation is done prior to SQL quoting of escapes. MaxMessagelength is useful for some types of SQL server
that complain if given astring longer than the column it is going in to.

3.28. <Log EMERALD>

Thislogging moduleis based on Log SQL and is used to log messages to the Emerald RadL ogs table. Emerald
is athird-party commercial ISP billing package.

<Log EMERAL D> understands the same parameters as <Log SQL>.

3.29. <SNMPAgent>

This optional clause enables an SNMP Agent that will allow you to fetch statistics from Radiator using SNMP
version 1 or 2c. Radiator supports all the SNMP objects described in the draft IETF standard defined in draft-
ietf-radius-servmib-04.txt, aswell as:

* RFC2619 - RADIUS Authentication Server MIB

* RFC2621 - RADIUS Accounting Server MIB

» RFC4669 - RADIUS Authentication Server MIB for IPv6

» RFC4671 - RADIUS Accounting Server MIB for |Pv6
Copies of the standards documents are included in the doc directory of the Radiator distribution.
SNMPAgent requires SNMP_Sessi on- 0. 92. t ar. gz or later to be installed first.

Red Hat Enterprise Linux, CentOS and Oracle Linux users can install the vendor supplied per | -
SNVP_Sessi on RPM package. For .deb based systems the package may be available as| i bsnnmp- sessi on-
per | or other similar name. The source package is available for download from SNMP-session [https://
github.com/sleinen/snmp-session]

If you do not include this clause in your Radiator configuration file, it will not respond to any SNMP requests.

# Exanpl e, showi ng how to enabl e SNMP handl i ng
<SNMPAgent >

ROConmuni ty mysnnpsecr et
</ SNMPAgent >

If you enable SNMPAgent, you will be able to collect server statistics using a 3rd party SNMP package such as
MRTG, Open View etc. You can aso use SNMP to reset the server.

You can test that it is working properly with acommand on Unix like this one, that gets the value of
radiusServldent from the old draft MIB:

$ snnpget -c public -v 1 local host .iso.org.dod.internet.
3.79.1.1.1.1
SNMPv2- SM : @ experinmental .79.1.1.1.1 = STRING "Radiator 3.6 on zul u"

And this gets the uptime from the new Authentication server MIB:

$ snnmpget -c public -v 1 localhost .1.3.6.1.2.1.67.1.1.1.1.2
SNMPvV2-SM ::mib-2.67.1.1.1.1.2 = Tinmeticks: (200) 0:00: 02. 00

3.29.1. Port

This optional parameter specifies the UDP port number that the SNMP Agent isto listen on. It defaults to 161.
There should only rarely be any reason to change it. The argument may be either a numeric port number or an
alphanumeric service name as specified in/ et c/ ser vi ces/ (or itsmora equivaent on your system). Port
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may contain special formatting characters. A typical use of special formatting charactersiswith GlobalVar and
command line arguments.

# Use a non-standard port
Port 9991

3.29.2. BindAddress

This optional parameter specifies asingle host address to listen for SNMP requests on. It is only useful if you
are running Radiator on a multi-homed host (i.e. a host that has more than one network address). Defaults to
the global value of BindAddress, usually 0.0.0.0i.e. listen on all networks connected to the host. For more
information, see Section 3.7.9. BindAddress on page 32 BindAddress can include special formatting
characters. Requires SNMP_Session version 0.92 or greater.

# Only listen on one network, not all the ones connected
Bi ndAddr ess 203. 63. 154.0

3.29.3. Community

SNMP V1 provides aweak method of authenticating SNMP requests, using the ‘ community name'.

This optional parameter alows you to specify the SNMP V1 community name that will be honoured by
SNMPAgent. Any SNMP request that does not include the correct community name will be ignored. Defaults to
nothing. We strongly recommend that you choose a community name and keep it secret.

Community is now deprecated, but is still honoured for backwards compatibility. New implementations should
use ROCommunity and /or RWCommunity.

# Use a secret conmunity.
Communi ty nysnnpsecr et

3.29.4. ROCommunity

SNMP V1 provides aweak method of authenticating SNMP requests, using the ‘ community name'. This
optional parameter allows you to specify the SNMP V1 community name that will be honoured by SNMPAgent
for read-only access. Defaults to nothing, you have to define one by yourself.

We strongly recommend that you choose a community name and keep it secret.

# Use a secret community.
ROConmruni ty mysnnpr osecr et

3.29.5. RWCommunity

This optional parameter allows you to specify the SNMP V1 community name that will be used by SNMPAgent
to authenticate read-write access. Knowing this secret you are able to reset Radiator via SNMP. Defaults to
nothing. If you do not need resetting via SNMP use only ROCommunity.

# only necessary for resetting via SNWP
RWConmmruni ty extremel ysecure

3.29.6. Managers

This optional parameter specifies alist of SNMP managers that have access to SNMPAgent. The valueisalist
of host names or addresses, separated by white space or comma. Y ou can have any number of Managers lines.
Defaults to nothing with all hosts allowed.
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# al | oned SNVMP nmnagers
Manager s foo. bar.edu 192. 168.1.11, noc.rz.uni-ul mde
Manager s baz. bar.com 10. 1. 1. 254

3.29.7. Identifier

This optional parameter acts as alabel that can be useful for custom code in hooks. It is not used by the standard
Radiator code.

3.29.8. SNMPVersion

This optional parameter allows you to specify the SNMP version the agent uses. Currently supported versions
are 1 and 2c. Defaultsto 1.

3.29.9. PacketTrace

Thisisan optional flag parameter. It enables logging of received and sent SNMP messages in human-readable
form on trace level 4. Thisisauseful feature during testing and debugging.

3.30. <Realm realmname>

Note

We recommend using Handler clauses for all new configurations. Handlers provide more flexibility for
defining how to match requests and make future configuration changes easier to manage.

Note

Using both Realms and Handlers in the same configuration is allowed but may make the
Ream/Handler selection hard to understand. For more information, see Section 3.31. <Handler
attribute=value,attribute=value, ....> on page 149.

A Realm can be easily converted to a Handler. For example: <Real m exanpl e. con» becomes <Handl er
Real mrexanpl e. conm> and <Real m /\ . exanpl e\ . con$/ > becomes <Handl er Real n¥/\ . exanpl e
\ . con®/ >. The closing </ Real m> must also be changed to </ Handl er >.

The beginning of a Realm clause. The clause continues until </ Real n» isseen on aline. A Realm clause
specifiesasingle RADIUS realm that this server will service. A realm isthe part of the users login name that
followsthe ‘@’ sign. For exampleif auser logsin as “mikem@open.com.au”, then “ open.com.au” isthe realm.
All requests from all users with the realm named in the <Real m r eal rmane> line will be handled in the way
specified by the rest of the Realm clause. Y ou can configure one or more realmsinto your server, possibly with
adifferent AuthBy authentication method for each.

The realmname can be either an exact realm name or it can be a Perl regular expression (regexp) including the
opening and closing dlashes that will match zero or more realms. You can also usethe ‘x’ and ‘i’ modifiers. If
you use aregexp, you should be very careful to check that you regexp will match only those realms you mean it
to. Consult your Perl reference manual for more information on writing Perl regexps.

If you omit the realm name from the <Real n® line, the clause will match requests with aNULL realm (i.e.
where the user did not enter arealm-qualified user name, such as abare “fred” or “aice”).
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When Radiator looks for a<Real m r eal mame> clause to match an incoming request, it first looks for an
exact match with the Realm name. If no match isfound, it will try to do aregexp match against Realm names
that look like regexps (i.e. have slashes at each end). If still no match, it looks for a Realm called DEFAULT.

If still no match, it logs an error and ignores (i.e. does not reply to) the request. For more information about
exceptions, see Section 3.31. <Handler attribute=value,attribute=value, ....> on page 149.

The special DEFAULT realm (if it is defined) will be used to handle requests from users in realms for which there
is no other matching Realm clause.

# Handl e requests with no realmw th UN X
# from user @pen. com au with SQ
# fromany realmending in .au by forwarding
# and from any other real mw th DBFILE
<Real n»

<Aut hBy UNI X>

</ Aut hBy>
</ Real m»
<Real m open. com au>

<Aut hBy SQL>

</ Aut hBy>
</ Real n»

# Any realmending in .au
<Real m/.*\.aul/ >

<Aut hBy RADI US>

</ Aut hBy>
</ Real n»

# Any realmending in .au, .AU, .Au, .aU (ie its case
# insensitive)
<Realm/.*\.aul/i>
<Aut hBy RADI US>
</ Aut hBy>
</ Real m»

# Any other realm
<Real m DEFAULT>
<Aut hBy DBFI LE>
</ Aut hBy>
</ Real n»

A <Real e isaspecial type of <Handl er >, and you can use all the same parameters that are described in
Section 3.31. <Handler attribute=value,attribute=value, ....> on page 149. However, you can only use realms
for selecting the requests. Thiswill not work: <Real m exanpl e. com Client-1dentifier=mynas>.
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3.31. <Handler attribute=value,attribute=value, ....>

This begins a<Handl er > clause. When using the <Handl er > clause, al requests with a specific set of
attributes are handled in the same way. Y ou can configure one or more <Hand| er > clauses into your server,
possibly with a different AuthBYy authentication methods for each.

The difference between <Hand! er > and <Real e isthat <Handl er > groups together requests based on the
value of any attributes in the request, not just the user's realm as <Real n® does. That makes <Handl er > clauses
more powerful but they are not required as often. A common situation is that you need to distinguish between
authenti cation methods based on the user's realm. Use <Handl er > instead of <Real n® if you need to choose
authentication methods based on other attribute than Real m such asCal | ed- St ati on- | d, Request - Type, Or
some other attribute in the incoming RADIUS request.

In<Handl er checkl i st >thechecklist expressionisalist of request attributes that must all match before
<Hand! er > is used to handle the request. The format is similar asalist of check itemsin auser file: alist of
attri but e=val ue pairs, separated by commas. For more information, see Section 7.1. Check items on page
450.

If you omit the expression name from the <Handl er > line, the clause matches all requests.

When Radiator looks for <Handl er > to match an incoming request, it searches each <Handl er > clause in the
order in which they appear in your configuration file. It continues searching until <Handl er > is found where
every check item in the expression matches the request. If any check item does not match, it continues onto the
next <Handl er > until al the Handlers are exhausted. If none of the <Hand! er > clauses match, Access-Request
isrejected and Accounting-Request is accepted.

Radiator uses the following algorithm to find the <Real m» or <Handl er > to handle each request:
1. Look for a Realm with an exact match on the realm name.
2. Look for amatching regular expression Realm.
3. Look for a<Real m DEFAULT>.
4

. Look at each Handler in the order they appear in the configuration file until one where all the check items
match the request.

5. Ignore the request.

It is possible to use both <Handl er > and <Real n clauses in the same configuration file but it is not
recommended. Using them together may lead to complicated handler selections and behaviour.

The following example configuration uses 3 authentication methods used in different requests:
e <Aut hBy SQL>
Thisused when Cal | ed- St ati on-1d is662543 and Ser vi ce- Type isFr aned- User .
e <Aut hBy DBM>
Thisisused when Cal | ed- St ati on-1dis678771 and Real misopen. com au.
* <Aut hBy RADI US>

Thisis used authenticating all the requests that do not match to the previous criteria.

<Handl er Call ed- Station-1d=662543, Servi ce- Type=Fr amed- User >
<Aut hBy SQ.>
</ Aut hBy>

</ Handl er >

<Handl er Cal |l ed- Station-1d=678771, Real m~open. com au>
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<Aut hBy DBW>
</ Aut hBy>
</ Handl er >
# Handl es anyt hi ng that was not handl ed above:
<Handl er >
<Aut hBy RADI US>
</ Aut hBy>
</ Handl er >

All instances of the given attribute are checked, so it is possible to define a check that requires aregquest to
contain multiple values. Here are 2 examples of multiple values, both of them are allowed:

# Request has attributes in a foll owi ng order:
# OSC- G oup-ldentifier=A
# OSC- G oup-ldentifier=B

# Does match
<Handl er OSC- G oup- | denti fi er=B>

</ Handl er >
# Request has attributes in a foll owi ng order:
# OSC- Group-ldentifier=A

# OSC- G oup-ldentifier=B

# Does not match
<Handl er OSC- Group- | denti fi er =B, OSC- Gr oup- I denti fi er=C

</ Handl er >

# Does match

<Handl er OSC- G oup- | denti fi er =B, OSC- G- oup- I denti fi er =A>
</ Handl er >

3.31.1. RewriteUsername

Thisisan optional parameter. It enables you to alter the username in authentication and accounting requests. For
more details and examples, see Section 8. Rewriting user names on page 472.

3.31.2. RewriteFunction

This optional parameter alows you to define you own special Perl function to rewrite user names. Y ou can
define an arbitrarily complex Perl function that might call external programs, search in databases or whatever.
The user name is changed to whatever is returned by this function.

If you define a RewriteFunction for a Realm or Handler, it will be used in preference to any RewriteUsername.
RewriteUsername will be ignored for that Realm or Handler.

# Strip out NULs, trailing realnms, translate to
# |l ower case and renopve single quotes
RewriteFunction sub { ny($a) = shift; $a =~ s/[\000]//g; %a =~
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sIN["@+).*/$1/; $a =~ tr/[A-Z]/[a-z]/; $a =~ s/'//g; $a; }

3.31.3. AcctLogFileName

The names of the files used to log Account i ng- Request messages in the standard radius accounting log
format. All Account i ng- Request messages will be logged to thefiles, regardless of their Acct - St at us-
Type. For more information about log file format, see Section 9.5. Accounting log file on page 479. If no

Acct LogFi | eNane is defined, accounting messages will not be logged for this realm. The default is no logging.
The file name can include special formatting characters as described in Section 3.3. Special formatters on page
21, which means that, for example, using the % specifier, you can maintain separate accounting log files for
each Client. The Acct LogFi | eNamre files are aways opened written and closed for each message, so you can
safely rotate them at any time.

If the AuthBy module you select does no special accounting logging, you may want to enable this parameter

for the Realm. Note that logging to Acct LogFi | eNane isin addition to any recording that a specific AuthBy
module might do (such as, say, AuthBy SQL). The user name that is recorded in the log file is the rewritten user
name when Rewr i t eUser name is enabled.

Y ou can specify any number of Acct LogFi | eName parameters. Each one will result in a separate accounting
log file. If need to modify accounting messages and log the modified result, consider using an AcctLog on page
157.

If the file name starts with a vertical bar character (‘[') then the rest of the filename is assumed to be a program
to which the output is to be piped. Otherwise the output will be appended to the named file:

# Pipe to ny-1og-prog
Acct LogFi | eNarme | /usr /| ocal / bin/ ny-1 og- prog

Tip
Y ou can change the logging format with AcctL ogFileFormat:

# Log all accounting to a single log file in LogDir
Acct LogFi | eNane %/ details

3.31.4. AcctLogFileFormat

This optional parameter is used to alter the format of the accounting log file from the standard radius format
when AcctL ogFileFormatHook is not defined. AcctLogFileFormat is a string containing special formatting
characters. It specifies the format for each line to be printed to the accounting log file. A newline will be
automatically appended. It is most useful if you use the %{ attribute} style of formatting characters (to print the
value of the attributes in the current packet).

Acct LogFi | eFormat % Ti nest anp} % Acct - Sessi on- | d}\
9%{ User - Nane}

3.31.5. AcctLogFileFormatHook

Specifies an optional Perl hook that will is used to ater the format of the accounting log file from the standard
radius format when defined. The hook must return the formatted accounting record. A newline will be
automatically appended. By default no hook is defined and AcctL ogFileFormat or the default format is used.
The hook parameter is the reference to the current request.

See goodi es/ | ogf or mat . cf g for a sample configuration file with JSON format.
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Tip
Consider installing Cpanel : : JSON: : XS or JSON: : XS for higher performance JSON encoding.

3.31.6. AccountingHandled

This parameter forces Radiator to acknowledge Accounting reguests, even if the AuthBy modules for the
Realm or Handler would have normally ignored the request. Thisis useful if you do not really want to record
Accounting requests, but your NAS keeps retransmitting unless it gets an acknowledgment.

Note
All backend processing, such as SQL queries, isdone first, before the reply is sent back to the NAS.

# My AuthBy SQL ignores accounting
Account i ngHandl ed

3.31.7. AccountingAccepted

Thisisaflag parameter. When set, it forces Radiator to acknowledge an Accounting request when it isreceived,
even if the AuthBy modules for the Realm or Handler would otherwise ignore or reject the request. Thisis
useful if you want to send an acknowledge to NAS immediately. Usually this parameter is not used.

3.31.8. PreProcessingHook

This optional parameter alows you to define a Perl function that will be called during packet processing.
PreProcessingHook is called for each request before per-Realm user name rewriting, before accounting log files
are written, and before any PreAuthHooks. A reference to the current request is passed as the first argument, and
areference to the reply packet currently being constructed is passed as the second argument.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code will be
reported to the log file at start-up time. Runtime errors in your hook will also be reported to the log file when
your hook executes. Multiline hooks (i.e. with trailing backslashes (\)) are parsed by Radiator into one long line.
Therefore you should not use trailing commentsin your hook.

PreProcessingHook Can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current request or many other things.

# Fake a new attribute into the request, so its logged in the

# accounting log file

PreProcessi ngHook sub { ${$_[0]}->add_attr(' My-Real m, \
‘sone.real mcom);}

3.31.9. PostProcessingHook

This optional parameter alows you to define a Perl function that will be called during packet processing.
PostProcessingHook is called for each request after all authentication methods have been called and just before
areply is sent back to the requesting NAS. A reference to the current request is passed as the first argument, and
areference to the reply packet currently being constructed is passed as the second argument. If the processing
resultsin no reply (for example, if the request is proxied) then PostProcessing-Hook is not called.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code will be
reported to the log file at start-up time. Runtime errors in your hook will also be reported to the log file when
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your hook executes. Multiline hooks (i.e. with trailing backslashes (\)) are parsed by Radiator into one long line.
Therefore, you should not use trailing comments in your hook.

PostProcessingHook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current reply or many other things.

# Fake a new attribute into the reply
Post Processi ngHook sub { ${$_[1]}->add_attr('Cl ass', \
"billing rate 1');}

3.31.10. PreAuthHook

This optional parameter allows you to define a Perl function that will be called during packet processing.
PreAuthHook is called for each request after per-Realm user name rewriting and before it is passed to any
AuthBy clauses. A reference to the current request is passed as the first argument, and a reference to the reply
packet currently being constructed is passed as the second argument.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code will be
reported to the log file at start-up time. Runtime errors in your hook will also be reported to the log file when
your hook executes. Multiline hooks (i.e. with trailing backslashes (\)) are parsed by Radiator into one long line.
Therefore you should not use trailing commentsin your hook.

PreAuthHook Can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current request or many other things.

# Fake a new attribute into the request
PreAut hHook sub { ${$_[0]}->add_attr('test-attr', \
"test-value');}

3.31.11. PostAuthHook

This optional parameter allows you to define a Perl function that is called during packet processing.

Post Aut hHook is called for each request after it has been passed to all the Aut hBy clauses. A reference to the
current request is passed as the first argument, and areference to the reply packet currently being constructed
is passed as the second argument. The third argument is areference to the result of the authentication

($mai n: : ACCEPT, $mai n: : REJECT and so on). The fourth argument is a reference to a string variable holding
the reason for areject, or undefined if none is available. To change the type of reply, set the reference to third
argument.

The hook code is compiled by Perl when Radiator starts up. Compilation errors in your hook code are reported
to thelog file at start-up time. Runtime errorsin your hook are also reported to the log file when your hook is
executed. Multiline hooks, with trailing backslashes (\), are parsed by Radiator into a one long line. Therefore
do not use trailing comments in your hook.

Post Aut hHook can be an arbitrarily complicated Perl function, that might run external processes, consult
databases, change the contents of the current request or many other things.

# Add sone reply attributes to the reply nmessage
# if it is a REJECT and there is 1 or fewer there already
Post Aut hHook sub { ${$ [1]}->add_attr('test-attr', \
"test-value') \
if ${$_[2]} == $main:: REJECT \
&& ${$ [1]}->attr _count() <= 1; }
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3.31.12. AuthByPolicy

This parameter allows you to control how multiple AuthBy clausesin this Handler or Realm are used. For more
information, see Section 3.38.1. AuthByPolicy on page 184.

3.31.13. AuthBy

This specifies that the Handler isto be authenticated with an <AuthBy> clause that is defined el sewhere. The
argument must specify the Identifier of the AuthBy clause to use. The AuthBy clause may be defined anywhere
else: at thetop level, or in aRealm or Handler clause. Y ou can have as many AuthBy parameters as you wish.
They will be used in the order that they appear in the configuration file (subject to AuthByPolicy) in the same
way as <AuthBy > clauses.

Tip
Thisis aconvenient way to reuse the same authenticator for many Realms or Handlers.

<Aut hBy Xxxxxxx>
Identifier nyidentifier

</ Aut hBy>

<Real m XxXxXxxx>
# This authenticates through the AuthBy defined above
Aut hBy nyidentifier

</ Real n»

3.31.14. Identifier

This optional parameter acts as alabel that can be useful for custom code in hooks. It is not used by the standard
Radiator code.

3.31.15. StripFromRequest

Strips the named attributes from the request before passing it to any authentication modules. The valueis
acomma separated list of attribute names. StripFromRequest removes attributes from the request before
AddToRequest adds any to the request. There is no defaullt.

# Renove any NAS-I|P- Address, NAS-Port attributes
Stri pFronmRequest NAS- | P- Addr ess, NAS- Por t

3.31.16. AddToRequest

Adds attributes to the request before passing it to any authentication modules. Valueisalist of comma
separated attribute value pairs all on one line, exactly asfor any reply item. StripFromRequest removes
attributes from the request before AddToRequest and AddToRequestIfNotEXist adds any to the request. You
can use any of the special % formats in the attribute values. There is no default.

# Append a Filter-1D and host nane
AddToRequest Cal ling-Station-I1d=1, Logi n-1P-Host =%

3.31.17. AddToRequestIfNotExist

Adds attributes to the request before passing it to any authentication modules. Unlike AddToRequest, an
attribute will only be added if it does not already exist in the request. Value is alist of comma separated attribute
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value pairs al on one line, exactly as for any reply item. StripFromRequest removes attributes from the request
before AddToRequest and AddToRequestifNotExist adds any to the request. Y ou can use any of the special %
formatsin the attribute values. There is no default.

# Append a Filter-1D and host nane if they are not there already
AddToRequest | f Not Exi st Cal | i ng- Stati on-1d=1, Logi n-| P- Host =%

3.31.18. <AuthBy Xxxxxx>

This marks the beginning of an AuthBy clause in a Handler or Realm, which defines how to authenticate and
record accounting information for all the usersin this Realm or Handler. The xxxxxx is the name of a specific
AuthBy module. For more information about configuring specific AuthBy clauses, see the relevant sections.

Y ou can have 0 or more AuthBy clausesin a Handler or Realm. The AuthBy clauses will be executed in order
until the AuthByPalicy for the Realm or Handler is satisfied.

<AuthBYy xxxxxx> both defines an authentication method and specifies where it should be used.
Note that something like

<Real m xxxxxx>
<Aut hBy XXXXXX>

</ Aut hBy>

</ Real n»
Isequivalent to

<Aut hBy XXXXXX>
Identifier mnyidentifier

</ Aut hBy>

<Real m XXXXxXX>
# This authenticates through the AuthBy defined above
Aut hBy nyidentifier

</ Real n»

3.31.19. UsernameCharset

This optional parameter checks that every user name consists only of the characters in the specified character
set. This can be useful to reject requests that have user names that cannot be valid. The value of the parameter
isaPerl character set specification. See your Perl reference manual for details about how to construct Perl
character set specifications. Note that the some specia characters must be escaped with a backslash. This
parameter is not set by default and no character set check is done.

User naneChar set isavailable asagloba and Handler level parameter. The character set checks are done for
both User-Name attribute and EAP identity.

When arequest is processed by a Handler, User-Name attribute must pass both global and per Handler

User naneChar set checks. When an EAP-Response/ldentity message is handled by an AuthBy, the EAP
identity must pass both global and per Handler User nameChar set checks. The Handler is the last Handler that
processed the request before it was passed to the AuthBy.

This example permits only a phanumeric, period, underscore, the @-sign, and dash. Note that a dash at the end
of character class needs not to be escaped with a backsl ash:
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User naneChar set a-zA-Z0-9. @

3.31.20. RejectHasReason

Normally, when Radiator rejects an Access-Request, it sets the reply message to "Request Denied”. This
optional parameter forces Radiator to put an additional Reply- Message into Access-Reject indicating why the
rejection occurred. This may be useful for debugging in some cases, since some NASs will display the Reply-
Message during an interactive login. However it should be noted that some PPP clients do not show the Reply-
Message to the end user.

# Show any rejection reason to the end user (maybe)
Rej ect HasReason

3.31.21. SessionDatabase

This optional parameter specifies a particular Session Database to use for the enclosing Realm or Handler.
The value of the parameter must be the Identifier of a SessionDatabase clause. The default behaviour isto use
the last global SessionDatabase specified in the configuration file. If no SessionDatabases are specified in the
configuration file, then the default INTERNAL session database will be used.

Sessi onDat abaseOpt i ons isavailable for changing how a Handler uses its session database. For more
information, see Section 3.31.22. SessionDatabaseOptions on page 157.

Tip
The user name used to access the session database depends on the setting of
Sessi onDat abaseUseRewr i t t enName and Sessi onDat abaseQpt i ons.

Tip
Thisis an advanced use parameter. Only very unusual configurations need this parameter to be set. The
default behaviour suits for most situations.

<Handl er XXxxxx>
# If this was not here, we would default to
# myspeci al sessiondb2 (the last one in the config file)
Sessi onDat abase nyspeci al sessi ondbl
</ Handl er >
<Sessi onDat abase SQL.>
Identifier myspecial sessiondbl

</ Sessi onDat abase>
<Sessi onDat abase SQ.>

Identifier myspecial sessi ondb2

</ Sessi onDat abase>
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3.31.22. SessionDatabaseOptions

SessionDatabaseOptions allows controlling how Handler communicates with its session database.
The following options are available:

* NoDel et eBef or eAut hent i cat i on suppresses the call to del ete a session from session database when
Access-Request isreceived. Calling delete is useful, for example, when aNAS port can only have asingle
active session. An Access-Request indicates that a new session is starting and calling delete allows to clear
the old session if its accounting Stop was lost.

» AddBef or eAut hent i cat i on causes this Handler to add a new session before passing the Access-Request
to AuthBys

» AddAft er Aut henti cati on causesthis Handler to add a new session after successful authentication
without waiting for Accounting Start

e UseRewr it t enName tellsthe Handler to use rewritten user name with session database. If the option is
set, the rewritten user name (as rewritten by RewriteUsername etc) is used. Otherwise the original User-
Name attribute from the request is used.

* NoDel et eOnSessi onSt op replaces a call to delete a session from session database with a call to update
a session when an accounting stop is received. This allows the session database to hold records of ended
sessions.

Enabling UseRewrittenName provides the same functionality as setting the SessionDatabaseUseRewrittenName
(for more information, see Section 3.31.23. SessionDatabaseUseRewrittenName on page 157). New
configurations must use this option instead of setting the configuration parameter.

Y ou can enter multiple options by separating them with commas. Here is an example how to skip session delete
during authentication:

Sessi onDat abaseOpt i ons NoDel et eBef or eAut henti cati on

3.31.23. SessionDatabaseUseRewrittenName

This optional parameter controls the user name used to update and access the session database for this Handler.
If SessionDatabaseUseRewrittenName is true, the rewritten user name (as rewritten by RewriteUsername and
the others) is used. Otherwise the original User-Name attribute from the request is used. Thisis false by default.

New configurations must use SessionDatabaseOptions to control this and any other possible options. For more
information, see Section 3.31.22. SessionDatabaseOptions on page 157.

3.31.24. AcctLog

This specifies that the Handler isto log all accounting messages with an <Acct Log> clause that is defined
elsewhere. The argument must specify the Identifier of the AcctLog clause to use. The AcctLog clause may

be defined anywhere else: at the top level, or in aRealm or Handler clause. Y ou can have as many AcctLog
parameters as you wish. They will be used in the order that they appear in the configuration file in the same way
as<Acct Log xxxxxx> clauses.

Tip
Thisisa convenient way to reuse the same authentication logger for many Realms or Handlers.

<Acct LOg XXXXXX>
Identifier nyacctlogidentifier
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</ Aut hLog>

<Handl er Xxxxxxx>
# This | ogs through the AcctLog defined above
Acct Log myacct | ogi dentifier

</ Handl er >

3.31.25. AuthLog

This specifies that the Handler isto log all authentications with an <Aut hLog> clause that is defined elsewhere.
The argument must specify the Identifier of the AuthLog clause to use. The AuthLog clause may be defined
anywhere else: at the top level, or in aRealm or Handler clause. Y ou can have as many AuthLog parameters as
you wish. They will be used in the order that they appear in the configuration file in the same way as <Aut hLog
XXXXXX> clauses,

Tip
Thisisa convenient way to reuse the same authentication logger for many Realms or Handlers.

<Aut hLog XXXXXX>
Identifier nyidentifier
</ Aut hLog>
<Handl er XXXxXxx>
# This | ogs through the AuthLog defined above

Aut hLog nyi dentifier
</ Handl er >

3.31.26. <AuthLog XXXxXxx>

Indicates that logging of authentication success and failure should be handled in a special way. <Aut hLog

FI LE>, <Aut hLog SQL> and <Aut hLog SYSLOG